Sensor Suite Evaluation System (SSES) Functional Requirements Document 
Project Overview: The overarching objective of the program is to support the design and fielding of electronic security systems (ESS) which meet the needs of external customers.  The specific performance requirements for an ESS vary depending on the customer objectives, application, and site to be secured.  However, the fundamental goal of all ESS designs is to provide site security by providing electronic surveillance coverage of all or an acceptable portion of the site, with a high probability of successfully detecting an intruder (Pd) and low false alarm rate (FAR).  This is accomplished by selecting a suite of sensors with detection capabilities that are appropriate for the characteristics of the specific site and expected threat, emplacing them in appropriate locations and in sufficient numbers, and integrating their outputs to provide the required coverage with acceptably high Pd and low FAR while remaining within the design / build budget.  
ESS design is currently a manual process that relies primarily on the subject matter expertise of the site inspectors and ESS design team.  This process is labor intensive and subject to errors and inefficiencies.  To strengthen our competitive position, a Sensor Suite Evaluation System (SSES) is needed to support the ESS design team by providing methodologies and tools to:

· Improve the accuracy and efficiency of assessing and representing site characteristics
· Increase the productivity of the ESS design process and the quality and performance of ESS designs
· Improve the accuracy of ESS cost estimates.  
The direct “customers” of the SSES will be the ESS design team including site assessors, sensor suite designers, and cost estimators.  The indirect customers of the SSES will be the purchasers and operators of our ESS systems, who will benefit from improved ESS performance and decreased cost.

Terms of Reference: For the purposes of this document the SSES “system” is considered to include the full set of resources that may be employed in the design of an ESS from site survey through completion of the design process.  The SSES includes the personnel, procedures, skill sets, analytical methods, and design tools used to develop an ESS design, as well as the general and site specific information that is used in the design process.  The term “SSES shall provide a mechanism to …” is used deliberately throughout this document to describe functions that must be performed by the overall SSES using some combination of personnel, procedures, analytical methods, and supporting tools.  While it is anticipated that the SSES effort will involve the development of a development environment and associated software tools, this does not imply that any specific function(s) must be allocated to the SSES software application.

SSES Design Activities:  Figure 1 provides an overview of the activities which must be accomplished in the design of an ESS.  These activities fall into four functional areas:
1.  Assessing site characteristics and developing a representation of the site that supports site specific ESS design and assessment
2. Identifying the type and characteristics of the threats that are to be countered

3. Developing ESS designs that match sensor suite capabilities with the projected threat and the characteristics of the specific site
4. Assessing the expected operational performance and cost of the ESS designs to allow selection of a design that provides the required level of performance within cost constraints.

Functions 3 and 4 are typically performed in an iterative manner to produce an “optimized” design that delivers the best combination of performance and cost.  A break out of subordinate functions and required SSES capabilities for each functional area are provided in the following sections.
SSES functional requirements:  The SSES shall perform the following functions:
1. Assess and represent site characteristics

1.1. The SSES shall provide mechanisms to obtain, display, utilize data on site attributes and characteristics

1.1.1. The SSES shall provide a mechanism to obtain, display, and manipulate topographic, characteristic, and feature data
1.1.1.1. The SSES shall provide a mechanism to classify terrain based on physical characteristics that may affect sensor performance, and threat mobility and detectability, including the following factors and parameters:
1.1.1.1.1. Surface composition

1.1.1.1.2. Type and density of ground cover and vegetation

1.1.1.1.3. Transmittance / opacity to various sensor signals

1.1.1.1.4. Trafficability by various types / classes of threats
1.1.1.2. The SSES shall provide a mechanism to obtain, display, and manipulate site specific terrain data

1.1.1.3. The SSES shall provide a mechanism to obtain and represent data on discrete site features and objects that may affect sensor performance or threat mobility including the following:

1.1.1.3.1. Buildings and other structures
1.1.1.3.2. Significant discrete vegetation features

1.1.1.3.3. Mobility enablers such as roads and paths and mobility barriers such as fences and ditches
1.1.1.4. The SSES shall provide a mechanism to obtain, display, and manipulate site elevation data from external sources including the following:

1.1.1.4.1. Digital elevation model data
1.1.1.4.2. Topographic contour data

1.1.1.5. The SSES shall provide a mechanism to obtain, display, and utilize site imagery data including the following:

1.1.1.5.1. Orthographic and other overhead imagery
1.1.1.5.2. Ground level and other site imagery that may be used to characterize site terrain and features
1.1.2. The SSES shall provide a mechanism to obtain, display, and utilize other types of  topographic and cartographic maps and images to extract site feature data

1.1.3. The SSES shall provide a mechanism to obtain and utilize data on site environmental characteristics that ESS sensor and network performance including:
1.1.3.1. Weather including temperature, precipitation, airborne particulates, and winds

1.1.3.2. Electromagnetic and radio-frequency interference that may interfere with sensors and wireless networks

1.1.3.3. Personnel, vehicular, and animal traffic that may trigger sensors

1.2. The SSES shall provide a mechanism to construct, display, and maintain a set of models / analytic representations of the site in a form that supports ESS design and performance assessment

1.2.1. The SSES shall provide a mechanism to use the data obtained in section 1.1 to construct, display, and manipulate site specific terrain characteristics models that support sensor detection and false alarm performance assessment
1.2.2. The SSES shall provide a mechanism to use the data obtained in section 1.1 to construct, display, and manipulate site specific digital terrain elevation models that support sensor LOS and FOV assessment 

1.2.3.  The SSES shall provide a mechanism to use the data obtained in section 1.1 to construct, display, and manipulate site specific trafficability models that support assessment of potential threat ingress and egress routes, probability of successful site penetration, and threat response timelines
1.2.3.1. The SSES shall provide a mechanism for identifying feasible ingress and egress routes and linking the routes to the associated terrain feature and elevation models

1.2.3.2. The SSES shall provide a mechanism for estimating threat movement rates and expected dwell times (i.e. the time spent within the FOV or coverage area of a given sensor) for use in detection probability models
2. Assess and represent projected / potential threat characteristics
2.1. The SSES shall provide a mechanism to classify threats based on their type and attributes and make this information available to SSES design and performance assessment functions

2.2. The SSES shall provide a mechanism to obtain and manage threat classification and quantitative threat signature data including the following:
2.2.1. Threat types (e.g. personnel, wheeled vehicles, tracked vehicles, watercraft) and numbers

2.2.2. Threat physical dimensions and visual /  infra-red (IR) characteristics

2.2.3. Threat radar cross section (RCS)

2.2.4. Threat acoustic and seismic emissions including signature dependency on threat speed

2.2.5. Threat radio-frequency (RF) emissions
2.3. The SSES shall provide a mechanism to make threat classification and signature data available to SSES sensor performance models for use in Pd and coverage modeling.

2.4. The SSES shall provide a mechanism to obtain and manage threat mobility data including the following:
2.4.1. Threat speed as a function of the type of terrain being traversed

2.4.2. Prohibited terrain types which may not be traversed by specific classes / types of threat
2.4.3. The effect of barriers and obstacles

2.5. The SSES shall provide a mechanism to represent threat objectives, behaviors and operating constraints
2.6.  The SSES shall provide a mechanism to make threat mobility and behavior data available to threat route planning, and performance assessment functions 

3. Develop ESS designs and assess technical performance
3.1. The SSES shall provide a mechanism to obtain, display, and manage attribute and performance data on for individual sensor system elements including the following performance parameters:

3.1.1. Sensor nominal Pd as a function of threat type/signature and terrain type
3.1.2. Sensor nominal effective range as a function of threat type/signature and terrain type
3.1.3. Sensor nominal false alarm rate

3.1.4. Sensor susceptibility to environmental effects and the effect of environment on Pd, effective range and false alarm rate 

3.1.5. Sensor field-of-view (azimuth and elevation limits)
3.1.6. Sensor scan / revisit times

3.1.7. Sensor support requirements including electrical power, communications / connectivity mechanisms, and interfaces
3.1.8. Sensor cost data including procurement, installation, and life-cycle operations and support cost estimates

3.2. The SSES shall provide a mechanism to assess and display the performance of individual sensor elements when employed in site specific applications

3.2.1. The SSES shall provide a mechanism to select sensors from a set of available sensors

3.2.1.1. A mechanism for the SSES to recommend preferred sensors as a function of desired coverage and Pd, threat signatures, site characteristics and environmental effects is desired but not required

3.2.2. The SSES shall provide a mechanism to assess and display the coverage and detection performance of individual sensors when placed in specific site locations and orientations

3.2.2.1. For sensors that rely on line-of-sight (LOS) for detection, the SSES shall provide a mechanism to estimate sensor to target LOS and blockage zones for specific sensor locations and orientations including the following effects:
3.2.2.1.1. Sensor inherent azimuth and elevation coverage limits

3.2.2.1.2. Sensor masking due to terrain profile / elevation

3.2.2.1.3. Sensor masking caused by discrete features such as buildings and discrete vegetation
3.2.2.1.4. Sensor attenuation caused by distributed vegetation and environmental conditions

3.2.2.2. For sensors that do not rely on line-of-sight for detection, the SSES shall provide a mechanism to estimate coverage areas for specific sensor locations and orientations including the following effects:
3.2.2.2.1. The availability of a suitable target-to-sensor propagation path 

3.2.2.2.2. Environmental effects including weather and ambient noise

3.2.2.3. For all sensors, the SSES shall provide a mechanism to estimate and display the Pd for a specific sensor type, location, and orientation against a specific threat as a function of threat location, and the terrain, features, and environment at, and between the sensor and threat locations

3.2.3. The SSES shall provide a mechanism to estimate sensor false alarm rates considering the following factors:

3.2.3.1. Sensor inherent false alarm rate (e.g. internal noise)

3.2.3.2. Sensor false alarm rates caused by actual but unwanted detections (e.g. nuisance tracks caused by detection of wildlife, clutter, and external noise)  
3.2.4. The SSES shall provide a mechanism to estimate the cost of emplacing a sensor in a specific location including the cost of required infrastructure, support elements and site improvements (e.g. provision of electrical power, or installation of sensor masts or towers)
3.3. The SSES Shall provide a mechanism to construct, display, and assess the performance of a design consisting of a suite of networked sensor elements
3.3.1. The SSES shall provide a mechanism to represent the integration of the outputs of multiple sensors in various architectures

3.3.2. The SSES shall provide a mechanism to assess and display the sensor coverage provided by the suite of sensors including mechanisms to:

3.3.2.1. Display sensor coverage by sensor and type

3.3.2.2. Display sensor coverage gaps and blind spots

3.3.2.3. Display areas where multiple sensors provide overlapping coverage

3.3.3. The SSES shall provide a mechanism to represent and compare alternative sensor fusion rules
3.3.4. The SSES shall provide a mechanism to estimate the fused Pd and false alarm rate for the sensor suite for alternative sensor fusion rules

3.3.5. The SSES shall provide a mechanism to estimate the procurement and installation costs of the overall sensor suite including required connectivity, network integration and monitoring facilities
3.4. The SSES shall provide a mechanism to save, modify, and compare the performance of alternate ESS designs in order to optimize ESS performance
3.4.1. A capability to perform automated ESS design optimization is desired but not required.

4. Assess ESS operational performance

4.1. The SSES shall provide a mechanism to assess ESS operational performance against customer site protection requirements using analytic methods. Site protection measures of effectiveness include but need not be limited to the following:
4.1.1. The SSES shall provide a mechanism to determine what areas / percentage of the site can be provided with sensor coverage as a function of:

4.1.1.1. The threshold Pd required to consider an area “covered”
4.1.1.2. The type of sensor coverage required

4.1.1.3. The type of threat being detected

4.1.1.4. the prevailing environmental conditions

4.1.2. The SSES shall provide a mechanism to identify what ingress / egress route(s) an intruder could use to reach any point in the site in order to minimize the  probability of being detected both prior to reaching the intended target, and prior to successfully exiting the site, considering the same factors identified in section 4.1.1
4.1.3. The  SSES shall provide a mechanism to identify what ingress / egress route(s) an intruder could use to reach any point in the site in order to minimize the time available for security force response both prior to reaching the intended target, and prior to successfully exiting the site, considering the same factors identified in section 4.1.1
4.1.4. The SSES shall provide a mechanism to assess the probability that an intruder can be prevented from accessing specific point in the site considering both ESS performance and security force response times (keep-out probability) , considering the same factors identified in section 4.1.1
4.1.4.1. The SSES shall provide a mechanism to identify which portions of the site can be defended at a given keep-out probability threshold
4.1.4.2. The SSES shall provide a mechanism to assess the keep-out probability for specific areas of the site

4.2. A capability for the SSES to assess ESS operational performance against customer site protection requirements using stochastic simulation methods is desired but not required.  Desired measures of effectiveness for stochastic modeling are the same as identified in section 4.1.
4.3. The SSES shall provide a mechanism to assess the overall cost of ESS designs taking into account  all procurement, installation, and facilities costs  
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