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Executive Summary
Securing a perimeter is a necessity in many areas throughout the United States and the World.  In this post 9-11 era, both military and civilian must keep a tight hold on the security of their surroundings including civilian compounds and military installations throughout the world.  Unlike in the past, threats now occur in more areas and more frequently.  This increase in threats has caused an overall desire for increased security.  There is currently no effective methodology for systematically selecting the best Electronic Security System (ESS) design for detecting and communicating an intrusion of sensitive facilities.  
Many different organizations have been developing security system sensors for decades. Even though sensors have been in development for an extended amount of time, and by organizations around the world, the sensors can be classified into established sets and subsets. These classifications have not changed much over the past few decades and the methods in which these sensors have been enhanced also have not changed, though the methods have had very little significant change. 
In many cases, the placement, type, and quantity of selected sensory is set-up in an ineffective or inefficient configuration, resulting in gaps in surveillance ability and/or unnecessary costs.  Sensors are typically chosen and placed by human security experts.  These experts will need to visit all areas of the perimeter, take measurements, and perform lengthy calculations.  These characteristics of perimeter security underline the need to provide a system to aid sensor placement.  A Sensor Suite Evaluation System (SSES) provides a means of aiding security companies to determine the optimal placement and type of sensors to secure a perimeter without site visits and by speeding calculation times.  
The intent of the SSES is to become a new cost effective sensor suite platform with emphasis on a graphical user interface (GUI), probability of detection, and sensor specifications.  New technology developments in physical sensors allow various techniques to fill a critical capability gap for today’s security industry.  
The SSES development team has designed a system utilizing a GUI to facilitate site security.  The goal of the SSES is to develop a system to assist users of ESS in the set-up of their systems (composition and location of sensors) to achieve a complete and reliable surveillance using the most cost effective means available.  The Sensor Suite Evaluation System (SSES) will be able to incorporate data about a particular location, conduct sensor analysis, and develop a recommendation for the proper placement, type, and quality of the selected sensor.  
Sensor Suite Evaluation System		Final Report
The team chose several preliminary designs to create a working model of the SSES.  The preliminary designs were chosen using sponsor input, stakeholder needs, market availability, and team members’ expertise.  Each design alternative was evaluated by looking at feasibility or utility of architectures, design and data environments, design core SSES data structures and algorithms, design implementation for individual functions, and team skill set.  The team also evaluated each design by viewing their potential operational performance and user-friendly capabilities.  Throughout the design evaluation, it was highly desirable to maintain “core” architecture in prototype and objective SSES systems.  Also it is to be expected that function implementations will differ between prototype and objective SSES systems.  The team favored simple implementations for proof-of-concept but provided a path to evolve and expand the design.
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All over the world various installations are continuously facing threats.  These continuous threats demand perimeter security.  Improved and timely sensor placement to detect potential intruders is a necessity.  A new system is needed to assist users of ESS in the set-up of their systems (composition and location of sensors) to achieve a complete and reliable surveillance using the most cost effective means available.
Conducting an accurate assessment of a site which requires a multi-sensor security system is the most important step in the overall lifecycle of that system. An incorrect site assessment can result in the installation of too many or too few sensors, the wrong type according to the environment, and result in unnecessary or insufficient security. If any of these occur, the customer may be supporting the maintenance of unnecessary sensors, have inadequate security, have increased installation costs, and employ too many personnel to monitor an over-secure security system or physical security to compensate for its deficiencies.
Conducting an incorrect assessment is synonymous to performing an incorrect requirements analysis.
Currently an effective way to determine the proper placement, type, and quantity of the selected sensory does not exist.  To determine sensor placement, perimeter security personnel must actively determine sensor placement by being on-site and extensive testing must be done to ensure the sensor placements will provide adequate security.  A system is needed that is more cost effective and is able to achieve a complete and reliable surveillance.  A system needs to be designed to give results for a wide variety of terrain types and site locations. 
[bookmark: _Toc229189305][bookmark: _Toc229488294]Purpose
Because intruders are difficult to detect without electronic sensors no site perimeter can be considered totally secure.  This creates a need to identify intruders as fast as possible thus allowing significant time for first responders to secure the site perimeter.  The purpose of the SSES is to fill the current capability gap of the current ESS selection process.  The focus of the SSES is to provide a GUI system at a relatively low cost.  
[bookmark: _Toc229189306][bookmark: _Toc229488295]Problem Statement
There is currently no effective methodology for systematically selecting the best Electronic Security System (ESS) design for detecting and communicating an intrusion of sensitive facilities. 
In many cases, the placement, type, and quantity of selected sensory is set-up in an ineffective or inefficient configuration, resulting in gaps in surveillance ability and/or unnecessarily higher costs.

[bookmark: _Toc229488296]Background
The electronic security and intrusion detection system installation services are a necessary component of provided site protection at locations throughout the Untied States and around the world. The processes used to determine the most appropriate sensors for a site, as well as the quantity and location of the sensors is inconsistent throughout the service field. 
When contracting with the federal government, the process to assess and design an ESS is illustrated in Figure 1.
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Figure 1: ESS Development Business Process.
Figure 1 illustrates the current process for delivering an ESS to a customer. It consists of three main phases: Proposal, Design, and Development. 
The process starts with initial engagement with the customer to determine their security system needs and budget.  A preliminary survey of the customer site is conducted and used to produce a preliminary ESS design that provides the basis for a design-build proposal.  
If the proposal is successful the team performs a detailed site survey and detailed ESS design, and assesses ESS cost and performance against customer requirements.  ESS design may proceed through several iterations before converging on a successful design.
Proposal generation is a net cost, and site design is a low margin process.  The major source of profit is actually landing the contract to procure and install the ESS.
The current ESS design process is manual and ad hoc.  Significant effort is required to conduct the site surveys and perform ESS design.  There are many opportunities for error and resulting designs are often sub-optimal.  Gaps in coverage are a particular source of concern. 
The objective of the SSES is to automate and support portions of the design process (highlighted in green) in order to improve the productivity and performance of the design team, and the quality of the resulting ESS designs.
[bookmark: _Toc229189307]Scope
The team is acting as a product design team to develop a Sensor Suite Evaluation System (SSES) for future ESS utilizing various sensors for ground-based perimeter surveillance. The objective is to develop a methodology, and then afterwards develop (as time permits) a software tool that incorporates the methodology to determine the correct placement and type of sensors that will yield the required level of security at minimum cost.  The product of this study will be a proof-of-concept/preliminary design phase.  
Deliverables will include:
· Documentation of the methods, algorithms, and procedures used to perform the required functions.  A prototype software application including native source program code to support site assessment and ESS design
· One or more use-cases demonstrating application of the methodology and software for ESS design.  The team will evaluate several different geographical locations to test the SSES.
· A proposal to obtain funding for full development of the SSES.  

[bookmark: _Toc229189308][bookmark: _Toc229488297]Strategy & Approach
The Sensor Suite Evaluation System (SSES) development team has created a Project Development Plan (PDP) to structure and plan the development of the SSES system.
The SSES PDP is based on a modified waterfall model which more closely resembles a prototype, software[footnoteRef:2], iterative development models. The model was developed to account for the possibility of a very large scope of the project, but is very constricted by the course timeline. This time restriction will not allow us to perform the spiral development process; instead, we must perform shortened iterative loops as we move toward project completion. [2:  http://manta.cs.vt.edu/cs3704/SEmodule/SE/Lessons/Waterfall/index.html ] 

The main components of the PDP are separated into phases. These phases are Analysis, Requirements, Design, Implementation, Testing/Integration and Delivery of the final deliverables. The phased approach is illustrated in Figure 2.
[image: ]
Figure 2: Project Development Plan (PDP) Model.
The iterative loops that occur between each phase consist of Stakeholder validation/verification as outputs from each phase with a recursive input occurring when the development requires validation changes and or corrections to address deficiencies. Close stakeholder coordination and quick and responsive corrections are critical in this process due to the limited time available to execute the project.
Each phase is composed of processes that contribute products that support the program development. The full description of the phases and the associated processes and products are described in Appendix D. 
0.       Department of Defense Architecture Framework (DoDAF)
The SSES development team selected the Department of Defense Architecture Framework (DoDAF) for the design and development of the SSES. The reason for the selection is due to the belief that a primary customer will be the U.S. Department of Defense and will be necessary to meet future requirements. The products associated with the DoDAF are used to develop a full description of the system.
The products developed for the SSES development are based on version 1.5. These are:
· OV-1: High-Level Operational Concept Graphic
· OV-5: Operational Activity Model
· OV-7: Logical Data Model.
· SV-4: Systems Functionality Description
· SV-5: Operational Activity to Systems Function Traceability Matrix
· SV-8: Systems Evolution Description
These DoDAF products are fully described in Appendix G.
[bookmark: _Toc229189309][bookmark: _Toc229488298]Stakeholder Identification

0. [bookmark: _Toc229189310]      Stakeholder Definition
After defining a target project and problem statement, it became possible for the SSES development team to determine the possible stakeholders.  The team identified the stakeholders by creating stakeholder categories and filling those categories with individual stakeholders based on their benefits/interest areas, priorities, and behaviors.  Once all individual stakeholders and stakeholder categories had been identified, the team interviewed various stakeholders to find their individual needs and wants of the SSES.  The team was also able to create a stakeholder value worksheet to help prioritize the stakeholders and determine the business drivers.  
During Phase 1 of the Project Development Plan (PDP), the SSES project team conducted research to determine a list of possible stakeholders of the SSES.  The stakeholders were grouped into various communities who have the same perspective/interest of the problem. 
In our analysis, we determined that there are multiple perspectives and interests each stakeholder can have.  Our breakdown consists of Stakeholders that are “Internal” to the company developing the SSES and those that are “External” to the company.  Within these two categories, another tier of stakeholder categories was created to include Customer, Government, Community, Suppliers, Competitors, Enemy, ESS/SSES Team, and Other Company.  
The secondary perspective each stakeholder can possess is associated with the SSES itself or an interest in what the system actually produces. The system characteristics include attributes such as ease of use, cost, liability, etc., whereas the product of the system contains attributes such as the Electronic Security System (ESS) coverage, probability of detection and false alarm rate.
External Stakeholders are not involved in the development of the ESS, but will be involved in using the SSES or the ESS developed by the SSES. External Stakeholders include Customers, Government, Community, Suppliers, Competitors, and the Enemy. 
Internal Stakeholders are defined as those who are associated with the development of the SSES and include the ESS/SSES Team and other company. These stakeholders are identified in figure 3.
 
[image: ]
Figure 3: SSES Stakeholder Identification
A full list and stakeholder definitions are located in Appendix E.
Once all the stakeholders were identified, we defined SSES attributes and the Attributes of the SSES products, which are the Electronic Security System design characteristics. 
[bookmark: _Toc229189312]      Stakeholder Attributes
ESS Attributes: The ESS attributes are characteristics of the system the SSES will design. 
· Design Cost: This is the cost of designing the ESS. This can consist of the labor and time required to apply the SSES to develop the ESS design  
· Roll-out Cost: The costs associated with installing and configuring the ESS
· Sustainment Cost: The costs associated with maintaining the ESS. This includes maintenance personnel, spare/replacement parts, and utility costs
· Site Coverage: Site coverage is the amount of the specified area is secured by the ESS
· Probability of Detection: The probability of detection is commonly noted as Pd. This is the likelihood in which an intruder is detected by the ESS
· Speed of Detection: The speed of detection is the time between when an intruder enters the site covered by the ESS to when security is notified
· False Alarm Rate: The false alarm rate is the rate at which security is notified when an intruder has not entered into the secure area  
· Ease of Use: How easy the ESS system is to use
· Transparency of Operation: The ability to “see” how the ESS components are functioning.
· Reliability: Reliability is the probability the ESS will function as designed without failures and/or outages
·  (
Figure 
4
:
 Value Mapping Process
)Information Type/Content: The type of data and amount provided. This can vary from single alarms (indication of intrusion only), alarms that indicate a specific location (intrusion notification and location), full color video (video of intrusion location), infrared video (night video of intrusion location), etc.
· Residual Vulnerability/Risk Estimation: The remaining risk of undetected intrusion or areas with less Pd than other areas
· Environmental Resistance: Environmental factors that reduce the quality of the ESS 
· Environmental Impact: The positive or negative effect the ESS has on the site
SSES Attributes: The SSES attributes are characteristics of the Sensor Suite Evaluation System.
· Complexity: The complexity of the system 
· Development Time:  The total time associated with developing the system
· Development Cost: The total costs associated with developing the system 
· Implementation Cost: The total costs associated with implementing the system 
· Site Assessment Productivity & Accuracy: 
· Sensor Suite Design Productivity:   
· Sensor Suite Cost & Schedule Accuracy:  
· Sensor Suite Installation Productivity:   
· Sensor Suite Diagnostic & Support:  
· Scalability:   
· Flexibility: 
· Extensibility: Ability to extend capabilities without major rewriting of code or changes in its basic architecture
· Secondary Market Potential: The opportunity to use the SSES in different ways to make money 
· SSES Licensing: The ability to contract use of the ESS System to other corporations to use in their ESS design
· Assessment of Competitor Systems: 
· Marketing Value: The ability for the SSES to achieve a competitive advantage to those who do not use it 
· Product Liability: Whether the SSES can be responsible for security failures of the designed ESS
[bookmark: _Toc229189313]      Stakeholder Value Mapping
Stakeholder Value Mapping is an important component of defining the functional requirements of a system. This document defines the process and terminology used in developing the Stakeholder Value Map. The resulting traceability matrix (Value Map) allows the development team to trace the origin of each of the system requirements. This is very important in order to understand the origins and repercussions of any changes in system requirements or even any changes in stakeholder requirements. 
The approach taken in developing the Stakeholder Value Map is represented in Figure 4. 
The process begins with the stakeholder identification.  Stakeholder identification requires an understanding of the problem and the impact on personnel in its environment.  Based on the problem statement, additional research is required to gain this understanding. 
Stakeholder identification is then followed by identifying attributes of the system proposed to address the problem. It is then very important to identify the stakeholder needs and wants.  The goal is to identify the stakeholder “Wants” which are essentially the customer requirements.  These requirements are then correlated with functional characteristics of the system.  This is achieved through the Quality Function Deployment/House of Quality (HOQ) method.  The results of the HOQ results are then used to develop the functional requirements. 
Throughout this process it is important to develop a traceability document. In this project, we have developed a traceability matrix that shows the relationship from the stakeholder to the defined requirement.  The importance of this occurs when requirements are added, changed or removed. When this occurs, the traceability matrix will allow the team to identify the impact across the entire project, and the effect on the stakeholder requirements. 
The detailed value mapping can be found in Appendix E.

[bookmark: _Toc229189314][bookmark: _Toc229488299]Concept of Operations

0. [bookmark: _Toc229189315][bookmark: _Toc229488300]      Operational Concept
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Figure 5: SSES High Level Operational Diagram (OV-1)
The intent of the system (moving clockwise from the upper left corner) is to process imagery of a site. This can come from satellite data, 3-D rendering, architectural drawings, etc. The system will also process weather data since the environmental conditions impact the performance of the sensors. The sensor specifications and performance data is also processed. This data can include Pd and FAR data, power requirements, networking requirements, and sensor operational data because the type of sensor determines the impact of the environmental conditions. Threat data is also processed, in that the security of a site is dependent on the types of threats the site is protecting against. Physical barriers and obstructions are also processed because these impact the “Deterrence” component of site protection. The system should be able to access data from the internet. This can include weather, threat, and environmental data. The system should also be able to access/be accessed by specific databases well. This can include private/secure networks and customer databases. 
[bookmark: _Toc229189316]      Use Case Analysis
The SSES use cases were developed to explore the operational activities necessary to address the problem and meet requirements. The SSES team analyzed the preliminary requirements and used the use cases to flush additional requirements and identify additional stakeholders and their values. 
The SSES team first determined the actors that are necessary to perform the activities described in the requirements, and then determined the activities each actor would do and how they relate to the system. 
The actors that were defined as interacting with the system are:
· ESS Designer/Assessor
· Developer (SSES Developer)
· Admin (DB Developer/Maintainer)
· Supplier
It was also determined that databases will be necessary to perform as part of the system. These databases are defined as: 
· Environmental Characteristics
· Threat Characteristics/Classifications
· Sensor Performance Specifications
The physical and functional decompositions are explored in the subsequent sections of the report. 
These use cases are not entirely complete as use cases can be developed for every function of the system. The uses cases presented here represent the primary requirements.
Use Case 1: Obtain Recommended Sensor Suite
Actors: ESS Designer, SSES Admin
Use Case 2: Evaluate Existing Sensor System
Actors: ESS Designer
Use Case 3: Determine Sensor Suite Total Cost Estimate
Actor(s): ESS Designer
Use Case 4: Maintain SSES Database
Actors: SSES Developer, SSES Admin, Supplier
The full Use Case Analysis can be found in Appendix F.
[bookmark: _Toc229189317][bookmark: _Toc229488301]Operational Analysis
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Figure 6: SSES p-diagram.
The p-diagram illustrates the inputs, outputs, controllables and uncontrollables of the SSES. The goals of the SSES are represented as outputs while taking into account the inputs, controllables and uncontrollables. 
IDEF-0 Modeling was selected for this project to develop the OV-5 diagrams. The SSES development team developed the models to the third level in order to achieve a sufficient detail to enable the development of a detailed functional composition.
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Figure 7: SSES External Systems Diagram.
The External systems diagram shows how the SSES operates within the environment of performing ESS design. The SSES is highlighted in yellow, with the outputs being a Security Rating, A complete ESS systems design, and the total operational cost estimate. 
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Figure 8: SSES A0 IDEF0 Diagram
The functions of the SSES are shown as Characterize/Model ESS Site, Model ESS Threat Set, Design ESS, and Assess ESS Performance. 
The SSES OV-5 IDEF-0 diagrams were developed to the third level which allowed sufficient detail to begin development of the system functional architecture. A full decomposition can be found in Appendix G.
[bookmark: _Toc229189318][bookmark: _Toc229488302]System Architecture

0. [bookmark: _Toc229189319][bookmark: _Toc229488303]      Functional Decomposition
The SSES Functional Decomposition is a 5 level breakdown of the primary functions the system shall perform.  These functions are derived from a stakeholder’s needs assessment as well as the stakeholder’s value mapping.  
The intent of the Functional Decomposition is to identify each component of the overall SSES.  The Functional Decomposition allows each component of the SSES to be mapped to a physical function.  This allows each function to be tied to an owner and their role in the overall system to be seen.  The Functional Decomposition will also be used to ensure all necessary functions have been mapped and no unnecessary functions have been requested.  
For the decomposition, the basic system level functions were determined along with their functions.  The functions were selected based on the stakeholder wants and needs, scope of the project, and team discussion.  The Stakeholder Wants and Needs can be found in Appendix E.
The primary functionality of interest is the ability to place sensors on a topological representation of the terrain and have the system determine feasibility of the sensor placement.  The top level functional solution is the SSES.  Therefore the design and assessment of the ESS is treated at the top level in our Functional Decomposition.  Figure 9 below is a pictorial representation of the SSES Functional Decomposition.
[image: ]
Figure 9: SSES Functional Decomposition.

[bookmark: _Toc229189320]      System Requirements Document
The overarching objective of the program is to support the design and fielding of electronic security systems (ESS) which meet the needs of external customers.  The specific performance requirements for an ESS vary depending on the customer objectives, application, and site to be secured.  However, the fundamental goal of all ESS designs is to provide site security by providing electronic surveillance coverage of all or an acceptable portion of the site, with a high probability of successfully detecting an intruder (Pd) and low false alarm rate (FAR).  This is accomplished by selecting a suite of sensors with detection capabilities that are appropriate for the characteristics of the specific site and expected threat, emplacing them in appropriate locations and in sufficient numbers, and integrating their outputs to provide the required coverage with acceptably high Pd and low FAR while remaining within the design / build budget.  
ESS design is currently a manual process that relies primarily on the subject matter expertise of the site inspectors and ESS design team.  This process is labor intensive and subject to errors and inefficiencies.  To strengthen our competitive position, a Sensor Suite Evaluation System (SSES) is needed to support the ESS design team by providing methodologies and tools to:
· Improve the accuracy and efficiency of assessing and representing site characteristics
· Increase the productivity of the ESS design process and the quality and performance of ESS designs
· Improve the accuracy of ESS cost estimates.  
The direct “customers” of the SSES will be the ESS design team including site assessors, sensor suite designers, and cost estimators.  The indirect customers of the SSES will be the purchasers and operators of our ESS systems, who will benefit from improved ESS performance and decreased cost.
The detailed functional requirements can be found in Appendix H.
[bookmark: _Toc229189322]      Conceptual System Architecture
The SSES was designed by customizing available COTS hardware.  This design was derived from multiple Analysis of Alternative, cost analysis, and requirement analysis iterations.  The final SSES product was created using a GUI interface in Matlab with a data environment that is primarily model driven with supporting database components.  The GUI design environment was chosen as the most suitable design environment for the following reasons:
· Best able to support  to meet stakeholder wants and functional  requirements
· Viable approach identified for all major functions
· Best fit for model driven data environment  
· Most usable by ESS design team without additional training
· Best potential to produce “eye catching” prototype / gain support for follow-on development 
· Best match for SSES team skill set 
The data environment was chosen as the most suitable data environment for the following reasons:
· Primarily model driven, with supporting database components:
Rationale:
· Model / simulation provides most flexible and extensible design
· Viable modeling approach identified for all major functions
· Able to implement simple models for prototype and replace with higher fidelity models as follow on effort
· Use “simple” data components for threat, environment, terrain types, sensor performance for some sensors
· Allows use of existing modeling and analysis tools:
· Network analysis
· Queuing theory
· Sensor / detection models / theory
· Sensor fusion
· Provides ability to generate first-order results from first principles
· Major obstacle for data driven design is getting / generating the required data and populating databases
· Best match for SSES team skill set

The full Conceptual System Architecture can be found in Appendix J.
The full SSES Manual can be found in Appendix L.
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Figure 10: Core SSES Solution Space

[bookmark: _Toc229189323][bookmark: _Toc229488304]Business Case

0. [bookmark: _Toc229189324][bookmark: _Toc229488305]      Business Need
In today’s world, government, military, commercial, and privately owned facilities require security.  This security often comes in the form of an intrusion detection system (or Sensor Suite).  The system can provide early warning of impending intrusion or attack, which gives an opportunity for a security team to respond appropriately.  In many cases, the intrusion detection system is set-up in an ineffective or inefficient configuration, resulting in gaps in surveillance ability and/or unnecessary costs.  The Sensor Suite Evaluation System (SSES) solves this problem by incorporating data about a particular location, fusing this data with sensor specifications, and calculating a solution for the proper placement, type, and quality of the selected sensors.  Our team brings a wide variety of experience from the private sector, government contracting companies, government civil service, and the military.  The detection intrusion industry is likely to grow over the next several decades because of the ever-increasing threat of attack against “soft” facilities, particularly facilities of a sensitive nature.  Governmental agencies and private businesses will look to increase security of these facilities while maintaining, or even reducing, overhead costs.  These agencies and businesses will form the core of our customer base.  The SSES is positioned to pioneer the development of intrusion detection evaluation software based on our unique quantitative approach, which removes guesswork and intuition and replaces it with data and expertise.  

Mission Statement:  The Sensor Suite Evaluation System (SSES) assists government, military, commercial, and privately owned facilities in the set-up of their intrusion detection systems (composition and location of sensors) to achieve a complete and reliable surveillance using the most cost effective means available.  

[bookmark: _Toc229189325]      Marketing Introduction Strategy
The marketing introduction strategy will occur in 3 phases.  Our first targeted customers for this product are military base camps, small military installations worldwide, and small government facilities.  Future markets will focus on sensitive utility sites such as water treatment facilities, electricity relay stations, nuclear reactors, airports, seaports, and other critical infrastructure as identified by Department of Homeland Security and local law enforcement agencies.  Complete market penetration will include private and commercial customers.  Our team will advertise the SSES, which will include an initial site survey, a renewable license to operate the SSES software, access to all future software updates, and initial training to allow customers to operate the SSES independently.  The intent is to provide our customers with a new industry standard for user-friendly intrusion detection evaluation software, supported with unparalleled customer service.  This specialized market segment offers a low-risk opportunity for the SSES to be introduced while continuing to be refined for wider market expansion.  As our governmental customers gain an appreciation for a more efficient security system, and its associated lower overhead costs, we will begin to lobby Congress for an increased presence throughout all governmental agencies.  The SSES team will develop advertisements, put them in industry magazines and publications, and participate in DOD/DHS conferences in order to highlight SSES capabilities.  The team will make direct contacts to sales prospects in order to explain and demonstrate the system, attract attention, spread word-of-mouth, and obtain customer feedback to better target the sales opportunity and overall market penetration strategy.  Sales proposal requests will be solicited from the prospects.  
Currently, there appears to be no other entity that can offer a system to compete with the SSES directly.  Our closest competition is the status quo system of a security expert designing the system manually.  The quantitative approach taken by SSES will yield better-quality results.  Aggressive system refinement and improvement will assure that our system remains technologically superior.
The strategy of offering the SSES as part of a package that includes a software license, an initial site survey, and software computer training is the result of several considerations.  First, the intensive customer-service oriented approach will build an early reputation that will translate to higher growth rates in future years.  Second, given the unique nature of the program, it would not be difficult for a novice used to misuse the program, which could result in less than optimal results and would unnecessarily harm the reputation of the SSES.  Finally, by limiting the license to a relatively small number of users, we increase the chances for larger agencies to give the SSES repeat business.  The option of selling an unlimited license at higher cost, but with only limited customer support was considered, but rejected as being too high risk.  An early failure would devastate future growth, which is key to future net cash flows.
[bookmark: _Toc229189326]      Features & Benefits
The following are the most important features and benefits of the SSES:
Site Assessment Productivity and Accuracy.  The SSES begins with an exhaustive terrain mapping of the site to be secured, along with the immediate vicinity.  The terrain data is entered into the SSES topographically using DTED data.  Different terrain types, ranging from forest and fields to roads and buildings, are modeled into the terrain data as well, each with its own parameters of movement rates, visibility, and cover and concealment.  Once this data is complete, the site exists in the SSES as a digital model in which sensors can be placed and evaluated.  The model can also be updated should surrounding terrain be physically altered.
Complete catalog of existing sensors.  The SSES team has gathered a wide array of existing sensors and their specifications and prices and has catalogued them into a single database.  The SSES will examine the different sensors types when evaluating different array possibilities.
Optimal placement of sensors.  The SSES software will analyze the site assessment results and use the database of sensors to create an array of sensors that provides the required level of security, as expressed in probability of detection, at a minimum cost.  
Reduction of recurring costs to customer.  Because the customer will purchase the minimum amount of sensors to achieve the desired probability of detection, and thus adequate security, customers will be able to reduce roving patrols and sentries, relying on the detection system instead.
[bookmark: _Toc229189327]      Competitive Analysis
There is simply no existing computer software package that can assist customers seeking to install or improve an intrusion detection system.  Current practices involve the use of a security expert to make a site visit and make recommendations based on a heuristic approach.  A competitive analysis comparing the SSES with the traditional method is provided below.  

	Factor
	SSES
	Strength
	Weakness
	Status Quo
	Importance to Customer

	Ease of Use
	SSES will allow a person with rudimentary knowledge to design a security system.
	X
	
	Existing systems must be designed by a trained and experienced security expert.
	3

	Price
	SSES users will have a significant initial cost of purchasing the license, but will reduce the initial cost of sensor purchases and greatly reduce manpower-related recurring costs
	X
	X
	Existing systems may use a number of sensors that are unnecessarily redundant.  Existing systems must be complemented with live sentries and patrols, increasing recurring costs.
	3

	Complete Site Coverage
	SSES will identify any gaps in sensor coverage based on terrain analysis and weather variables and will allow the user to make sensor placement adjustments prior to installation
	X
	
	There is no way to identify positively all security gaps prior to installation.
	5

	Adaptability
	SSES will feature a drag-and-drop user interface to allow users to fine-tune sensor placement.  Changes to terrain (trees removed, road built, etc.) can be captured and a new solution calculated quickly.
	X
	
	The process must be started over again using a trained and experienced security expert.
	5

	Probability of Detection
	The probability of detection for the entire system is calculated, allowing the user to determine whether the detection system as designed meets its required specifications.
	X
	
	This is generally not considered.  With no digital representation of the system, calculations are unwieldy.
	5

	False Alarm Rate
	The false alarm rate for the entire system is calculated, allowing the user to determine whether the detection system as designed meets its required specifications.
	X
	
	This is generally not considered.  With no digital representation of the system, calculations are unwieldy.
	3


Table 1: Competitive Analysis
[bookmark: _Toc214604808]
[bookmark: _Toc229212444][bookmark: _Toc229212445][bookmark: _Toc229189328]      Financial Goals
The goal of the SSES team is to sell a complete SSES for approximately $35,000 to governmental agencies.  This price includes a 10-user software license, an initial site assessment by a member of the SSES team, and initial training for users of the system.  By comparison, a 20-user software license for Rockwell’s Arena simulation program (without on-site training) is valued at $270,000.  The price breakout is shown in Table 2 below:

	Item 
	Quantity
	Price
	Total

	10-User License
	1
	$25,000
	$25,000

	Software Training
	1
	$5,000
	$5,000

	Initial Site Survey
	1
	$5,000
	$5,000

	Total
	
	
	$35,000


Table 2: Initial Product Costs
[bookmark: _Toc229189329]      Cash Flow Analysis
Our initial R&D costs will be approximately $525,000 with a maximum exposure of approximately $600,500.  It will take about one year to complete the development activities of SSES.  The SSES team’s objective is initially to sell systems for $35,000.  This kit will be aimed towards military and government installations.  During Phase 2, we will grow our business to a larger customer base, including sensitive sites as designated by DHS.  During Phase 3, we will open our sales efforts to commercial and industrial interests.  Associated costs with sales will be travel to specific sites as part of an initial site survey.  We anticipate that during phase 1, the first 3 years, we will have 50% growth.  We expect to sell at least five systems the first year, which will allow our initial product sales to be $175,000.  During Phase 2 and 3, we expect 80% and 100% growth respectively, as shown in Table 3.  After about 10 years, we hope to establish larger orders.  Funds are allocated for additional R&D throughout all phases to retain a competitive advantage over other companies who may be late in arriving to the intruder detection analysis field. 
	Inputs / assumptions
	 
	 
	 

	Initial Demand
	5
	 
	 

	Initial license sales*
	175000
	 
	 

	*includes training fee
	0
	 
	 

	*includes consulting fee
	0
	 
	 

	 
	Phase 1
	Phase 2
	Phase 3

	License sales growth
	50%
	80%
	100%

	Wages / salaries
	200000
	300000
	400000

	Marketing costs
	80000
	100000
	150000

	Payment processing fee
	4.5%
	 
	 

	Discount rate
	10.0%
	 
	 


[bookmark: _Toc216514840]Table 3: Ten Year Cash Flow Baseline
Figure 11 shows the influence diagram that was generated using DPL.  This deterministic model shows the main factors that affect the Net Present Value (NPV).  The NPV expected value was calculated by DPL to be $27,381,512.  This NPV expected value is based on a 10-year period.
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[bookmark: _Toc216514841]Figure 11:  Influence Diagram 
The Business Case in Figure 12 below details our expected profit and loss over the next 10 years.  After 10 years, we expect to sell 2319 systems resulting in total revenue of $74,002,600.  In year 3, we begin to see a positive profit.
 (
Positive Profit Point
)
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Figure 12: Profit and Loss Analysis
Figure 13 shows the values for our baseline cashflow chart.  We expect to achieve the breakeven point between year 4 and 5.  

Baseline Cashflow Chart 
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Figure 13: Baseline Cashflow Chart

The chart in Figure 14 illustrates our yearly net cash, cumulative cash flow, and baseline NPV for each year within the 10 year period.

Figure 14: Cumulative Net Cash Flow
We changed the deterministic model to a probabilistic model and created discrete chance nodes for values of which the team was uncertain.  The figure below shows the decision tree created by DPL with three chance nodes.  DPL then calculates the expected value of the NPV using these discrete probability mass functions.  
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Figure 15: Cash Flow model with 4 Discrete Change nodes
Depending on the initial license sales and the growth of future license sales during all three phases of our project, the NPV has a large range of possible values.  In Figure 15, DPL has created three probabilistic outcomes for Low, Nominal, and High.  We assigned probabilities of .3, .4, and .3 for the three chance outcomes.  The tree is truncated to two levels for simplicity’s sake, but the values shown reflect the calculations using all four discrete change nodes.  The far left node displays the expected value of the product sales phase 1 growth: $33,127,918.  The worst-case scenario is that both initial license sales and subsequent growth are low.  In this case, the NPV will be $ -1,175,025.  The best-case scenario is that both initial license sales and subsequent growth are high.  In this case, NPV will be $182,308,868.  These two extremes are very unlikely – in all probability, the NPV will be closer to its calculated expected value.
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Figure 16: Policy Tree
The cumulative probability distribution of the NPV is shown in Figure 17 below.  The probability of a negative NPV is approximately 2.5%.    
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Figure 17: NPV Cumulative Probability Distribution

[image: ]
Figure 18: NPV Statistics
[bookmark: _Toc229189330]      Sensitivity Analysis
A value tornado was created to help identify which variables in the cash flow baseline have the biggest impact on our objective function.  The following table shows the low, nominal, and high settings for each of the value nodes that are constant in our current model.
	
	LOW
	NOMINAL
	HIGH

	INITIAL SALES
	1
	5
	10

	PHASE 1 GROWTH
	25%
	50%
	60%

	PHASE 2 GROWTH
	50%
	80%
	100%

	PHASE 3 GROWTH
	75%
	100%
	150%


Table 4: Ranges of Discrete Chance Nodes

The x-axis of the value tornado diagram (Figure 19) displays the change in the objective function of the model. Each of the variables on the left is changed from the low setting to the high setting.
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Figure 19: Sensitivity Analysis
This sensitivity analysis shows that the one variable that impacts future NPV is initial sales.  We will therefore focus on an aggressive initial marketing campaign that results in maximizing initial sales in year one.  

[bookmark: _Toc229189331][bookmark: _Toc229488306]Future Research Extensions 
During the course of this project, it was not possible for the SSES development team to fully develop all aspects of the SSES.  Instead, further development of the SSES will be left to future research, to include automation of tasks, optimization and automation of sensor placement, expansion of the prototype to include numerous terrain types, and include a wide array of sensor types.  
Optimization of sensor placement is a universal problem when designing an ESS.  By optimizing the sensor placement, operators will not need to manually place sensors within the SSES to find the best ESS to protect the perimeter.  This will not only lead toward a more efficient SSES but will also lead toward automation of the SSES.
Automation of tasks should be a primary focus for future research.  Automation would allow both experienced and inexperienced operators to successfully use the SSES.  Automation would also reduce the time required to create a secure perimeter using the SSES.  By removing manual tasks, the computer vice the operator will make many of the necessary decisions thus reducing the time an operator must use the SSES.  

[bookmark: _Toc229189332][bookmark: _Toc229488307]Conclusions & Recommendations
In review of the SSES development project to date, the team has come to several key conclusions and recommendations for the SSES.
Overall the SSES development project was a success.  The SSES team feels that this project has a place in the current ESS market.  The limited time in the fifteen week semester did not allow the team to fully develop all aspects of the SSES, however, we believe with the adequate resources the SSES can be reevaluated and developed in greater detail.  
One of the greatest challenges to the SSES development project is the automation of tasks within the SSES.  The desire for automation was a driving force of the SSES development.  During the course of this project, the team discovered that time constraints would limit the automation of tasks and require the operator to perform the remaining tasks.  The SSES, however, was very productive at determining the probability of detection and effectiveness of the desired sensor placement.  
The SSES also proved to be a very useful system for ESS personnel as indicated in the business plan.  The team would suggest with confidence to the “Board of Directors” that the SSES is a worthwhile product to pursue with the ability to become more robust and all inclusive.  
Future projects and development on the SSES could also be done on optimization of sensor placement and automation.  Optimization of sensor placement is an ESS universal problem.  Future focus should include efforts to develop the proper algorithms to determine the optimal placement of sensors given site terrain.  The company chosen to perform this development should have substantial experience in sensor placement and detection algorithm development.  
The SSES development team learned a substantial amount of information over the course of this project.  The team rapidly developed the experience necessary to move rapidly through all the initial concept and design stages of a large project.  The team was able to work from a project proposal through processes, business strategies, and development of a SSES prototype.
[bookmark: _Toc229488308]Appendix A: SSES Development Team Role & Terms of Reference
Role:  The team is acting as a product development team for a Sensor Suite Evaluation System (SSES) that will improve of the design of electronic security systems (ESS) used to detect intrusion into a defended site.
Terms of Reference: 
ESS:  Set of exterior sensors of various types selected and positioned to detect intrusion into a specific site – what we are trying to design and sell to the customer 
SSES:  Software based design and assessment tool that supports and enhances the ESS design process by facilitating site characterization and the selection, placement, and evaluation of sensor suites – what we are trying to build to improve our ESS designs and license to other ESS designers 


[bookmark: _Toc229488309]Appendix B: Project Schedule & PERT
Over the course of this project the SSES team developed a Gantt chart, as seen below, to track and assess project tasks as identified in a Work Breakdown Structure.  A Program Evaluation and Review Technique (PERT, not shown) chart has also been developed and a critical path identified.  Project milestones and deliverables are shown in the schedule.  

[image: ]
Figure 1: Project Schedule.



[bookmark: _Toc229488310]Appendix C: Web Site
http://mason.gmu.edu/~jshaw3/sses_home.htm
The team website was used as a working folder for the team as well as a graphical presentation tool.  The website contains many of the SSES deliverables as well as products.

[bookmark: _Toc229488311]Appendix D: Project Development Plan

[bookmark: _Toc229488312]Introduction
The Sensor Suite Evaluation System (SSES) development team has developed a Project Development Plan (PDP) to structure and plan the development of the SSES system. This plan was transferred into a Microsoft Project© file to guide and track the implementation. 
[bookmark: _Toc229488313]Project Development Plan (PDP) Structure
The SSES project development Plan is based on a modified waterfall model which more closely resembles a prototype, software[footnoteRef:3], iterative development models. The model was developed to account for the possibility of a very large scope of the project, but is very constricted by the course timeline. This time restriction will not allow us to perform the spiral development process; instead, we must perform shortened iterative loops as we move toward project completion. [3:  http://manta.cs.vt.edu/cs3704/SEmodule/SE/Lessons/Waterfall/index.html ] 

The main components of the PDP are separated into phases. These phases are Analysis, Requirements, Design, Implementation, Testing/Integration and delivery of the final deliverables. The phased approach is illustrated in Figure 1.
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Figure 1: Project Development Plan (PDP) Model.
The iterative loops that occur between each phase consist of Stakeholder validation/verification as outputs from each phase with a recursive input occurring when the development requires validation changes and or corrections to address deficiencies. Close stakeholder coordination and quick and responsive corrections are critical in this process due to the limited time available to execute the project.
Each phase is composed of processes that contribute products that support the program development. The full description of the phases and the associated processes and products are described below.
[bookmark: _Toc229488314]Phase 1: Analysis
The analysis phase encompasses the research and definition association with the problem, establishment of project goals and milestones, resource allocation and stakeholder identification. The purpose of this phase is to clearly define the problem space, taking into account all relevant parties, and structure the project for success. 
· Develop Problem Statement: The problem statement is a succinct statement that identifies the main issue which the project will attempt to address.
· ID/Communicate with Stakeholders: At this stage, it is very important to identify those who have a relationship with the problem and the project.
· Identify Needs/Wants: Identifying the difference between the stakeholder needs and wants helps identify the critical aspects of the system that addresses the problem. 
· Conduct Technical Studies: Technical studies include research of the system under consideration, the problem space and the relevant stakeholders. 
· Determine Scope: Scoping the project is required to meet the time constraints.
· Establish Schedule and Milestones: The schedule and milestones will establish the main achievements and due dates through out the project. This is necessary for progress tracking and priority management.
[bookmark: _Toc229488315]Phase 2: Requirements
The requirements phase incorporates the information developed form the Analysis phase and develops the requirements based on the stakeholder input. 
· Develop Functional Decomposition:  The functional decomposition is based on the stakeholder values and the defined problem space. It is a breakdown of what is necessary to solve the problem.
· Develop Requirements Documents: The requirements documents document what the system is supposed to do in order to solve the problem.
· Identify Alternatives: This is an initial review of alternative approaches of the solution set.
[bookmark: _Toc229488316]Phase 3: Design 
The design phase is where the development of the solution takes shape. This further develops the requirements and adds form and function to the system intended to solve the problem. 
· Develop Form/Function: Using the functional decomposition approaches are developed for achieving each of the functions. 
· Develop Form Function Alternatives: Further development of the form/functions and research of alternative solutions. 
· Comparative Analysis: The comparative analysis requires a defined methodology for the analysis and selection of the preferred form/functions. 
· Develop Preferred Alternative: After the form/function is selected, the form needs to be developed. This is perhaps the most intensive component of the design phase. 
· Develop Intent Specification: The intent specification is a tool for developing the system specifications. It covers both the “why” and “how” of the system design.[footnoteRef:4] [4:  http://www.safeware-eng.com/software%20safety%20products/Specifications.htm ] 

· Develop Testing and Evaluation Strategy: The testing and evaluation strategy is developed as the system is designed. This is necessary 
[bookmark: _Toc229488317]Phase 4: Implementation
The implementation phase is composed of two focus areas: Business Approach / System Approach. 
· Business Approach: The business approach focuses on the system implementation with regard to the competitive market space. Implementing the system has resource considerations and a thorough analysis is required to develop the business case for the implementation of the system. 
· Develop Business Plan: The business plan focuses on the methods I which the system can be used to generate revenue and be a sustainable project.
· Conduct Market Survey: The market survey is an analysis of companies or organizations that may be interested in utilizing the system.
· Determine Competitive Analysis: The competitive analysis identifies the strengths and weaknesses of competing personnel or organizations.
· System Approach: The system approach focuses on the implementation of the system. 
· Develop Use Cases: The use cases flow from the testing strategy. These will demonstrate the applicability of the system. 
· Develop Prototype: The prototype is an initial instantiation of the methods and approaches of the system. 
[bookmark: _Toc229488318]Phase 5: Testing/Integration
The testing and integration phase is where the system functions are integrated and tested in accordance with the requirements. Test cases are developed from the use cases as part of the testing and evaluation strategy. 
· Implement Testing and Evaluation Strategy: The implementation of the test and evaluation strategy is where the instantiation of the methods are tested and validated against the requirements using test cases.
[bookmark: _Toc229488319]Phase 6: Delivery
The delivery is the final phase of the project. In this phase, the development team provides he technical documentation, prototype (could be documented methods/processes), and supporting documentation to the most interested stakeholders (SEOR Faculty).
· Develop Final Report: The final report will consist of the full documentation of all components described in the Project Development Plan. 
· Final Presentation: The final presentation will be developed as a succinct presentation of the areas covered in the final report. 
· Develop Technical Paper: The Technical Paper will define the methods, approaches, and possible research areas that can be further developed in solving the problem. This also includes the specification and justification for selection of the determined methods. 
· Develop Technical Proposal: The technical proposal will be a proposal defining the next steps in developing the system. It may act as a means of securing funding for further development.
· Proof of Concept Prototype: The Proof of concept is a demonstrable execution of the approaches used to solve the problem. 

[bookmark: _Toc229488320]Appendix E: Stakeholder Value Mapping

1. Introduction
Stakeholder Value Mapping is an important component of defining the functional requirements of a system. This document defines the process and terminology used in developing the Stakeholder Value Map. The resulting traceability matrix (value Map) allows the development team to trace the origin of each of the system requirements. This is very important in order to understand the origins and repercussions of any changes in system requirements or even any changes in stakeholder requirements. 
[bookmark: _Toc229488321]Project Overview
There is currently no effective methodology for systematically selecting the best Electronic Security System (ESS) design for detecting and communicating and intrusion of sensitive facilities. 
In many cases, the placement, type, and quantity of selected sensory is set-up in an inefficient configuration, resulting in gaps in surveillance ability and/or unnecessary costs. 
The project team is acting as a product development design team to develop a Sensor Suite Evaluation System (SSES) for future ESS utilizing various sensors for ground-based perimeter surveillance. The objective is to develop a methodology, and then afterwards develop (as time permits) a software tool that incorporates the methodology to determine the correct placement and type of sensors that will yield the required level of security at minimum cost.  The end product of this study will be a proof-of-concept/preliminary design phase
[bookmark: _Toc229488322]Stakeholder Value Map Approach
The approach taken in developing the Stakeholder Value Map is represented in figure 1. 
[image: Stakeholder Value Mapping]
Figure 17: Value Mapping Process.
The process begins with the stakeholder identification. Stakeholder identification requires an understanding of the problem and the impact on personnel in its environment. Based on the problem statement, additional research is required to gain this understanding. 
Stakeholder identification is then followed by identifying attributes of the system proposed to address the problem. It is then very important to identify the stakeholder needs and wants. The goal is to identify the stakeholder “Wants” which are essentially the customer requirements. These requirements are then correlated with functional characteristics of the system. This is achieved through the Quality Function Deployment/House of Quality (HOQ) method. The results of the HOQ results are then used to develop the functional requirements. 
Throughout this process it is important to develop a traceability document. In this project, we have developed a traceability matrix that shows the relationship from the stakeholder to the defined requirement. The importance of this occurs when requirements are added, changed or removed. When this occurs, the traceability matrix will allow the team it identify the impact across the entire project, and the effect on the stakeholder requirements. 
[bookmark: _Toc229488323]Stakeholder Identification
During phase 1 of the Project Development Plan (PDP), the SSES project team conducted research to determine a list of possible stakeholders of the SSES. The stakeholders were grouped in to various communities who have the same perspective/interest of the problem. 
In our analysis, we determined that there are multiple perspectives and interests each stakeholder can have. Our breakdown consists of Stakeholders that are “Internal” to the company developing the SSES and those that are “External” to the company.
The secondary perspective each stakeholder can posses is associated with the SSES itself or have an interest in what the system actually produces. The system characteristics include attributes such as ease of use, cost, liability, etc. whereas the Product of the system contains attributes such as the Electronic Security System (ESS) coverage, probability of detection and false alarm rate.
[bookmark: _Toc229488324]Stakeholder Definitions
External Stakeholders: Stakeholders that are not involved in the development of the ESS, but will be involved in using the SSES or the ESS developed by the SSES.
Customer: The customers are stakeholders who will be impacted from the services of the SSES. This can either be in the form of using the SSES, or using the ESS produced by the SSES. 
· Management: The management consists of two groups: the management of the ESS system the SSES will design; and the management of the company who might use the SSES to design a security system.
· Site Users: The personnel who will be using the site where the ESS is operating. 
· Security System Operators/Monitors: The personnel who are using/operating the ESS.
· Security Forces/First Responders: The personnel responding to alerts created by the ESS designed by the SSES. 
· Legal/PR: The legal/Public relations group associated with either the facility where the ESS is located, or the company that is using the SSES to design their ESS.
Government: Government organizations that are involved in the regulation of ESSs.
· Law Enforcement/Military: Will need to adhere to security protocols, standards, etc. established by government organizations. 
· Zoning and Regulatory: Regulatory group that will impact the installation permits of the ESS.
· Environmental Protection: Regulations ensuring the environment is protected. 
Community: People in the surrounding area of the operating ESS.
· Neighbors: People who are in close proximity to the operating ESS.
· Collateral Participants: People who impact the operation of the ESS.
Suppliers: People who provide input into the operational aspects of an ESS, and possible methods and content of the SSES. 
· Sensor Designers/Manufacturers/Vendors: People who design/manufacture the sensors available for ESSs.
· Network designers/manufacturers/Vendors: People/organizations that design/manufacture the sensor networks.
· Software Designers/Vendors: People/Organizations who design/code the software system to operate the sensor networks.
· SEOR Faculty: People/Organization that provides academic input into the design, operation, and fusion of ESS sensor networks.
Competitors: People/Organizations who are in the ESS design business arena.
· Established/Incumbent: People/Organizations that design and develop ESSs.
· Potential New Entrants: New personnel or organizations who are entering the business arena of ESS design, development and installation.
Enemy: People organizations interested in violating the security of the site where the ESS is operating. 
· Adversaries/Hostile Intruders (inverse): People/Organizations that seek to negatively impact the area where the ESS is operating. 
Internal Stakeholders: Internal Stakeholders are those who are associated with the development of the SSES.
ESS/SSES Team: The group of personnel who are responsible for the full lifecycle of the SSES. 
· SSES Development Team: The people who are responsible for the design and development of the SSES. 
· ESS Site Assessment: The people who are responsible for gathering site data for the SSES. 
· SSES Installation Team: The people who are responsible for installing the SSES. 
· SSES Maintenance and Support: The personnel who are responsible for the maintenance and support of the SSES. 
Other Company: Company stakeholders are those who are involved in the proper functioning of company activities.
· Management: People who are involved in the SSES as a product with a focus on corporate interests. 
· Contracts: People who are responsible for ensuring contract vehicles are established correctly to ensure the SSES can be utilized. 
· Sales: People involved in the marketing and possible sales of the system, or SSES designed ESSs.
· Legal/PR: People involved in legally protecting the corporate interests (copyright, patent, liability).
Once all the stakeholders were identified, we defined SSES attributes and the Attributes of the SSES products, which are the Electronic Security System design characteristics. 
[bookmark: _Toc229488325]Attributes
ESS Attributes: The ESS attributes are characteristics of the system the SSES will design. 
· Design Cost: This is the cost of designing the ESS. This can consist of the labor and time required to apply the SSES to develop the ESS design.  
· Roll-out Cost: The costs associated with installing and configuring the ESS.
· Sustainment Cost: The costs associated with maintaining the ESS. This includes maintenance personnel, spare/replacement parts, and utility costs.
· Site Coverage: Site coverage is the amount of the specified area is secured by the ESS.
· Probability of Detection: The probability of detection is commonly noted as Pd. This is the likelihood in which an intruder is detected by the ESS.
· Speed of Detection: The speed of detection is the time between when an intruder enters the site covered by the ESS to when security is notified.
· False Alarm Rate: The false alarm rate is the rate in which security is notified when an intruder has not entered into the secure area.  
· Ease of Use: How easy the ESS system is to use.
· Transparency of Operation: The ability to “see” how the ESS components are functioning.
· Reliability: Reliability is probability the ESS will function as designed without failures and/or outages.
· Information Type/Content: The type of data and amount provided. This can vary from single alarms (indication of intrusion only), alarms that indicate a specific location (intrusion notification and location), full color video (video of intrusion location), infrared video (night video of intrusion location), etc.
· Residual Vulnerability/Risk Estimation: The remaining risk of undetected intrusion or areas with less Pd than other areas.
· Environmental Resistance: Environmental factors that reduce the quality of the ESS. 
· Environmental Impact: The positive or negative effect the ESS has on the site.
SSES Attributes: The SSES attributes are characteristics of the Sensor Suite Evaluation System.
· Complexity: The complexity of the system. 
· Development Time:  
· Development Cost: The total costs associated with developing the system. 
· Implementation Cost: The total costs associated with implementing the system. 
· Site Assessment Productivity & Accuracy: 
· Sensor Suite design Productivity:   
· Sensor Suite Cost & Schedule Accuracy:  
· Sensor Suite installation productivity:   
· Sensor Suite Diagnostic & Support:  
· Scalability:   
· Flexibility: 
· Extensibility: Ability to extend capabilities without major rewriting of code or changes in its basic architecture.[footnoteRef:5] [5:  http://www.businessdictionary.com/definition/extensibility.html ] 

· Secondary Market Potential: The opportunity to use the SSES in different ways to make money. 
· SSES Licensing: The ability to contract use of the ESS System to other corporations to use in their ESS design.
· Assessment of Competitor Systems: Ability for the SSES to …
· Marketing Value: The ability for the SSES to achieve a competitive advantage to those who do not use it. 
· Product Liability: whether the SSES can be responsible for security failures of the designed ESS.
[bookmark: _Toc229488326]Stakeholder and Attribute Analysis
After defining each of the stakeholder and attribute groups, we constructed a matrix to determine the relative stakeholder weights and determine the importance of the attributes. The stakeholders were places along the columns and the attributes across the rows. The matrix is located in Appendix C. 
After constructing the matrix, we proceeded to fill in the table by filling in each square with a score. The scores were developed through project team collaboration. We looked at the particular role each stakeholder performs in relation to the SSES and placed a one (1) to five (5) rating scale of importance. This scoring was validated though a Subject Matter Expert.
The stakeholders were weighted and the attribute scores were tallied. The results of this analysis is illustrated in Figure 2 and Figure 3.
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Figure 18: SSES Primary Design Objectives.
Figure 2 is separated into two (2) focus areas that correlate to the Sensor Suite Attributes (the ESS) and the SSES attributes. From this we determined that the following attributes will are the primary design objectives:
	Sensor Suite Attributes: 
· Site Coverage
· Probability of Detection
· False Alarm Rate
	SSES Attributes: 
· Site Assessment Productivity and Accuracy
· Sensor Suite Design Productivity
· Sensor Suite Cost and Schedule Accuracy


The matrix also identified the relative importance of the identified stakeholders. The range was from 0.1 to 1.0. This stakeholder relative importance is illustrated in Figure 3. 
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Figure 19: Stakeholder Relative Importance.
The stakeholders with a relative importance of >0.8 is highlighted in yellow. These stakeholders become the primary focus of the continuing stakeholder analysis and traceability. We recognize the most appropriate method is to conduct the analysis through all stakeholders in that there may be “outlier” stakeholders whose needs and wants are critical to the success of the SSES. For practical reasons, we believe by establishing the relative importance of the stakeholders is a sufficient method to scale down the analysis to a manageable size.
The stakeholders with a relative importance of >0.8 are: SSES development team, Management (Internal), Management (External), Security System Operators/Monitors, and Adversaries/Hostile Intruders. The Adversaries/Hostile Intruders are interested in the inverse of the identified attributes. 
[bookmark: _Toc229488327]Stakeholder Wants vs. Needs
Focusing on the five (8) stakeholders with a relative importance of >0.8,  we then developed a stakeholder needs and wants table. This table is located in Appendix B. From this table we determined the stakeholders had these associated wants, which translate into Customer Requirements:

SSES		Stakeholder Value Mapping

7
SSES Development Team:
· Easy to Use
· Site Change Impact on SSES
· Universally Adaptable
Management (Internal):
· Optimal Sensor Placement
· Easy to Use
· Affordable
· Universally Adaptable
Management (External):
· Complete Site Coverage
· Low Environmental Impact
· Low Invasiveness to Site Users
· Affordable

Security System Operators/Monitors:
· Complete Site Coverage
· High Probability of Detection
· Speed of Detection
· Low Invasiveness to Site Users
· Secure
· Accurate & Real Time Notifications
· Low False Alarm Rate
· Threat Recognition
Adversaries/Hostile Intruders (Inverse):
· Complete Site Coverage
· High Probability of Detection



[bookmark: _Toc229488328]QFD/HOQ/Kano
The SSES development applied the House of Quality (HOQ) Quality Function Deployment method to determine the correlation between the stakeholder needs and calculating priorities amongst all the stakeholders. 
The left column was completed with stakeholder requirements (SR) (identified “wants”) which include:
[bookmark: OLE_LINK4]Complete Site Coverage
High Probability of Detection
Speed of Detection
Low Environmental Impact
Low Invasiveness to Site Users
Optimal Sensor Placement
Easy to Use
Secure
Affordable
Universally Adaptable
Accurate & Real Time Notifications
Site Change Impact on SSES
Low False Alarm Rate
Threat Recognition
The Row across the top was completed with functional characteristics (FC) (possible “Hows”). These functional characteristics are: 
[bookmark: OLE_LINK5]Construct, Display, & Maintain a Set of Models/Analytic Representations of the Site
Classify Threats Based on their Type & Attributes
Obtain & Manage Threat Classification & Quantitative Threat Signature Data
Represent Threat Objectives, Behaviors & Operating Constraints
Utilize COTS when Possible
Deployed with Minimal Setup Time
Efficient SSES Design
Detection Capabilities Appropriate to the Site
Obtain, Display, & Utilize Data on Site Attributes and Characteristics
Make Threat Mobility & Behavior Data Available to Threat Route Planning, & Performance Assessment Functions
Obtain, Display, & Manage Attribute & Performance Data for Individual Elements
Assess & Display the Performance of Individual Sensor Elements When Employed in Site Specific Applications
Construct, Display, & Assess the Performance of a Design Consisting of a Suite of Networked Sensor Elements
Save, Modify, & Compare the Performance of Alternate ESS Designs
Assess ESS Operational Performance Against Customer Site Protection Requirements
Assess the Overall Cost of ESS Designs
After inserting the customer requirements (“Wants”) and the functional characteristics (“Hows”) in to the matrix, along with the relative weights form the attribute analysis, we were able to identify the relationships between the requirements and the characteristics as well as identify the correlations among them. The HOQ model is located in Appendix D.
The House of Quality analysis indicated that the primary customer requirements are:
· Complete site coverage
· High probability of detection
· Optimal Sensor placement
· Site Change Impact on SSES
The analysis also determined the functional requirements focus is:
· Save, modify, and compare the performance of alternate ESS designs
· Assess ESS operational performance against customer site protection requirements
· Assess the overall cost of the ESS designs

[bookmark: _Toc229488329]Functional Requirements
Using the analysis from the HOQ, we were able to expand the Functional Requirements. These are identified in the Functional Requirements Document (FRD). 
[bookmark: _Toc229488330]Traceability
Throughout this process we have documented the results and developed a traceability matrix that correlates each requirement up to the problem statement. 
The traceability will extend into the development of the Use cases and the test cases. It will provide the capability to validate the test mechanisms to ensure each of the requirements has been addressed and the stakeholder needs have been addressed. An example of this traceability is shown in figure 5. 
[image: Tracability chart]
Figure 20: Generalized Traceability Model.[footnoteRef:6] [6:  Leffingwell, Dean, “The Role of Requirements Traceability in System Development,” copyright Rational Software, 2002.] 

This document explains the process taken to develop the functional characteristics and how it inputs into the functional requirements. Once the requirements are further developed, uses cases will be developed and then test cases. The traceability matrix will track the relationships between the use/test cases all the way through to the stakeholder and problem statement. 
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	Stakeholder
	Stakeholder Requirement #
	Functional Category #
	Functional Requirement #
	Functional Requirement Description

	1, 2, 3, 4, 5 
	1, 2, 3, 4, 6, 8, 10, 11, 12, 13, 14
	1, 7, 8, 9, 10
	1
	Assess and represent site characteristics

	1, 2, 3, 4, 5 
	1, 4, 6, 12
	1, 9
	1.1.
	The SSES shall provide mechanisms to obtain, display, utilize data on site attributes and characteristics

	1, 2, 3, 4, 5 
	1, 4, 6, 12
	1, 9
	1.1.1.
	The SSES shall provide a mechanism to obtain, display, and manipulate topographic, characteristic, and feature data

	1, 2, 3, 4, 5 
	1, 4, 6, 12
	1, 9
	1.1.1.1.
	The SSES shall provide a mechanism to classify terrain based on physical characteristics that may affect sensor performance, and threat mobility and detectability, including the following factors and parameters:

	 
	 
	x
	1.1.1.1.1.
	Surface composition

	 
	 
	x
	1.1.1.1.2.
	Type and density of ground cover and vegetation

	 
	 
	x
	1.1.1.1.3.
	Transmittance / opacity to various sensor signals

	 
	 
	x
	1.1.1.1.4.
	Trafficability by various types / classes of threats

	1, 2, 3, 4, 5 
	1, 4, 6, 12
	1, 9
	1.1.1.2.
	The SSES shall provide a mechanism to obtain, display, and manipulate site specific terrain data

	1, 2, 3, 4, 5 
	1, 2, 3, 4, 6, 8, 11, 12, 13, 14
	1, 3, 9
	1.1.1.3.
	The SSES shall provide a mechanism to obtain and represent data on discrete site features and objects that may affect sensor performance or threat mobility including the following:

	 
	 
	x
	1.1.1.3.1.
	Buildings and other structures

	 
	 
	x
	1.1.1.3.2.
	Significant discrete vegetation features

	 
	 
	x
	1.1.1.3.3.
	Mobility enablers such as roads and paths and mobility barriers such as fences and ditches

	1, 2, 3, 4, 5 
	1, 4, 6, 12
	1, 9
	1.1.1.4.
	The SSES shall provide a mechanism to obtain, display, and manipulate site elevation data from external sources including the following:

	 
	 
	x
	1.1.1.4.1.
	Digital elevation model data

	 
	 
	x
	1.1.1.4.2.
	Topographic contour data

	1, 2, 3, 4, 5 
	1, 4, 6, 12
	1, 9
	1.1.1.5.
	The SSES shall provide a mechanism to obtain, display, and utilize site imagery data including the following:

	 
	 
	x
	1.1.1.5.1.
	Orthographic and other overhead imagery

	 
	 
	x
	1.1.1.5.2.
	Ground level and other site imagery that may be used to characterize site terrain and features

	1, 2, 3, 4, 5 
	1, 4, 6, 12
	1, 9
	1.1.2.
	The SSES shall provide a mechanism to obtain, display, and utilize other types of  topographic and cartographic maps and images to extract site feature data

	1, 2, 3, 4, 5 
	1, 4, 6, 12
	1, 9
	1.1.3.
	The SSES shall provide a mechanism to obtain and utilize data on site environmental characteristics that ESS sensor and network performance including:

	 
	 
	x
	1.1.3.1.
	Weather including temperature, precipitation, airborne particulates, and winds

	 
	 
	x
	1.1.3.2.
	Electromagnetic and radio-frequency interference that may interfere with sensors and wireless networks

	 
	 
	x
	1.1.3.3.
	Personnel, vehicular, and animal traffic that may trigger sensors

	1, 2, 3, 4, 5 
	1, 4, 6, 12
	1, 9
	1.2.
	The SSES shall provide a mechanism to construct, display, and maintain a set of models / analytic representations of the site in a form that supports ESS design and performance assessment

	1, 2, 3, 4, 5 
	1, 2, 3, 4, 6, 8, 10, 11, 12, 13, 14
	1, 9, 11, 12, 13
	1.2.1.
	The SSES shall provide a mechanism to use the data obtained in section 1.1 to construct, display, and manipulate site specific terrain characteristics models that support sensor detection and false alarm performance assessment

	1, 2, 3, 4, 5 
	1, 2, 4, 6, 8, 11, 12, 13, 14
	1, 9, 10
	1.2.2.
	The SSES shall provide a mechanism to use the data obtained in section 1.1 to construct, display, and manipulate site specific digital terrain elevation models that support sensor LOS and FOV assessment 

	1, 2, 3, 4, 5 
	1, 2, 4, 6, 8, 11, 12, 13, 14
	1,9, 10
	1.2.3.
	 The SSES shall provide a mechanism to use the data obtained in section 1.1 to construct, display, and manipulate site specific trafficability models that support assessment of potential threat ingress and egress routes, probability of successful site penetration, and threat response timelines

	1, 2, 3, 4, 5 
	1, 4, 6, 12
	1, 9
	1.2.3.1.
	The SSES shall provide a mechanism for identifying feasible ingress and egress routes and linking the routes to the associated terrain feature and elevation models

	1, 2, 3, 4, 5 
	1, 2, 3, 4, 6, 8, 11, 12, 13, 14
	1, 2, 9
	1.2.3.2.
	The SSES shall provide a mechanism for estimating threat movement rates and expected dwell times (i.e. the time spent within the FOV or coverage area of a given sensor) for use in detection probability models

	 
	 
	 
	 
	 

	1, 2, 3, 4, 5 
	1, 2, 3, 4, 6, 8, 11, 12, 13, 14
	2, 3, 4, 9, 10
	2
	Assess and represent projected / potential threat characteristics

	4, 5
	2, 3, 8, 11, 13, 14
	2
	2.1.
	The SSES shall provide a mechanism to classify threats based on their type and attributes and make this information available to SSES design and performance assessment functions

	4, 5
	2, 3, 8, 11, 13, 14
	3
	2.2.
	The SSES shall provide a mechanism to obtain and manage threat classification and quantitative threat signature data including the following:

	 
	 
	x
	2.2.1.
	Threat types (e.g. personnel, wheeled vehicles, tracked vehicles, watercraft) and numbers

	 
	 
	x
	2.2.2.
	Threat physical dimensions and visual /  infra-red (IR) characteristics

	 
	 
	x
	2.2.3.
	Threat radar cross section (RCS)

	 
	 
	x
	2.2.4.
	Threat acoustic and seismic emissions including signature dependency on threat speed

	 
	 
	x
	2.2.5.
	Threat radio-frequency (RF) emissions

	1, 2, 3, 4, 5
	1, 2, 3, 4, 6, 8, 11, 12, 13, 14
	3, 9, 10
	2.3.
	The SSES shall provide a mechanism to make threat classification and signature data available to SSES sensor performance models for use in Pd and coverage modeling.

	1, 2, 4, 5
	2, 3, 6, 8, 11, 13, 14
	2, 4, 10
	2.4.
	The SSES shall provide a mechanism to obtain and manage threat mobility data including the following:

	 
	 
	x
	2.4.1.
	Threat speed as a function of the type of terrain being traversed

	 
	 
	x
	2.4.2.
	Prohibited terrain types which may not be traversed by specific classes / types of threat

	 
	 
	x
	2.4.3.
	The effect of barriers and obstacles

	1, 2, 4, 5
	2, 3, 6, 8, 11, 13, 14
	4
	2.5.
	The SSES shall provide a mechanism to represent threat objectives, behaviors and operating constraints

	4, 5
	2, 8, 11, 13, 14
	10
	2.6.
	 The SSES shall provide a mechanism to make threat mobility and behavior data available to threat route planning, and performance assessment functions 

	1, 2, 3, 4, 5
	1, 2, 3, 4, 6, 8, 10, 11, 12, 13, 14 
	7, 8, 9, 10, 11, 12, 13
	3
	Develop ESS designs and assess technical performance

	2, 3, 4, 5
	1, 2, 3, 6, 8, 13, 14
	12
	3.1.
	The SSES shall provide a mechanism to obtain, display, and manage attribute and performance data on for individual sensor system elements including the following performance parameters:

	 
	 
	x
	3.1.1.
	Sensor nominal Pd as a function of threat type/signature and terrain type

	 
	 
	x
	3.1.2.
	Sensor nominal effective range as a function of threat type/signature and terrain type

	 
	 
	x
	3.1.3.
	Sensor nominal false alarm rate

	 
	 
	x
	3.1.4.
	Sensor susceptibility to environmental effects and the effect of environment on Pd, effective range and false alarm rate 

	 
	 
	x
	3.1.5.
	Sensor field-of-view (azimuth and elevation limits)

	 
	 
	x
	3.1.6.
	Sensor scan / revisit times

	 
	 
	x
	3.1.7.
	Sensor support requirements including electrical power, communications / connectivity mechanisms, and interfaces

	 
	 
	x
	3.1.8.
	Sensor cost data including procurement, installation, and life-cycle operations and support cost estimates

	2, 3, 4, 5
	1, 2, 3, 6, 8, 13, 14
	12
	3.2.
	The SSES shall provide a mechanism to assess and display the performance of individual sensor elements when employed in site specific applications

	1, 2, 4
	2, 3, 6, 10, 12
	7, 8, 11
	3.2.1.
	The SSES shall provide a mechanism to select sensors from a set of available sensors

	1, 2, 4
	2, 3, 6, 10, 12
	7, 8, 11, 
	3.2.1.1.
	A mechanism for the SSES to recommend preferred sensors as a function of desired coverage and Pd, threat signatures, site characteristics and environmental effects is desired but not required

	1, 2, 3, 4, 5
	1, 2, 3, 6, 8, 10, 13, 14
	11, 12
	3.2.2.
	The SSES shall provide a mechanism to assess and display the coverage and detection performance of individual sensors when placed in specific site locations and orientations

	1, 2, 3, 4, 5
	1, 2, 3, 6, 8, 10, 13, 14
	11, 12
	3.2.2.1.
	For sensors that rely on line-of-sight (LOS) for detection, the SSES shall provide a mechanism to estimate sensor to target LOS and blockage zones for specific sensor locations and orientations including the following effects:

	 
	 
	x
	3.2.2.1.1.
	Sensor inherent azimuth and elevation coverage limits

	 
	 
	x
	3.2.2.1.2.
	Sensor masking due to terrain profile / elevation

	 
	 
	x
	3.2.2.1.3.
	Sensor masking caused by discrete features such as buildings and discrete vegetation

	 
	 
	x
	3.2.2.1.4.
	Sensor attenuation caused by distributed vegetation and environmental conditions

	1, 2, 3, 4, 5
	1, 2, 3, 6, 8, 10, 13, 14
	11, 12
	3.2.2.2.
	For sensors that do not rely on line-of-sight for detection, the SSES shall provide a mechanism to estimate coverage areas for specific sensor locations and orientations including the following effects:

	 
	 
	x
	3.2.2.2.1.
	The availability of a suitable target-to-sensor propagation path 

	 
	 
	x
	3.2.2.2.2.
	Environmental effects including weather and ambient noise

	1, 2, 3, 4, 5
	1, 2, 3, 4, 6, 8, 10, 11, 12, 13, 14
	1, 2, 3, 8, 9, 10,  11, 12, 13
	3.2.2.3.
	For all sensors, the SSES shall provide a mechanism to estimate and display the Pd for a specific sensor type, location, and orientation against a specific threat as a function of threat location, and the terrain, features, and environment at, and between the sensor and threat locations

	1, 2, 3, 4, 5
	1, 2, 3, 6, 8, 10, 11, 12, 13, 14
	11, 12, 13
	3.2.3.
	The SSES shall provide a mechanism to estimate sensor false alarm rates considering the following factors:

	 
	 
	x
	3.2.3.1.
	Sensor inherent false alarm rate (e.g. internal noise)

	 
	 
	x
	3.2.3.2.
	Sensor false alarm rates caused by actual but unwanted detections (e.g. nuisance tracks caused by detection of wildlife, clutter, and external noise)  

	1, 2, 3, 4, 5
	1, 2, 3, 6, 8, 9, 10, 11, 12, 13
	16
	3.2.4.
	The SSES shall provide a mechanism to estimate the cost of emplacing a sensor in a specific location including the cost of required infrastructure, support elements and site improvements (e.g. provision of electrical power, or installation of sensor masts or towers)

	1, 2, 3, 4, 5
	1, 2, 3, 6, 8, 11, 12, 13, 14
	13
	3.3.
	The SSES Shall provide a mechanism to construct, display, and assess the performance of a design consisting of a suite of networked sensor elements

	1, 2, 3, 4, 5
	1, 2, 3, 6, 8, 11, 12, 13, 14
	13
	3.3.1.
	The SSES shall provide a mechanism to represent the integration of the outputs of multiple sensors in various architectures

	1, 2, 3, 4, 5
	1, 2, 3, 6, 8, 11, 12, 13, 14
	13
	3.3.2.
	The SSES shall provide a mechanism to assess and display the sensor coverage provided by the suite of sensors including mechanisms to:

	 
	1, 2, 3, 6, 8, 10, 13, 14
	11, 12
	3.3.2.1.
	Display sensor coverage by sensor and type

	1, 2, 3, 4, 5
	1, 2, 3, 6, 8, 10, 13, 14
	11, 12
	3.3.2.2.
	Display sensor coverage gaps and blind spots

	1, 2, 3, 4, 5
	1, 2, 3, 6, 8, 11, 12, 13, 14
	13
	3.3.2.3.
	Display areas where multiple sensors provide overlapping coverage

	1, 2, 3, 4, 5
	1, 2, 3, 6, 8, 11, 12, 13, 14
	13
	3.3.3.
	The SSES shall provide a mechanism to represent and compare alternative sensor fusion rules

	1, 2, 3, 4, 5
	1, 2, 3, 6, 8, 11, 12, 13, 14
	13
	3.3.4.
	The SSES shall provide a mechanism to estimate the fused Pd and false alarm rate for the sensor suite for alternative sensor fusion rules

	1, 2, 3, 4, 5
	1, 2, 3, 6, 8, 9, 10, 11, 12, 13
	7, 16
	3.3.5.
	The SSES shall provide a mechanism to estimate the procurement and installation costs of the overall sensor suite including required connectivity, network integration and monitoring facilities

	1, 2, 3, 4, 5
	1, 2, 3, 6, 8, 10, 11, 12, 13, 14
	7, 14
	3.4.
	The SSES shall provide a mechanism to save, modify, and compare the performance of alternate ESS designs in order to optimize ESS performance

	1, 2, 3, 4, 5
	1, 2, 3, 6, 8, 10, 11, 12, 13, 14
	7, 15
	3.4.1.
	A capability to perform automated ESS design optimization is desired but not required.

	1, 2, 3, 4, 5
	1, 2, 3, 4, 6, 8, 9, 10, 11, 12, 13, 14
	4, 8, 9, 10, 11, 12, 13, 15, 16
	4
	Assess ESS operational performance

	1, 2, 3, 4, 5
	1, 2, 3, 4, 6, 8, 10, 11, 12, 13, 14
	8, 9, 10, 11, 12, 13, 15
	4.1.
	The SSES shall provide a mechanism to assess ESS operational performance against customer site protection requirements using analytic methods. Site protection measures of effectiveness include but need not be limited to the following:

	1, 2, 3, 4, 5
	1, 2, 3, 4, 6, 8, 10, 11, 12, 13, 14
	8, 9, 10, 11, 12, 13, 15
	4.1.1.
	The SSES shall provide a mechanism to determine what areas / percentage of the site can be provided with sensor coverage as a function of:

	 
	 
	x
	4.1.1.1.
	The threshold Pd required to consider an area "covered"

	 
	 
	x
	4.1.1.2.
	The type of sensor coverage required

	 
	 
	x
	4.1.1.3.
	The type of threat being detected

	 
	 
	x
	4.1.1.4.
	the prevailing environmental conditions

	1, 2, 3, 4, 5
	1, 2, 3, 4, 6, 8, 11, 12, 13, 14
	8, 9, 10
	4.1.2.
	The SSES shall provide a mechanism to identify what ingress / egress route(s) an intruder could use to reach any point in the site in order to minimize the  probability of being detected both prior to reaching the intended target, and prior to successfully exiting the site, considering the same factors identified in section 4.1.1

	2, 4,5
	2, 3, 6, 8, 11, 13, 14
	4
	4.1.3.
	The  SSES shall provide a mechanism to identify what ingress / egress route(s) an intruder could use to reach any point in the site in order to minimize the time available for security force response both prior to reaching the intended target, and prior to successfully exiting the site, considering the same factors identified in section 4.1.1

	1, 2, 3, 4, 5
	1, 2, 3, 6, 8, 10, 11, 12, 13, 14
	10, 11, 12, 13, 15
	4.1.4.
	The SSES shall provide a mechanism to assess the probability that an intruder can be prevented from accessing specific point in the site considering both ESS performance and security force response times (keep-out probability) , considering the same factors identified in section 4.1.1

	1, 2, 3, 4, 5
	1, 2, 3, 6, 8, 10, 11, 12, 13, 14
	10, 11, 12, 13, 15
	4.1.4.1.
	The SSES shall provide a mechanism to identify which portions of the site can be defended at a given keep-out probability threshold

	1, 2, 3, 4, 5
	1, 2, 3, 6, 8, 10, 11, 12, 13, 14
	10, 11, 12, 13, 15
	4.1.4.2.
	The SSES shall provide a mechanism to assess the keep-out probability for specific areas of the site

	1, 2, 3, 4, 5
	1, 2, 3, 6, 8, 10, 11, 12, 13, 14
	4, 8, 15
	4.2.
	A capability for the SSES to assess ESS operational performance against customer site protection requirements using stochastic simulation methods is desired but not required.  Desired measures of effectiveness for stochastic modeling are the same as identified in section 4.1.

	1, 2, 3, 4, 5
	1, 2, 3, 6, 8, 9, 10, 11, 12, 13
	16
	4.3.
	The SSES shall provide a mechanism to assess the overall cost of ESS designs taking into account  all procurement, installation, and facilities costs  
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	Stakeholder
	Perspective
	Need
	Want

	Stakeholder Group: Customer (External)
	· Use the SSES to Develop ESS; and/or
· Use the ESS developed by the SSES
	
	

	Management: 
	· Manager of a group that uses the ESS to develop the ESS
· Manager of the personnel who operate the ESS
	ESS:
· Reduced labor of design team
· Complete Coverage (According to security level)
SSES:
· Accurate cost Estimate
· Efficient ESS Design
· ESS performance assessment capability, as a system and as individual node.
	ESS:
· 
SSES:
· Complete Site Coverage
· Low Environmental Impact
· Low Invasiveness to Site Users
· Affordable
· 

	Security System Operators/Monitors
	· Operate the ESS developed by the SSES
	ESS:
· High Pd
· Complete Coverage
· Low invasiveness to site users
· Threat recognition
· Location if intrusion/alert
SSES:
· N/A
	ESS:
· Complete Site Coverage
· High Probability of Detection
· Speed of Detection
· Low Invasiveness to Site Users
· Secure
· Accurate & Real Time Notifications
· Low False Alarm Rate
· Threat Recognition
· 
SSES:
· N/A 


	Stakeholder Group: Enemy (External)
	· Negative impact on area secure by ESS.
	
	

	Adversaries/Hostile Intruders (inverse)
	· Seek to compromise security of area monitored by the ESS (developed by the SSES).
	ESS:
· Complete coverage
· High Pd
SSES:
· N/A
	ESS:
· Complete Site Coverage
· High Probability of Detection

SSES:
· N/A

	Stakeholder Group: ESS/SSES Team (Internal)
	· Develop the SSES.
	
	

	SSES Development Team
	· Develop/design the SSES.
	ESS:
· 
SESS:
· Low Complexity
· Extensible Design
· Accurate site representation capability
· Capture elements that affect the performance of the sensors
· Assess strengths and weaknesses of potential ESS system
· Sensor specifications catalog to pick and choose different sensor sets.
	SSES:
· Easy to Use
· Site Change Impact on SSES
· Universally Adaptable

	Stakeholder Group: Other Company (Internal)
	· Interest in profitability
	
	

	Management
	· Manage the company/teams that develop the SSES.
	ESS:
· Accurate/efficient ESS Designs
SESS:
· Business advantage/marketing potential 
· “Reasonable”* development time/costs.
· Want SSES to be applicable and marketable through direct application or silencing options. Must have high reliability and low liability.
	ESS:
· 
SSES:
· Optimal Sensor Placement
· Easy to Use
· Affordable
· Universally Adaptable



*reasonable will be determined by the cost/time of development and the projected market value.
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SSES		Stakeholder Value Mapping
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The SSES use cases were developed to explore the operational activities necessary to address the problem and meet requirements. The SSES team analyzed the preliminary requirements and used the use cases to flush additional requirements and identify additional stakeholders and their values. 
The SSES team first determined the actors that are necessary to perform the activities described in the requirements, and then determined the activities each actor would do and how they relate to the system. 
The actors that were defined as interacting with the system are:
· ESS Designer/Assessor: The SSES User is the person who is designing the ESS. The user can be commercial or government personnel, at almost any level of an organization. The SSES can be used for both site design and site evaluation so the users can vary but have the same purpose. 
· Developer (SSES Developer): The Developer is the actor responsible for the design of the SSES and can define what systems the SSES can access or be accessed. The developer can also be responsible for installation and system maintenance. Also responsible for selecting algorithms for calculating data as well as debugging activities.
· Admin (DB Developer/Maintainer): The Admin is the actor responsible for the population of data (environmental, threat, and senor performance data), installation and maintenance.
· Supplier: The Supplier provides information to the SSES database. This can include sensor specifications from the manufacturer, environmental data from the customer, and weather data from weather service providers such as NOAA. These relationships are “input only”.
It was also determined that databases will be necessary to perform as part of the system. These databases are defined as: 
· Environmental Characteristics
· Threat Characteristics/Classifications
· Sensor Performance Specifications
The physical and functional decompositions are explored in the subsequent sections of the report. 
These use cases are not entirely complete as use cases can be developed for every function of the system. The uses cases presented here represent the primary requirements.
[image: ]
Figure 21: SSES Essential Use Cases.

Use Case 1: Obtain Recommended Sensor Suite
Actors: ESS Designer, SSES Admin
1- User enters site data
a. User enters site imagery
b. User enters elevation data
c. User enters environmental data
d. User enters site location
2- Systems determines weather data
3- System characterizes site design
4- System calculates environmental impact on sensors
5- User enters security level desired
6- User identifies threat types
7- System calculates threat characteristics
8- System calculates sensor coverage
9- System determines sensor types
10- System provides sensor site design
11- System provides Probability of Detection
12- System provides False Alarm Rate
13- System provides Total Cost estimate
Use Case 2: Evaluate Existing Sensor System
Actors: ESS Designer
1- User enters site data 
a. User enters site imagery
b. User enters elevation data
c. User enters environmental data
d. User enters site location
2- Systems determines weather data
3- System characterizes site design
4- System calculates environmental impact on sensors
5- User enters security level desired
6- User identifies threat types
7- System calculates threat characteristics
8- User Places Sensors
a. Place senor at location
b. Define length (if line sensor)
c. Define Direction
d. Align Sensors
9- System calculates sensor coverage
10- System identifies gaps in coverage per threat type
11- System calculates Probability of Detection
12- System calculates False Alarm Rate
13- 

Use Case 3: Determine Sensor Suite Total Cost Estimate
Actor(s): ESS Designer
DB: Sensor Specifications, Site representation
1- Enter Site Design
2- Select Sensors
3- Place Sensors
4- Determine Installation Cost
5- Determine maintenance costs
6- Determine life expectancy of sensors
7- Enter Desired Cost
8- Calculate Cost
Use Case 4: Maintain SSES Database
Actors: SSES Developer, SSES Admin, Supplier
1- Supplier inputs sensor specifications
a. Define Sensor Class
b. Define Sensor Type
c. Populate Sensor Performance Specifications
d. Populate Total Sensor Cost
i. Per Unit Meter
ii. Per Unit 
iii. Per Unit Pair
e. Define Support Units
2- Supplier enters environmental characteristics
a. Identify site coordinates
b. Obtain weather data
i. Average Temperature
ii. Max temperature
iii. Min Temperature
iv. Visibility
v. Wind
vi. Precipitation
vii. Humidity
c. Obtain terrain data
i. Vegetation data (shrubs, Grass, trees)
ii. Physical terrain data
1. Soil type/Consistency
2. Water characteristic data (temp, accessibility)
3. Elevation data
4. Man-made data
a. Roads
3- Supplier enters threat characteristics
a. Threat classification
i. Vehicles
ii. Human
b. Intent
i. Harm
ii. Theft
4- SSES Developer creates additional fields necessary for each database
After the development of the use cases, the SSES development team performed the operational analysis.
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Figure 22: SSES p-Diagram.
The p-diagram illustrates the inputs, outputs, controllables and uncontrollables of the SSES. The goals of the SSES are represented as outputs while taking into account the inputs, controllables and uncontrollables. 
IDEF-0 Modeling was selected for this project to develop the OV-5 diagrams. The SSES development team developed the models to the third level in order to achieve a sufficient detail to enable the development of a detailed functional composition.
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Figure 23: SSES External Systems Diagram.
The External systems diagram shows how the SSES operates within the environment of performing ESS design. The SSES is highlighted in yellow, with the outputs being a Security Rating, A complete ESS systems design, and the total operational cost estimate. 
[bookmark: _Toc229189341]A-0: SSES Context Diagram
[image: ]
Figure 24: A-0 SSES Context Diagram
The SSES System is represented by the SSES Physical components. For diagram simplicity, we have excluded the complete descriptions. A description of the SSES physical decomposition is shown in section XX.
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Figure 25: A0 SSES Operational Activities Diagram
The functions of the SSES are shown as Characterize/Model ESS Site, Model ESS Threat Set, Design ESS, and Assess ESS Performance. 
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Figure 26: A-1: Characterize/Model ESS Site Operational Activities Diagram.
The Characterization of the ESS Site is the first part of the system that accepts and represents site information. This information is then represented in a model resulting In a Physical representation of the site, as well as mobility maps associated with the terrain, and physical information of the site. 
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Figure 27: A2: Model ESS Threat Set Operational Activities Diagram.
Modeling the ESS Threat Set is composed of four primary functions. These are to determine the threat characteristics, Model the threat signatures, model the mobility of the threats, and represent the threat objectives. 
This step is a critical aspect of the SSES because a security system should be designed to protect against potential threats. Understanding and characterizing those threats ensures the sensors that are selected are the most effective. 
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Figure 28: A3: Design ESS Operational Activities Diagram.
Designing the ESS is composed of four primary functions. These are Model Single sensors, model emplaced sensors, Construct the sensor network, and optimize the ESS design. 
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Figure 29: A4: Assess ESS Performance Operational Activities Diagram.
Assessing the ESS performance is composed of three primary functions Simulate ESS Operational Performance, Analyze the Performance, and Perform the ESS Cost estimation.
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Figure 30: Preliminary SSES Physical Decomposition.
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1. Project Overview
The overarching objective of the program is to support the design and fielding of electronic security systems (ESS) which meet the needs of external customers.  The specific performance requirements for an ESS vary depending on the customer objectives, application, and site to be secured.  However, the fundamental goal of all ESS designs is to provide site security by providing electronic surveillance coverage of all or an acceptable portion of the site, with a high probability of successfully detecting an intruder (Pd) and low false alarm rate (FAR).  This is accomplished by selecting a suite of sensors with detection capabilities that are appropriate for the characteristics of the specific site and expected threat, emplacing them in appropriate locations and in sufficient numbers, and integrating their outputs to provide the required coverage with acceptably high Pd and low FAR while remaining within the design / build budget.  
ESS design is currently a manual process that relies primarily on the subject matter expertise of the site inspectors and ESS design team.  This process is labor intensive and subject to errors and inefficiencies.  To strengthen our competitive position, a Sensor Suite Evaluation System (SSES) is needed to support the ESS design team by providing methodologies and tools to:
· Improve the accuracy and efficiency of assessing and representing site characteristics
· Increase the productivity of the ESS design process and the quality and performance of ESS designs
· Improve the accuracy of ESS cost estimates.  
The direct “customers” of the SSES will be the ESS design team including site assessors, sensor suite designers, and cost estimators.  The indirect customers of the SSES will be the purchasers and operators of our ESS systems, who will benefit from improved ESS performance and decreased cost.

1. Terms of Reference
For the purposes of this document the SSES “system” is considered to include the full set of resources that may be employed in the design of an ESS from site survey through completion of the design process.  The SSES includes the personnel, procedures, skill sets, analytical methods, and design tools used to develop an ESS design, as well as the general and site specific information that is used in the design process.  The term “SSES shall provide a mechanism to …” is used deliberately throughout this document to describe functions that must be performed by the overall SSES using some combination of personnel, procedures, analytical methods, and supporting tools.  While it is anticipated that the SSES effort will involve the development of a development environment and associated software tools, this does not imply that any specific function(s) must be allocated to the SSES software application.
1. SSES Design Activities
Appendix H provides an overview of the activities which must be accomplished in the design of an ESS.  These activities fall into four functional areas:
1.  Assessing site characteristics and developing a representation of the site that supports site specific ESS design and assessment
2. Identifying the type and characteristics of the threats that are to be countered
3. Developing ESS designs that match sensor suite capabilities with the projected threat and the characteristics of the specific site
4. Assessing the expected operational performance and cost of the ESS designs to allow selection of a design that provides the required level of performance within cost constraints.
Functions 3 and 4 are typically performed in an iterative manner to produce an “optimized” design that delivers the best combination of performance and cost.  A break out of subordinate functions and required SSES capabilities for each functional area are provided in the following sections.

1. SSES Functional Requirements
The SSES shall perform the following functions:

1. Assess and represent site characteristics
1.1. The SSES shall provide mechanisms to obtain, display, utilize data on site attributes and characteristics
1.1.1. The SSES shall provide a mechanism to obtain, display, and manipulate topographic, characteristic, and feature data
1.1.1.1. The SSES shall provide a mechanism to classify terrain based on physical characteristics that may affect sensor performance, and threat mobility and detectability, including the following factors and parameters:
1.1.1.1.1. Surface composition
1.1.1.1.2. Type and density of ground cover and vegetation
1.1.1.1.3. Transmittance / opacity to various sensor signals
1.1.1.1.4. Trafficability by various types / classes of threats
1.1.1.2. The SSES shall provide a mechanism to obtain, display, and manipulate site specific terrain data
1.1.1.3. The SSES shall provide a mechanism to obtain and represent data on discrete site features and objects that may affect sensor performance or threat mobility including the following:
1.1.1.3.1. Buildings and other structures
1.1.1.3.2. Significant discrete vegetation features
1.1.1.3.3. Mobility enablers such as roads and paths and mobility barriers such as fences and ditches
1.1.1.4. The SSES shall provide a mechanism to obtain, display, and manipulate site elevation data from external sources including the following:
1.1.1.4.1. Digital elevation model data
1.1.1.4.2. Topographic contour data
1.1.1.5. The SSES shall provide a mechanism to obtain, display, and utilize site imagery data including the following:
1.1.1.5.1. Orthographic and other overhead imagery
1.1.1.5.2. Ground level and other site imagery that may be used to characterize site terrain and features
1.1.2. The SSES shall provide a mechanism to obtain, display, and utilize other types of  topographic and cartographic maps and images to extract site feature data
1.1.3. The SSES shall provide a mechanism to obtain and utilize data on site environmental characteristics that ESS sensor and network performance including:
1.1.3.1. Weather including temperature, precipitation, airborne particulates, and winds
1.1.3.2. Electromagnetic and radio-frequency interference that may interfere with sensors and wireless networks
1.1.3.3. Personnel, vehicular, and animal traffic that may trigger sensors
1.2. The SSES shall provide a mechanism to construct, display, and maintain a set of models / analytic representations of the site in a form that supports ESS design and performance assessment
1.2.1. The SSES shall provide a mechanism to use the data obtained in section 1.1 to construct, display, and manipulate site specific terrain characteristics models that support sensor detection and false alarm performance assessment
1.2.2. The SSES shall provide a mechanism to use the data obtained in section 1.1 to construct, display, and manipulate site specific digital terrain elevation models that support sensor LOS and FOV assessment 
1.2.3.  The SSES shall provide a mechanism to use the data obtained in section 1.1 to construct, display, and manipulate site specific trafficability models that support assessment of potential threat ingress and egress routes, probability of successful site penetration, and threat response timelines
1.2.3.1. The SSES shall provide a mechanism for identifying feasible ingress and egress routes and linking the routes to the associated terrain feature and elevation models
1.2.3.2. The SSES shall provide a mechanism for estimating threat movement rates and expected dwell times (i.e. the time spent within the FOV or coverage area of a given sensor) for use in detection probability models

2. Assess and represent projected / potential threat characteristics
2.1. The SSES shall provide a mechanism to classify threats based on their type and attributes and make this information available to SSES design and performance assessment functions
2.2. The SSES shall provide a mechanism to obtain and manage threat classification and quantitative threat signature data including the following:
2.2.1. Threat types (e.g. personnel, wheeled vehicles, tracked vehicles, watercraft) and numbers
2.2.2. Threat physical dimensions and visual /  infra-red (IR) characteristics
2.2.3. Threat radar cross section (RCS)
2.2.4. Threat acoustic and seismic emissions including signature dependency on threat speed
2.2.5. Threat radio-frequency (RF) emissions
2.3. The SSES shall provide a mechanism to make threat classification and signature data available to SSES sensor performance models for use in Pd and coverage modeling.
2.4. The SSES shall provide a mechanism to obtain and manage threat mobility data including the following:
2.4.1. Threat speed as a function of the type of terrain being traversed
2.4.2. Prohibited terrain types which may not be traversed by specific classes / types of threat
2.4.3. The effect of barriers and obstacles
2.5. The SSES shall provide a mechanism to represent threat objectives, behaviors and operating constraints
2.6.  The SSES shall provide a mechanism to make threat mobility and behavior data available to threat route planning, and performance assessment functions 
3. Develop ESS designs and assess technical performance
3.1. The SSES shall provide a mechanism to obtain, display, and manage attribute and performance data on for individual sensor system elements including the following performance parameters:
3.1.1. Sensor nominal Pd as a function of threat type/signature and terrain type
3.1.2. Sensor nominal effective range as a function of threat type/signature and terrain type
3.1.3. Sensor nominal false alarm rate
3.1.4. Sensor susceptibility to environmental effects and the effect of environment on Pd, effective range and false alarm rate 
3.1.5. Sensor field-of-view (azimuth and elevation limits)
3.1.6. Sensor scan / revisit times
3.1.7. Sensor support requirements including electrical power, communications / connectivity mechanisms, and interfaces
3.1.8. Sensor cost data including procurement, installation, and life-cycle operations and support cost estimates
3.2. The SSES shall provide a mechanism to assess and display the performance of individual sensor elements when employed in site specific applications
3.2.1. The SSES shall provide a mechanism to select sensors from a set of available sensors
3.2.1.1. A mechanism for the SSES to recommend preferred sensors as a function of desired coverage and Pd, threat signatures, site characteristics and environmental effects is desired but not required
3.2.2. The SSES shall provide a mechanism to assess and display the coverage and detection performance of individual sensors when placed in specific site locations and orientations
3.2.2.1. For sensors that rely on line-of-sight (LOS) for detection, the SSES shall provide a mechanism to estimate sensor to target LOS and blockage zones for specific sensor locations and orientations including the following effects:
3.2.2.1.1. Sensor inherent azimuth and elevation coverage limits
3.2.2.1.2. Sensor masking due to terrain profile / elevation
3.2.2.1.3. Sensor masking caused by discrete features such as buildings and discrete vegetation
3.2.2.1.4. Sensor attenuation caused by distributed vegetation and environmental conditions
3.2.2.2. For sensors that do not rely on line-of-sight for detection, the SSES shall provide a mechanism to estimate coverage areas for specific sensor locations and orientations including the following effects:
3.2.2.2.1. The availability of a suitable target-to-sensor propagation path 
3.2.2.2.2. Environmental effects including weather and ambient noise
3.2.2.3. For all sensors, the SSES shall provide a mechanism to estimate and display the Pd for a specific sensor type, location, and orientation against a specific threat as a function of threat location, and the terrain, features, and environment at, and between the sensor and threat locations
3.2.3. The SSES shall provide a mechanism to estimate sensor false alarm rates considering the following factors:
3.2.3.1. Sensor inherent false alarm rate (e.g. internal noise)
3.2.3.2. Sensor false alarm rates caused by actual but unwanted detections (e.g. nuisance tracks caused by detection of wildlife, clutter, and external noise)  
3.2.4. The SSES shall provide a mechanism to estimate the cost of emplacing a sensor in a specific location including the cost of required infrastructure, support elements and site improvements (e.g. provision of electrical power, or installation of sensor masts or towers)
3.3. The SSES Shall provide a mechanism to construct, display, and assess the performance of a design consisting of a suite of networked sensor elements
3.3.1. The SSES shall provide a mechanism to represent the integration of the outputs of multiple sensors in various architectures
3.3.2. The SSES shall provide a mechanism to assess and display the sensor coverage provided by the suite of sensors including mechanisms to:
3.3.2.1. Display sensor coverage by sensor and type
3.3.2.2. Display sensor coverage gaps and blind spots
3.3.2.3. Display areas where multiple sensors provide overlapping coverage
3.3.3. The SSES shall provide a mechanism to represent and compare alternative sensor fusion rules
3.3.4. The SSES shall provide a mechanism to estimate the fused Pd and false alarm rate for the sensor suite for alternative sensor fusion rules
3.3.5. The SSES shall provide a mechanism to estimate the procurement and installation costs of the overall sensor suite including required connectivity, network integration and monitoring facilities
3.4. The SSES shall provide a mechanism to save, modify, and compare the performance of alternate ESS designs in order to optimize ESS performance
3.4.1. A capability to perform automated ESS design optimization is desired but not required.
4. Assess ESS operational performance
4.1. The SSES shall provide a mechanism to assess ESS operational performance against customer site protection requirements using analytic methods. Site protection measures of effectiveness include but need not be limited to the following:
4.1.1. The SSES shall provide a mechanism to determine what areas / percentage of the site can be provided with sensor coverage as a function of:
4.1.1.1. The threshold Pd required to consider an area “covered”
4.1.1.2. The type of sensor coverage required
4.1.1.3. The type of threat being detected
4.1.1.4. the prevailing environmental conditions
4.1.2. The SSES shall provide a mechanism to identify what ingress / egress route(s) an intruder could use to reach any point in the site in order to minimize the  probability of being detected both prior to reaching the intended target, and prior to successfully exiting the site, considering the same factors identified in section 4.1.1
4.1.3. The  SSES shall provide a mechanism to identify what ingress / egress route(s) an intruder could use to reach any point in the site in order to minimize the time available for security force response both prior to reaching the intended target, and prior to successfully exiting the site, considering the same factors identified in section 4.1.1
4.1.4. The SSES shall provide a mechanism to assess the probability that an intruder can be prevented from accessing specific point in the site considering both ESS performance and security force response times (keep-out probability) , considering the same factors identified in section 4.1.1
4.1.4.1. The SSES shall provide a mechanism to identify which portions of the site can be defended at a given keep-out probability threshold
4.1.4.2. The SSES shall provide a mechanism to assess the keep-out probability for specific areas of the site
4.2. A capability for the SSES to assess ESS operational performance against customer site protection requirements using stochastic simulation methods is desired but not required.  Desired measures of effectiveness for stochastic modeling are the same as identified in section 4.1.
4.3. The SSES shall provide a mechanism to assess the overall cost of ESS designs taking into account  all procurement, installation, and facilities costs  
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1. Introduction
Many different organizations have been developing security system sensors for hundreds of years. Even though sensors have been in development for an extended amount f time, and by organizations around the world, the sensors can be classified into established sets and subsets. These classifications have not changed much over the past few decades and the methods in which these sensors have been enhanced, though the methods have had very little significant change. 
This document is designed to establish the types of sensors that can be represented in the SSES. These sensor types are classified according to their characteristics, and in turn, their characteristics have performance implications. This document defines the sensor types, classifies them, and identifies the strengths and weaknesses in accordance with the sensor selection and calculation of the Probability of Detection (Pd) and False Alarm Rate (FAR) calculations used in the SSES. 
External Security System Sensor Types
Electronic security systems depend n many different technologies to provide compete coverage of a designated site. The exterior sensors can be divided into different categories. These are represented in figure 11. 
[image: ]
Figure 16: Sensor Type Diagram. [footnoteRef:7] [7:  SAVER, 2004 https://saver.fema.gov/actions/document.act.aspx?type=file&source=view&actionCode=submit&id=5028] 

For the purposes of this study, the sensors have been decomposed into categories associated with their method of operation. The method of operation and technology used determines what external factors affect the performance of the sensor. It also determines method of defeat, false alarm tendency, as well as other performance characteristics. 
The overview of sensor types includes a brief description of the sensor, the pros and cons, and some include factors to consider when using the sensor. The sensor types are as follows:
6. In-Ground / Buried Line Sensors
Buried line sensors are underground sensors designed to sense movement above or through the ground. 
Seismic: Seismic sensors are buried line sensors that detect activity through vibrations (walking, running, jumping, and crawling). Seismic sensors use geophones (coil and magnets) to detect vibrations causing the sensor to trigger. 
Pro/Con: Covert and does not require heavy maintenance. Performance is impacted by snow or heavy ground cover. 
Factors to Consider:
· Soil Type impacts performance (The density and saturation)
· The depth of the cable/sensor determines the Pd and area of detection. The shallower the depth, the higher the probability, but the detection width is narrower. The deeper the depth, the lower the probability, but the wider the detection width.[footnoteRef:8] [8:  http://www.solarbeam.com/Compare.htm ] 

· Frozen soil reduces the Pd and can damage the sensors 
· Seismic activity (noise) may cause nuisance alarms.  Some seismic noise such as wind energy cause fences, poles, and trees to shake; vehicular traffic; heavy industrial machinery
· Susceptible to bridging
Pressure: Pressure sensors are buried line sensors that detect activity through vibrations. The pressure sensor uses 
Pro/Con: Pressure sensors are more sensitive to lower frequencies than seismic.  Immune from Electromagnetic and Radio Frequencies. These sensors require regular maintenance, and can be susceptible to leaks. Most have been replaced by fiber optic and ported cable sensors. 
Factors to Consider:
· Susceptible to bridging.
· Frozen ground can cause a reduced probability of detection.
Magnetic Field: Magnetic field sensors detect disturbances in magnetic fields, thus the sensor is mainly used for detection of metallic objects.  
Pro/Con: Only senses metallic objects. 
Factors to Consider:
· Susceptible to lightning.
· Assumes intruders posses metal objects.
Ported (Leaky) Coaxial Cable: Ported coaxial sensors sense conductivity near the cable. This conductivity can be created by people, vehicles, animals, etc. 
Pro/Con: Easy to install. Can be detected with proper instrumentation.[footnoteRef:9] [9:  ID for Public Transpiration Facilities Handbook, page 69 http://onlinepubs.trb.org/Onlinepubs/tcrp/tcrp_rpt_86v4.pdf ] 

Factors to Consider: 
· Does not perform well in saturated ground.
· Standing metal objects and water distort the radiated field causing nuisance alarms.
· Susceptible to bridging.
Fiber Optic Cables: Fiber optic cables transmit light from one end to the other. The fiber optic sensor is triggered when this transmitted light is disturbed. There are two types of fiber optic sensors, continuous and microbend. 
Pro/Con: It is not impacted by radio and electro magnetic frequencies as well as changes in humidity and temperature.[footnoteRef:10] Has low false alarm rate, but may be susceptible to snow or heavy ground cover. Requires much area augmentation for installation.  [10:  Garcia “The Design and Evaluation of Physical Protection Systems”. 2007, page 108] 

Factors to Consider:
· Susceptible to bridging. Recommended to use in conjunction with microwave sensors.
Fence Associated Sensors
Fence associated sensors are sensors that can be mounted on a fence, or the sensors themselves constitute the fence. 
Fence-Disturbance: Fence disturbance sensors are mounted to fences and are triggered when disturbances on the fence are sensed. These disturbances can be caused by disturbances such as climbing or clipping the fence.
Pro/Con: Respond to all disturbances resulting in a high false alarm rate. Can be triggered by wind, debris, or other weather conditions. 
Factors to consider:
· False alarms can be caused by wind, debris, wildlife, rain, and traffic.
· Susceptible to bridging or digging. Surrounding trees and/or nearby structures can aid the defeat.
Sensor Fence: The most common sensor fence is a taut wire fence. With the sensor fence, a tightly strained parallel wire is used to create a fence.
Pro/Con: Less susceptible to nuisance alarms than fence disturbance sensors. 
Factors to Consider:
· Pd (taut-wire) is dependent upon the tension of the wires, wire friction, and wire spacing.
· Spacing of wires must be small enough to prevent an intruder to pass through undetected.
· Susceptible to bridging or digging. 
Electric Field/Capacitance: These sensors use an electric field that is created around the sensor to detect disturbances. Any person or animal that creates or augments an electric filed disturbs the sensor causing it to trigger. Generally, the range of these sensors is limited to about 1 meter. 
Pro/Con: Can be applied to existing structures. Electric field/Capacitance sensors have higher false alarm rates because they can be triggered by small animals such as birds or rodents. Weather conditions tend to have a greater impact on the performance as well (rain, lightning, ice) as well as electromagnetic (EM)/ radio frequency (RF) interference. 
Factors to consider:
· Susceptible to nuisance alarms caused by small animals, fence motion, and rain
· Can be set to detect up to 1 meter beyond the wire of the fence.
· Susceptible to lightning
· Ice may damage the wires.
· Less susceptible to bridging or digging (greater detection volume)
Freestanding Sensors
Freestanding sensors are those that are above ground, and are not associated with a fence or barrier.
Active Infrared: Active infrared sensors emit a “beam” that is received from a receiver unit. These beams are used to create a invisible fence that is triggered when there is a disturbance between the transmitter and receiver. In outdoor applications, the sensor is usually composed of multiple beams because a single bean is fairly easy to defeat. 
Pro/Con: Must have a clear line of sight, usually a high false alarm rate because of animals or vegetation. Newer versions can overcome small disturbance triggers. Can be overcome by tunneling and bridging but can be placed as a covert sensor. Infrared sensors have a higher probability of detecting someone moving across the field of view, rather than to and from the sensor. 
Factors to Consider:
Some consideration for the active infrared sensors is the ability to align the two towers together and obtain line of sight. 
The sensitivity levels on most of the newer sensors can be adjusted for animals and vegetation to pass through without being detected, but when a human intruder or vehicle pass through, the alarm will activate. 
Attempts to defeat these sensors may be accomplished by bridging or tunneling over the 'fence' or by using the towers that house the beams as columns to support an intruder from vaulting over the beams [footnoteRef:11] [11:  Perimeter Security Sensor Technologies Handbook] 

Passive Infrared: Passive infrared sensors detect radiated energy from sources that produce temperatures below that of visible light.
Pro/Con: Susceptible to defeat heat signature through cloaking and shadowing. Infrared sensors have a higher probability of detecting someone moving across the field of view, rather than to and from the sensor. 
Factors to Consider:
The sensors focus on a narrow bandwidth measured in microns with the human body producing energy in the region of 7-14 microns.
These sensors use the Rate of Change measurement to process and evaluate an unshielded/unprotected intruder walking through a designated zone. When the radiation change captured by the lens exceeds parameters, an alarm is signaled
Some defeat mechanisms deployed are to shadow, cloak or mask the intruders heat signature from the field of view. Also knowing the dead spots of the detection pattern can assist an intruder[footnoteRef:12] [12:  Perimeter Security Sensor Technologies Handbook] 

Bistatic Microwave: The Bistatic microwave sensor consists of separate transmitter and receiver units. A signal is sent from the transmitter and received by the receiver. The sensor is triggered from disturbances or change in the signal.
Pro/Con: Require flat open  areas with a clear line of sight. This usually requires area augmentation. Can not have water within the range because it creates a “moving reflective zone. Also, the antennas should not be placed greater than 120 yards between each other because of the “dead zones” created in the first few meters around the transmitter unit.[footnoteRef:13] Microwave sensors have a higher probability of detecting motion to or from the sensor, rather than across the covered area. . [13:  http://www.themetalith.com/electronicsecurityfaqs.html ] 

Monostatic Microwave: Monostatic microwave sensors consist of a unit with both the transmitter and the receiver. A signal is sent from the transmitter and received by the receiver. If an object is within range, then the signal “bounces back, using the Doppler Effect, and the receiver senses a change triggering the sensor. 
Pro/Con: Require flat open areas with a clear line of sight. This usually requires area augmentation. Can not have water within the range because it creates a “moving reflective zone. Also, the antennas should not be placed greater than 120 yards between each other because of the “dead zones” created in the first few meters around the transmitter unit.[footnoteRef:14] Microwave sensors have a higher probability of detecting motion to or from the sensor, rather than across the covered area.  [14:  http://www.themetalith.com/electronicsecurityfaqs.html ] 

Dual Technology: Dual technology sensors usually apply a combination of active ultrasonic or microwave sensor with a Passive Infrared. Generally, these can be a combination of any sensor type that do not apply conflicting technologies. These sensors require triggers from both types of technologies to create a valid trigger. 
Pro/Con: Usually have a lower false alarm rate than single technology sensors, though since the trigger requires both sensors to be triggered, the probability of detection is less than that of the individual technologies.[footnoteRef:15] This is important when combining Microwave and IR sensors because of their individual strengths regarding the direction of motion in the covered area. Since Microware has higher Pd for to and from and IR has higher D across the field, the combination of their Pd is much less than that of the individual technologies.  [15:  Garcia, 2007] 

Video Motion Detection (VMD):  Video motion detection uses Closed Circuit Television (CCTV) feeds and determines if there is a change in the field of view. The feed is usually set to a grid, and a change (according to the parameters set in the computer) within that grid triggers the sensor. 
Pro/Con: Uses existing, or requires installation of a CCTV system. The VMD technology also only works with fixed cameras rather than pan/tilt/zoom cameras. Probability of detection is reduced during inclement weather conditions such as rain, snow, fog, etc. It requires a clear field of view as objects can cause blind spots. Inconsistent outdoor lighting can also cause false alarms because it works using changes in the brightness level of the images.[footnoteRef:16] This also makes VMD difficult to operate at night. [16:  Garcia, 2007 p ] 

Passive Scanning Thermal Imagers (PSTI): These are a subset f the VMD’s and seek to overcome the night time weakness. Detection range of 400 to 2500m. A single device can cover a large area and enable a user to detect and assess an alarm using a single device. 
Pro/Con: Large Scan angles decrease the Pd because of increased scan time, same limitations of thermal imagers (Passive IR), some are not incorporated into standard system and operate independently, causing the use of additional manpower, has a very high false alarm rate, caused by “shadows, moving foliage, drifting clouds, wildlife, and fog”[footnoteRef:17] [17:  Garcia, 2007 p85] 

Active Scanning Thermal Imagers (ASTI): Uses infrared illumination, causing it to be classified as an “active” sensor. This illumination technique is applied to reduce the false alarm rate caused by some environmental conditions. Operate at ranges of 500 to 100m.
Pro/Con: Similar to PSTI, but little operational data is available regarding Pd and FAR.
External Security System Sensor Classification
The types of sensors available for an external perimeter electronic security system can be classified based on a select few operational criteria. Each of these operational criteria represents characteristics of how the sensor operates as well as how they can be placed around a specific site. The strengths and weaknesses determined by the operation of the sensor determine particular performance levels in regards to the Probability of Detection and False Alarm Rate. 
These sensor classifications are as follows: 
Passive or Active
Passive or Active sensors are performance characteristics that usually impact the Probability of Detection and False Alarm Rate. They can also have an impact on the total vulnerability assessment since the visual presence of a sensor may be enough for deterrence (e.g. fake security cameras for deterring shoplifting).
Passive:  Sensors that detect something from the target, or a change in the environment. 
Pro/Con: Can be covert and easily maneuvered because they typically do not require a receiver. They generally have a Higher false alarm rate.
Active: Sensors that transmit energy to establish changes. These usually contain a transmitter and receiver. 
Pro/Con: Low(er) false alarm rate, but use lots of energy, typically visible because they consist of transmitters and receivers.
Covert or Visible
Covert or Visible characteristics can affect the deterrence aspect of the security system. Sometimes just seeing the sensor is an effective deterrent, but they are easier to avoid.
Covert: Sensors that are hidden from view, either buried or submerged.
Pro/Con: Covert sensors are difficult for intruders to avoid, contributing to the probability of detection. Typically require the intruder to be very close to sensor, which tend to be close to the area under protection. 
Visible: Sensors that are visible.
Pro/Con: Seeing a sensor can be a deterrent in itself, regardless of its effectiveness. Visible sensors are easier to avoid. 
Terrain and Line of Sight (LOS)
Terrain and Line of Site Sensors have the primary impact on sensor performance characteristics and define where the sensor can be placed. It also dictates whether terrain augmentation is required, increasing the overall cost. 
Line of Sight (LOS): Sensors that require a clear line of site between a transmitter and a receiver (usually active)
Pro/Con: Very accurate with low false alarm rate. Typically requires a transmitter and receiver and requires a clear line of site. Terrain can create natural weaknesses in perimeter.
Terrain Following: Sensors that follow the flow of the terrain.
Pro/Con: detect equally well on flat and irregular terrain. Achieve uniform detection throughout zone. Typically requires transmitter and receiver.
Volumetric: Sensors that detect entrance into a certain space. 
Pro/Con: Very difficult do avoid, and are typically covert. Intruder is exactly where the sensor is, which is usually inside the perimeter.
Line Detection: Sensors that detect along a line.
Pro/Con: Can reinforce security and trigger alarms on non-electronic deterrence items such as fences, barriers, and walls. They do not detect anything on either side of the line (i.e. approach).These are usually easily identified.
The sensor classification is a critical component to the SSES because of the method in which the site characteristics, threats, and threat approach are developed. The site in question is divided into triangles with the measures applied when a “threat” either crosses a line (line detection) or is inside a triangle (volumetric). This method is described fully in XXX.
Sensor Type/Classification Matrix
The sensor type and classification matrix was originally developed by Garcia in 2001. This matrix was augmented to introduce XXX into the SSES. The matrix is shown in table 1.
	
	Passive or Active
	Covert or Visible
	LOS or Terrain Following
	Volumetric or Line Detection

	Buried Line (Perimeter)

	Seismic Pressure
	P
	C
	TF
	L

	Magnetic Field
	P
	C
	TF
	VOL

	Ported Coaxial Cable
	A
	C
	TF
	VOL

	Fiber Optic Cables
	P
	C
	TF
	L

	Fence-Associated (Perimeter)

	Fence-Disturbance
	P
	V
	TF
	L

	Sensor Fence
	P
	V
	TF
	L

	Electric Field
	A
	V
	TF
	VOL

	Freestanding (Area or Perimeter)

	Active Infrared
	A
	V
	LOS
	L

	Passive Infrared
	P
	V
	LOS
	VOL

	Bistatic Microwave
	A
	V
	LOS
	VOL

	Dual Technology
	A/P
	V
	LOS
	VOL

	Video Motion Detection
	P
	C
	LOS
	VOL


Table 1: Sensor Type and Classification Matrix[footnoteRef:18] [18:  Garcia, 2007] 

Each of the types of sensors has associated strengths and weaknesses. During this stage of SSES development, the SSES project team is focusing on the measures for Probability of Detection (Pd) and False Alarm Rate (FAR). Each of the sensor types and classifications has performance characteristics that affect these measures. For instance, the buried line pressure sensors are affected by frozen ground, as well as snow or ground cover. The fact it is a buried line sensor shows that its Pd decreases in certain weather conditions. The sensor classifications also have performance characteristics, but are most applicable in determining its placement capacity in the model or surrounding environment. For instance, a Line of Site Sensor would not work well in dense vegetation or in an area with many objects interfering with the area under surveillance. This matrix is the first step in developing performance measures in the SSES model. 
Product Specifications
The next step- in developing performance measures is to identify specific characteristics. Some products seek to overcome inherent weaknesses with the sensor type.[footnoteRef:19]  [19:  http://www.smartersecurity.com/ ] 

For each product identified, they will be classified into a sensor category and be classified by type. The sensor will then have its performance specification loaded into an excel spreadsheet for comparison of performance considerations. The primary specifications that will be utilized under this phase of SSES development relate to the environment and the perceived threat (threat characteristics). Factors such as Network, Power, and security system management configurations are identified in the sensor specifications for completeness, but are not the focus of the SSES at this stage. Therefore, columns and specifications have been captured relating to these areas, but their application will take place in future stages of development. 
The reasons for retaining the network, power, and systems management (configuration) for future development are that each of these are large fields of research in and of themselves. We intend the SSES to focus on the environment and threat during the proof of concept development yet maintain the capability to expand into these areas. It is possible that once the sensor performance is specified with environmental and threat considerations addressed, then the SSES can be used to test various approached in sensor fusion and configuration of the system. 
The primary sensor specific specifications are listed below:
1. Sensor Environmental Specifications
a. Temperature: Represented as a range of values (Min to Max)
b. Humidity: Represented as a relative humidity maximum.
2. Sensor Performance Specification
a. Range: Can be represented as distance (length), height, and width.
b. Target Characteristics: The target characteristics can be represented as a type (running, walking, crawling), minimum speed for detection, and perhaps a weight or composition characteristic required to trigger the sensor (e.g. magnetic sensors require metal to trigger)
3. Operational Performance Specifications
a. Probability of Detection (Pd): The probability of detection is a standard reporting characteristic, but is reported as the sensor performs in a sterile environment. Environmental factors usually affect this rating. 
b. False Alarm Rate (FAR): The FAR is not usually reported, though mentioned in the specifications but it is a characteristic that should be accounted for in the performance specification.  
4. Cost
a. Cost of the unit
b. Estimate of supporting material (to create a total system estimate)
This specification list is currently in development and will be added in the subsequent version of this document. 
The products for use in a department of defense security system must adhere to the testing standards identified in MIL-STD810 series. This series identifies the primary testing criterion for specific hardware areas. These areas include: pressure, temperature, shock contamination, solar radiation, rain, humidity, sand/dust, vibration, acoustic noise, and many more.[footnoteRef:20] Unfortunately there is no testing standard for the Probability of Detection or False alarm Rate based on single sensor performance.  [20:  http://www.dtc.army.mil/publications/MIL-STD-810G.pdf ] 






[bookmark: _Toc229488341]Appendix L: SSES Manual

[bookmark: _Toc229488342]Appendix M: References and Bibliography
Bibliography
Analog Sensors.UCLA. Accessed May 2009. http://www.sscnet.ucla.edu/geog/gessler/topics/sensors.htm

Automated Information Systems (AIS) Design Guidance: Terrestrial Systems HQ U.S. Army Information Systems Engineering Command. Ft. Huachuca, AZ. Updated 26 August 1998. http://www.fas.org/spp/military/docops/army/terrest/TERR_FIN.HTM 

Barnard, Robert Intrusion Detection Systems: Principles of Operation and Application Woburn, MA: Butterworth, 1981

Borst, Col. Howard L and Msgt Clifford A. Lewis Systems Effectiveness Assessment (SEA) Process: A Performance-based Methodology for the Design & Evaluation of Physical Protection Systems USAF Force Protection Office. 2002. www.dtic.mil/ndia/2002security/lewis.pdf 

DARPA Joint Program Steering Group Perimeter Security Sensor Technologies Handbook Prepared by NISE East Electronic Security Systems Engineering Division North Charleston, South Carolina. 1997 http://www.hnd.usace.army.mil/esc/images/Documents/Perimeter%20Security%20Sensor%20Technologies%20Handbook.pdf 

Foresti, Gian Luca, Carlo S. Regazzoni, Pramond K. Varshney (Eds.) Multisensor Surveillance Systems: The Fusion Perspective Norwell, MA: Kluwer Academic Publishers, 2003

Garcia, Mary Lynn The Design and Evaluation of Physical Protection Systems Illustrated. Butterworth-Heinemann, 2001.

Gargano, Michael L., William Edelson, Paul Benjamin, Paul Meisinger, Meheswara Kasinadhuni, and Joseph De Cicco Evolving Effiecient Security Systems Under Budget Constraints Unsing Genetic Algorithms Proceedings of Student Research Day, CSIS, Pace University, May 9th, 2003 http://csis.pace.edu/~ctappert/srd2003/paper17.pdf 

Gordon, Kristl A., and Gregory D. Wyss Comparison of Two Methods to Quantify Cyber and Physical Security Effectiveness Sandia National Laboratories, November 2005 http://www.prod.sandia.gov/cgi-bin/techlib/access-control.pl/2005/057177.pdf

Gruber, Robert Perimeter Security: Deter, Detect, Delay, and Deny Master Halco Security Solutions Group. White Paper. http://psi.praeger.com/pdfs/whitepapers/PerimeterSecurityandtheFourDs.pdf 

The Metalith: Anti-Ram vehicle and Blast Mitigation Barriers. Electronic Perimeter Security FAQ’s. Accessed May 2009. http://www.themetalith.com/electronicsecurityfaqs.html 

Rowshan, Shahed and Richard J. Intrusion Detection for Public Transportation Facilites Handbook Simonetta Transit Cooperative Research Program (TCRP) Report 86. Public Transportation Security, Volume 4. Transportation Research Board, National Academies 2003  page 69 http://onlinepubs.trb.org/Onlinepubs/tcrp/tcrp_rpt_86v4.pdf page 69

Sandia National Laboratories. A Risk Assessment Methodology (RAM) for Physical Security http://www.sandia.gov/ram/RAM%20White%20Paper.pdf 

Security Trek: the Next Generation? ICD Security Solutions. 2006
http://www.icdsecurity.com/opencms/opencms/en/knowledgeweb/security_focus/security_trek_the_next_generation.html?lang=en&folder=security_focus&pg=1&s=

Sustainable Army Live-Fire Range Design and Maintenance (2.5.e) U.S. Department of the Army, Environmental Quality Technology Program, December 2006 http://aec.army.mil/usaec/newsroom/range00.pdf 

System Assessment and Validation for Emergency Responders (SAVER) Summary: Handbook of Intrusion Detection Sensors SPAWAR Systems Center Charleston. Sponsored by The Department of Homeland Security, Office of State and Local Government Coordination and Preparation. September 2004. https://saver.fema.gov/actions/document.act.aspx?type=file&source=view&actionCode=submit&id=5028 

Transit Security Design Considerations U.S. Department of Transportation. November 2004. http://www.globalsecurity.org/security/library/report/2004/transit-security-design_sec5.htm

Trinckes, John A Comparison and Contrast of Exterior Perimeter Security Systems Solarbeam Security. 2005. http://www.solarbeam.com/Compare.htm 

U.S. Army Corps of Engineers Unified Facilities Guide Specifications  Updated January, 2009. http://www.wbdg.org/ccb/DOD/UFGS/UFGS%2028%2020%2001.00%2010.pdf

U.S. Army Environmental Center FY 2005 Annual Report, Acquisition and Technology Division U.S. Army Environmental Center 2005. Page 101- 103 http://aec.army.mil/usaec/technology/atd2005.pdf 

U.S. Army. http://www.dtc.army.mil/publications/MIL-STD-810G.pdf  (Testing Standards)

U.S. Department of Justice  A Method to Assess the Vulnerability of U.S. Chemical Facilities U.S. Department of Justice, Office of Justice Programs, National Institute of Justice. November 2002. http://www.ncjrs.gov/pdffiles1/nij/195171.pdf 

US JFCOM Fact Sheet: Joint Conflict and Tactical Simulation http://www.jfcom.mil/about/facts_prt/JCATS.pdf 

Kim, Chansoo, Snagman Kwak and Chang-Hyun Chung A Simulation Methodology of the Physical Protection Systems in Nuclear Power Plants Transactions of the American Nuclear Society. Academic Press, New York, NY,  2005, vol. 93, pp. 320-321 

Landoll, Douglas J. The Security Risk Assessment Handbook: A complete Guide for Perfroming Security Risk Assessments. Auerbach Publications, Taylor & Frances Group. Boca Raton, FL 2006 

Gordon, Kristl A, and Gregory D. Wyss Comparison of Two Methods to Quantify Cyber and Physical Security Effectiveness Sandia National Laboratories, November 2005. 

Stolkin, Rustam and Inout Florescu Probability of Detection and Optimal Sensor Placement for Threshold Based Detection Systems pages 1-3. 

U.S. Government Accountability Office Biosafety Laboratories: Perimiter Security Assessment of the Nation’s Five BSL-4 Laboratories GAO-08-1092. September 2008. 


Product Specifications
CCTV Camera Pros. Zavio V111T Network Video Server/IP Video Server Specifications. http://www.cctvcamerapros.com/Zavio-Network-Video-Server-p/v111t.htm

Crow electronic Engineering. Product Specifications. Accessed May 2009. http://www.crowelec.com/product_detail.asp?param=28

ECSI FOIDS Product Specification. Accessed April 2009 http://www.anti-terrorism.com/productpages/sensingsys/foids.htm 

ECSI IPID Product Specification. Accessed April 2009 http://www.anti-terrorism.com/downloads/Standard_IPID_A.pdf 

ECSI IVDMS Product Specification. Accessed April 2009 http://www.anti-terrorism.com/productpages/survandassess/vdms.htm 

ECSI Marinet Product Specification. Accessed April 2009. http://www.anti-terrorism.com/downloads/Marinet.pdf 

ECSI Omnitrack Vigilant Product Specification. Accessed April 2009 http://www.anti-terrorism.com/downloads/Omni.pdf 

ECSI PDS 2500 Product Specification. Accessed April 2009 http://www.anti-terrorism.com/productpages/survandassess/pds2000.htm 

Fibersensys. Product Specification. Accessed April 2009. http://www.fibersensys.com/prod_specs/FD-342_brochure.pdf 

GE Security. Product Specifications. Accessed May 2009. http://www.gesecurity.com/portal/site/GESecurity/menuitem.f76d98ccce4cabed5efa421766030730?selectedID=468&seriesyn=false&t=prod

Magal Security Systems, Ltd. Product Specifications. Accessed April 2009. http://www.magal-ssl.com/products/?pid=24 

Rbtech. Sensor Specifications. Accessed April 2009 http://www.rbtec.com/product.htm 

[bookmark: OLE_LINK1][bookmark: OLE_LINK2]Safeguards Technology, LLC. ATS-3000 Series Taut Wire Product Specification. Accessed April 2009. http://www.safeguards.com/product_info/ATS-3000.pdf 

Safeguards Technology, LLC. Secure Detect Product Specification. Accessed April 2009. http://www.safeguards.com/product_info/Photons.pdf 

Safeguards Technology, LLC. STI Series Taut Wire Product Specification. Accessed April 2009. http://www.safeguards.com/product_info/STI-SeriesTautWire.pdf 


Senstar Perimitrax Product Specification. Accessed April 2009.http://www.senstarstellar.com/Main.cfm?URLPage=Products&URLSubPage=1 

Senstar Stellar Xfield Product Specification. Accessed April 2009. http://www.senstarstellar.com/ENG/pdf/6_Data.pdf 

Smarter Security Systems, Product Overviews. Accessed May 2009. http://www.smartersecurity.com/ 

Southwest Microwave. Perimeter Security Product Overviews. Accessed May 2009. http://www.southwestmicrowave.com/products.html

Yearly Net Cash	Period 1	Period 2	Period 3	Period 4	Period 5	Period 6	Period 7	Period 8	Period 9	Period 10	-648312.5	-39968.75	85046.875000000087	267084.375	807151.875	1779273.375	3819546.75	8198093.5	16947337	34445524	Cumulative Net Cashflow	Period 1	Period 2	Period 3	Period 4	Period 5	Period 6	Period 7	Period 8	Period 9	Period 10	-648312.5	-688281.25	-603234.375	-336150	471001.875	2250275.25	6069822	14267915.5	31215252.5	65660776.5	Baseline NPV	Period 1	Period 2	Period 3	Period 4	Period 5	Period 6	Period 7	Period 8	Period 9	Period 10	-589375	-622407.02479338832	-558510.04883546242	-376087.82699269184	125089.98314198572	1129443.4177682835	3089474.8404924907	6913945.9618919315	14101271.221347803	27381511.850431696	image2.jpeg
Analysis

Step 1

~Develop Problem Statement

+ ID/Communicate with
Stakeholders

« Identify Needs/Wants

+ Conduct Technical Studies

+ Determine Scope/Schedule

+ Establish Milestones

Step 3|

Requirements

[Sten 2]

~Develop Requirements
Documents

+ Develop Use Cases

+ Develop Functional
Decomposition

« Identify Alternatives

tep 4]

Design

~Develop Form/Function

+ Comparative Analysis
« Develop Preferred Alternative,
« Develop Intent Specification
« Develop T&E Strategy

Alternatives

~Develop Business Plan

« Conduct Market Survey
« Competitive Analysis

+ Develop Prototype

Implementation

[Step 6

Testing/
Integration

+ Develop Technical Proposal

« Develop Technical Paper
« Proof of Concept Prototype

Delivery

Implement T&E Strategy




image62.emf
Sensor Suite Evaluation System SSES

SSES Function - Form Alternatives 2.2.1

26 March 09

2.2

Obtain and manage 

threat classification 

and quantitative 

threat signature data

2.2.5

Represent threat 

acoustic and seismic 

emissions including 

signature 

dependency on threat 

speed

2.2.2

Represent threat 

physical dimensions 

and visual /  infra-red 

(IR) characteristics

2.2.3

Represent threat 

radar cross section 

(RCS)

2.2.4

Represent threat 

radio-frequency (RF) 

emissions

•

Explicit modeling of 

signatures and characteristics 

(M)

•

Database of signatures and 

characteristics for use  in 

sensor models (M)

•

Implicitly represent in 

sensor-threat performance 

data (M,D,P)

2.

Assess and 

represent projected 

/ potential threat 

characteristics

27

Anderson, Beres, Shaw, Valadez

++ Supports model,  database, or manual processing approaches

- Lowest fidelity / least flexible approach

++ Simplest to implement (code) – lookup sensor performance based 

on threat type/behavior, terrain, and environment 

- - Potentially high-dimensional: requires up-front calculation of sensor 

performance for all threat / sensor / terrain / environment  

combinations

=  Good enough to demonstrate some but not all prototype objectives 

- - Links threat characteristics with sensor, terrain and environment 

characteristics – must update performance database for any 

changes

- Only supports model based approach

+ Supports highest fidelity modeling / analysis of sensor performance

+ Probably required if fully model based sensor performance analysis 

is selected

- - Level of effort required to build threat specific signature models 

probably not supportable given course timeline

- - We currently do not have access to intelligence data needed to 

model threat signatures directly

- Detailed threat signature modeling is not critical to successful 

prototype demonstration
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- Only supports model based approach

- Only feasible where sensor performance models are available, or 

can be constructed

++ Balances implementation complexity and modeling fidelity

+ Threat signature data is decoupled from terrain, environment, and 

sensor data
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database approaches are complementary not mutually exclusive –

Intend to pursue both approaches
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++	Supports model,  database, or manual processing approaches

-	Lowest fidelity / least flexible approach

++	Simplest to implement (code) – lookup sensor performance based on threat type/behavior, terrain, and environment 

- -	Potentially high-dimensional: requires up-front calculation of sensor performance for all threat / sensor / terrain / environment  combinations

= 	Good enough to demonstrate some but not all prototype objectives 

- -	Links threat characteristics with sensor, terrain and environment characteristics – must update performance database for any changes

Only supports model based approach

+	Supports highest fidelity modeling / analysis of sensor performance

+	Probably required if fully model based sensor performance analysis is selected

- -	Level of effort required to build threat specific signature models probably not supportable given course timeline

- -	We currently do not have access to intelligence data needed to model threat signatures directly

-	Detailed threat signature modeling is not critical to successful prototype demonstration
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-	Only supports model based approach

-	Only feasible where sensor performance models are available, or can be constructed

++	Balances implementation complexity and modeling fidelity

+	Threat signature data is decoupled from terrain, environment, and sensor data

++ No deed to pre-compute sensor performance

++ 	Good enough to demonstrate SSES concept 

Signature database + sensor model and implicit sensor performance database approaches are complementary not mutually exclusive – Intend to pursue both approaches
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- - Only supports manual approach

- - Does not support any type of automation
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++	Minimizes analyst level of effort

++ Supports automated modeling / analysis of sensor performance

+	Probably required if fully model based sensor performance analysis is selected

- 	Moderate level of effort required to build threat – sensor model interfaces



Only supports database based approach

-	Significant level of effort required to populate database

-	Potentially significant analyst level of effort depending on level of automation of database query tools

- - 	Only supports manual approach

- -	Does not support any type of automation
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- - Level of effort required to model threat mobility as a function of 

terrain type not supportable given course timeline

- - We lack intel data needed to model threat movement rates

- Detailed mobility modeling is not important to demonstrating 

prototype capabilities

+ Supports either model or database approach

++ Simplest and computationally efficient approach

++ Good enough to demonstrate prototype objectives

+ Readily extensible to use model based approach in the future if 

desired

- - Only supports manual approach, does not allow any type of 

automation

- - Excessive workload

+ Supports either model (directly)  or database (indirectly) approach

++ Simple to implement – can incorporate directly into movement cost 

tables / functions

Concept is similar for both model and database approaches but 

implementation will depend on choice of model or database 

- Requires additional effort to generate and check tabu list

- No obvious advantage over use of punitive network edge costs

+ Only identified solution
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Specify objectives as sink nodes 

for network flow / shortest path 

algorithms (M, D)

2.

Assess and 

represent projected 

/ potential threat 

characteristics

2.5.1

Represent threat 

intrusion objectives

30

Anderson, Beres, Shaw, Valadez

- - Only supports manual approach, does not allow 

any type of automation

- - Excessive workload for analyst

++ Easy to incorporate analyst expertise and 

judgment regarding  

+ Supports either model (directly) or database 

(indirectly) approaches

+ Simple and computationally efficient

+  Consistent with network based mobility 

modeling approach

+ Allows selection of single or multiple 

objectives (targets)

- Does not provide a mechanism to incorporate 

analyst expertise and judgment beyond 

selection of geographic objectives

On further review use of tabu data appears to be  

complementary with and an extension of  network 

flow modeling approach rather than a fully 

functional alternative -- consider use if  source –

sink selection combined with movement network 

does not provide satisfactory results

+ Supports either model (directly) or database 

(indirectly) approaches

+ Simple implementation by incorporating 

covertness posture / behavior into movement 

and detection data – e.g. covert threat has 

lower Pd and lower movement rate for given 

terrain 

- More complex to implement

- Not needed to demonstrate prototype objectives

- Not feasible if lookup table approach is selected 

for movement / sensor performance  

FUNCTIONS FORMS ATTRIBUTES
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2.5

Represent threat objectives, behaviors and operating constraints

2.5.2

Represent threat covertness posture

2.5.3	

Represent threat survivability / escape objectives

Include behaviors as part of threat characterization data / algorithms (M,D)



Dynamically modify signatures and characteristics based on behavior

Manually specify threat movement paths (P)



Specify both objectives and egress points as sink nodes for two part network flow / shortest path algorithms (M,D)



Specify tabu points / regions based on actual or perceived detection probabilities (M,D)



Maintain threat-terrain tabu list (M,D)

Manually specify threat movement paths (P)



Specify objectives as sink nodes for network flow / shortest path algorithms (M, D)

2.

Assess and represent projected / potential threat characteristics

2.5.1

Represent threat intrusion objectives

30

Anderson, Beres, Shaw, Valadez



- - 	Only supports manual approach, does not allow any type of automation

- - 	Excessive workload for analyst

++ 	Easy to incorporate analyst expertise and judgment regarding  

+	Supports either model (directly) or database (indirectly) approaches

+	Simple and computationally efficient

+ 	Consistent with network based mobility modeling approach

+	Allows selection of single or multiple objectives (targets)

- 	Does not provide a mechanism to incorporate analyst expertise and judgment beyond selection of geographic objectives

On further review use of tabu data appears to be  complementary with and an extension of  network flow modeling approach rather than a fully functional alternative -- consider use if  source –sink selection combined with movement network does not provide satisfactory results





+	Supports either model (directly) or database (indirectly) approaches

+	Simple implementation by incorporating covertness posture / behavior into movement and detection data – e.g. covert threat has lower Pd and lower movement rate for given terrain 

-  	More complex to implement

-  	Not needed to demonstrate prototype objectives

-	Not feasible if lookup table approach is selected for movement / sensor performance  
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SSES Function - Form Alternatives 2.6
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2.

Assess and 

represent projected 

/ potential threat 

characteristics

2.6

Provide mobility and 

behavior data to 

threat route planning, 

and performance 

assessment functions 

•

Integrated design 

environment with direct 

interfaces (M)

•

Database query or software 

enabled manual data import / 

export (M,D)

•

Manual data import / export 

(P)

31

Anderson, Beres, Shaw, Valadez

FUNCTIONS FORMS ATTRIBUTES

- Only supports model based approach

++ Minimizes analyst workload – data is provided 

automatically

+  Complementary with network based terrain 

representation

- Significant effort required to design and code, 

but supportable within project timeframe

+ Supports model based or database approaches

- Increased analyst workload:

– Small increase if manual action required to load data initially

- - Prohibitive if manual action required to export/distribute data

for route planning and performance assessment functions

++ Addresses stakeholder interest item

o  Moderate effort required to design and code, largely shared if 

other database functionality is implemented

- - Only supports manual approach, does not allow 

any type of automation

- - Excessive workload for analyst

Intend to pursue hybrid approach: Maintain external database(s) of 

threat mobility,  behavior, and signature data; have analyst select 

database and load data into SSES initially; then use internal data to 

feed SSES models.  Matab-Excel interface is relatively slow and direct 

operation on externally saved data will result in significant run-time 

increase
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2.

Assess and represent projected / potential threat characteristics

2.6

 Provide mobility and behavior data to threat route planning, and performance assessment functions 

Integrated design environment with direct interfaces (M)

















Database query or software enabled manual data import / export (M,D)







Manual data import / export (P)
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FUNCTIONS

FORMS

ATTRIBUTES



- 	Only supports model based approach

++	Minimizes analyst workload – data is provided automatically

+ 	Complementary with network based terrain representation

-	Significant effort required to design and code, but supportable within project timeframe



+	Supports model based or database approaches

-	Increased analyst workload:

– 	    Small increase if manual action required to load data initially

- -	    Prohibitive if manual action required to export/distribute data

	    for route planning and performance assessment functions

++	Addresses stakeholder interest item

o 	Moderate effort required to design and code, largely shared if other database functionality is implemented

- - 	Only supports manual approach, does not allow any type of automation

- - 	Excessive workload for analyst

Intend to pursue hybrid approach: Maintain external database(s) of threat mobility,  behavior, and signature data; have analyst select database and load data into SSES initially; then use internal data to feed SSES models.  Matab-Excel interface is relatively slow and direct operation on externally saved data will result in significant run-time increase
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3.1

Obtain, display, and 

manage attribute and 

performance data on 

for individual sensor 

system elements

•

Manual entry and 

management of sensor 

specifications and 

performance  (M, D,P)

•

Software supported import of 

sensor specifications and 

performance data (M,D,P) 

•

Web based query of vendor 

sensor specs & performance 

(D,M)

3

Develop ESS 

designs and assess 

technical 

performance

3.1.1

Maintain a list/data 

base of available 

sensors

32
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FUNCTIONS FORMS ATTRIBUTES

+ Supports either model driven or database  approaches

++ Addresses stakeholder interest item

++ Allows external editing of performance data

+ Moderate level of effort required to implement sensor spec import 

functionality – effort required is probably less than that required to 

implement integrated editing capability

+ Good enough for proof-of-concept demo

+ Supports model or database approaches

- - Potentially significant effort required to implement web access tools

- Currently do not have “live” partner for sample sensor data

- - Not necessary to demonstrate  SSES concept

+ Supports model, database , and manual approaches

- Moderate level of effort required to build integrated editing 

capability in SSES application

+ Good enough for proof-of-concept demo
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3.1

Obtain, display, and manage attribute and performance data on for individual sensor system elements

Manual entry and management of sensor specifications and performance  (M, D,P)





Software supported import of sensor specifications and performance data (M,D,P) 







Web based query of vendor sensor specs & performance (D,M)

3

Develop ESS designs and assess technical performance

3.1.1

Maintain a list/data base of available sensors
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FUNCTIONS

FORMS

ATTRIBUTES



+	Supports either model driven or database  approaches

++	Addresses stakeholder interest item

++ 	Allows external editing of performance data

+	Moderate level of effort required to implement sensor spec import functionality – effort required is probably less than that required to implement integrated editing capability

+	Good enough for proof-of-concept demo

+	Supports model or database approaches

- -	Potentially significant effort required to implement web access tools

-	Currently do not have “live” partner for sample sensor data

- - 	Not necessary to demonstrate  SSES concept

+	Supports model, database , and manual approaches

-	Moderate level of effort required to build integrated editing capability in SSES application

+	Good enough for proof-of-concept demo





    Sensor Suite Evaluation System					            SSES





    Sensor Suite Evaluation System					            SSES








image68.emf
Sensor Suite Evaluation System SSES

SSES Function - Form Alternatives 3.1
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3.1

Obtain, display, and 

manage attribute and 

performance data on 

for individual sensor 

system elements

3.1.2

Model/represent 

sensor nominal P

d

as 

a function of threat 

type/signature and 

terrain type

3.1.3

Model/represent 

sensor nominal 

effective range as a 

function of threat 

type/signature and 

terrain type

•

Physics / engineering based 

sensor performance model 

(M)

•

Sensor performance database 

(M,D)

•

Hardcopy sensor performance 

tabular data (P)

3

Develop ESS 

designs and assess 

technical 

performance

3.1.4

Model/represent 

sensor nominal false 

alarm rate

33
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FUNCTIONS FORMS ATTRIBUTES

- - Only supports manual approach, does not allow 

any type of automation

- - Excessive workload for analyst

+ Supports either database  (directly) or 

simplified model (i.e. lookup table data 

becomes the model) approaches

+ Simplest to implement

+  Medium-to-low fidelity analysis approach, can 

be mitigated if high fidelity models are used to 

populate database, and multiple factors are 

considered when accessing the data

- Do not have performance data for all candidate 

sensor types and threats

+ Can easily generate “illustrative” data  sets for 

demonstration purposes

- Only supports model based approach

++ Allows highest fidelity modeling of sensor 

performance

- Do not currently have analytic models for all 

candidate sensor types

+ Do have analytic models for some sensor types

- Potentially high level of effort to implement 

sensor models – expect effort to depend on 

number of  different sensor class models 

implemented

Engineering model and sensor performance database approaches are 

complementary not mutually exclusive – Intend to implement a few 

sensor models for proof-of-concept, and use externally generated  

performance databases for most candidate sensors
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3.1

Obtain, display, and manage attribute and performance data on for individual sensor system elements

3.1.2

Model/represent sensor nominal Pd as a function of threat type/signature and terrain type

3.1.3

Model/represent sensor nominal effective range as a function of threat type/signature and terrain type

Physics / engineering based sensor performance model (M)

























Sensor performance database (M,D)

















Hardcopy sensor performance tabular data (P)

3

Develop ESS designs and assess technical performance

3.1.4

Model/represent sensor nominal false alarm rate
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FORMS

ATTRIBUTES





- - 	Only supports manual approach, does not allow any type of automation

- - 	Excessive workload for analyst

+	Supports either database  (directly) or simplified model (i.e. lookup table data becomes the model) approaches

+	Simplest to implement

+ 	Medium-to-low fidelity analysis approach, can be mitigated if high fidelity models are used to populate database, and multiple factors are considered when accessing the data

-	Do not have performance data for all candidate sensor types and threats

+	Can easily generate “illustrative” data  sets for demonstration purposes

- 	Only supports model based approach

++	Allows highest fidelity modeling of sensor performance

Do not currently have analytic models for all candidate sensor types

+	Do have analytic models for some sensor types

-	Potentially high level of effort to implement sensor models – expect effort to depend on number of  different sensor class models implemented

Engineering model and sensor performance database approaches are complementary not mutually exclusive – Intend to implement a few sensor models for proof-of-concept, and use externally generated  performance databases for most candidate sensors
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3.1

Obtain, display, and 

manage attribute and 

performance data on 

for individual sensor 

system elements

3.1.5

Model/represent 

sensor susceptibility 

to environmental 

effects and the effect 

of environment on P

d

, 

effective range and 

FAR

•

Incorporate directly into physics 

/ engineering based sensor 

performance model (M)

•

Incorporate directly into sensor 

performance database values / 

tabular data (M,D)

•

Apply environment dependent 

correction factor to performance 

determined by model / database 

lookup (M,D,P)

3

Develop ESS 

designs and assess 

technical 

performance

34
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FUNCTIONS FORMS ATTRIBUTES

+ Supports either database  (directly) or simplified model (i.e. lookup 

table data becomes the model) approaches

+ Simplest to implement

+  Medium-to-low fidelity analysis approach, can be mitigated if high 

fidelity models are used to populate database, and multiple factors 

are considered when accessing the data

- Do not have performance data for all candidate sensor types and 

threats

+ Can easily generate “illustrative” data  sets for demonstration 

purposes

- Only supports model based approach

++ Allows highest fidelity modeling of sensor performance

- Do not currently have analytic models for all candidate sensor types

+ Do have analytic models for some sensor types

- Potentially high level of effort to implement sensor models – expect 

effort to depend on number of  different sensor class models 

implemented

Considerations for incorporation of environmental effects are 

essentially the same as for the basic model vs. database selection.  For 

sensor classes where a model is developed it makes sense to 

incorporate environmental factors into the model.   For sensors that use  

externally generated  performance databases environmental factors will 

be incorporated into the database.

- No readily available source of performance correction factor data

- No obvious advantage over database approach since correction 

factors can simply be applied to the database data
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3.1

Obtain, display, and manage attribute and performance data on for individual sensor system elements

3.1.5	

Model/represent sensor susceptibility to environmental effects and the effect of environment on Pd, effective range and FAR

Incorporate directly into physics / engineering based sensor performance model (M)











Incorporate directly into sensor performance database values / tabular data (M,D)











Apply environment dependent correction factor to performance determined by model / database lookup (M,D,P)

3

Develop ESS designs and assess technical performance
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+	Supports either database  (directly) or simplified model (i.e. lookup table data becomes the model) approaches

+	Simplest to implement

+ 	Medium-to-low fidelity analysis approach, can be mitigated if high fidelity models are used to populate database, and multiple factors are considered when accessing the data

-	Do not have performance data for all candidate sensor types and threats

+	Can easily generate “illustrative” data  sets for demonstration purposes

- 	Only supports model based approach

++	Allows highest fidelity modeling of sensor performance

Do not currently have analytic models for all candidate sensor types

+	Do have analytic models for some sensor types

-	Potentially high level of effort to implement sensor models – expect effort to depend on number of  different sensor class models implemented

Considerations for incorporation of environmental effects are essentially the same as for the basic model vs. database selection.  For sensor classes where a model is developed it makes sense to incorporate environmental factors into the model.   For sensors that use  externally generated  performance databases environmental factors will be incorporated into the database.

-	No readily available source of performance correction factor data

-	No obvious advantage over database approach since correction factors can simply be applied to the database data
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3.1

Obtain, display, and 

manage attribute and 

performance data on 

for individual sensor 

system elements

3

Develop ESS 

designs and assess 

technical 

performance

3.1.6

Model/represent 

sensor field-of-view 

(azimuth and 

elevation limits)

•

Represent explicitly (M)

•

Incorporate into P

d

performance data (M,D,P)
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Continued on next slide

FUNCTIONS FORMS ATTRIBUTES

3.1.7

Model/represent 

sensor scan / revisit 

times

- - The team has been unable to come up with a 

generalized approach to incorporating field-of-

view into detection performance.

+ Supports either model or database  approach

+ Relatively simple to implement explicit field-of-view test

+  Complementary with line-of-sight calculations

+  Allows most accurate representation of  sensors with restricted FoV

(e.g. CCTV)

•

Represent explicitly (M)

•

Incorporate into P

d

performance data (M,D,P)

Aligns with the model vs. database decision for particular sensor 

classes.  For sensor classes where a model is developed it is 

straightforward to incorporate scan times factors explicitly into the 

model.   For sensor “models” that rely on a performance database scan 

times will be subsumed into the performance data
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3.1

Obtain, display, and manage attribute and performance data on for individual sensor system elements

3

Develop ESS designs and assess technical performance

3.1.6

Model/represent sensor field-of-view (azimuth and elevation limits)

Represent explicitly (M)



Incorporate into Pd  performance data (M,D,P)
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Continued on next slide

FUNCTIONS

FORMS

ATTRIBUTES

3.1.7	

Model/represent sensor scan / revisit times



- -	The team has been unable to come up with a generalized approach to incorporating field-of-view into detection performance.

+	Supports either model or database  approach

+	Relatively simple to implement explicit field-of-view test

+ 	Complementary with line-of-sight calculations

+ 	Allows most accurate representation of  sensors with restricted FoV (e.g. CCTV)

Represent explicitly (M)



Incorporate into Pd  performance data (M,D,P)





Aligns with the model vs. database decision for particular sensor classes.  For sensor classes where a model is developed it is straightforward to incorporate scan times factors explicitly into the model.   For sensor “models” that rely on a performance database scan times will be subsumed into the performance data
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3.1

Obtain, display, and 

manage attribute and 

performance data on 

for individual sensor 

system elements

3

Develop ESS 

designs and assess 

technical 

performance

3.1.8

Represent sensor 

support requirements 

including electrical 

power, 

communications / 

connectivity 

mechanisms, and 

interfaces

•

Electronic sensor support 

requirement database (M,D)

•

Hardcopy sensor support 

requirement tabular data (P)

3.1.9

Represent sensor 

cost data including 

procurement, 

installation, and life-

cycle operations and 

support costs

36

Anderson, Beres, Shaw, Valadez

FUNCTIONS FORMS ATTRIBUTES

+ Supports either model or database  approach

+ Relatively simple to  implement – minimal additional effort to add 

cost data for sensors that use external spec / performance 

database 

++ Allows automated / integrated cost estimation

+  Could be extended to automated generation of installation plans / 

specs in follow on system

- - Only supports manual approach, does not allow any type of 

automation

- No reduction in analyst / designer workload
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3.1

Obtain, display, and manage attribute and performance data on for individual sensor system elements

3

Develop ESS designs and assess technical performance

3.1.8

Represent sensor support requirements including electrical power, communications / connectivity mechanisms, and interfaces

Electronic sensor support requirement database (M,D)























Hardcopy sensor support requirement tabular data (P)

3.1.9

Represent sensor cost data including procurement, installation, and life-cycle operations and support costs
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FUNCTIONS

FORMS

ATTRIBUTES

+	Supports either model or database  approach

+	Relatively simple to  implement – minimal additional effort to add cost data for sensors that use external spec / performance database 

++ 	Allows automated / integrated cost estimation

+ 	Could be extended to automated generation of installation plans / specs in follow on system

- - 	Only supports manual approach, does not allow any type of automation



- 	No reduction in analyst / designer workload
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3.2

Select, place,  assess, 

and display the 

performance of 

individual sensors

3

Develop ESS 

designs and assess 

technical 

performance

3.2.1

Select sensors from 

list of available 

sensors

3.2.1.1

Manually select 

sensors

•

Manually select from pull 

down menu in development 

environment (G)

•

Manually select by drag-and-

drop in development 

environment (G)

•

Manually select via database 

query (D)

3.2.1.2

Recommend sensors 

for manual selection

•

Same as 3.2.1.2. below, but 

with manual acceptance and 

editing
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FUNCTIONS FORMS ATTRIBUTES

Specific interface mechanism does not impact overall SSES architecture 

given development environment approach is selected -- both 

approaches work.  Defer pending assessment of GUI “real estate” 

available.

- Only supports model based approach

+ Moderate level of effort to implement manual selection and 

placement controls

++ Provides intuitive, user friendly interface approach

+ Minimum functionality for useful proof-of-concept demonstration

+ Same controls used for manual selection and editing can be 

leveraged for approval / editing of automatically generated plans

- Only supports database approach

- May require database skills not currently available in current 

workforce 

- Increased workload relative to GUI approach
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3.2

Select, place,  assess, and display the performance of individual sensors

3

Develop ESS designs and assess technical performance

3.2.1	

Select sensors from list of available sensors

3.2.1.1	

Manually select sensors

Manually select from pull down menu in development environment (G)





Manually select by drag-and-drop in development environment (G)







Manually select via database query (D)

3.2.1.2	

Recommend sensors for manual selection

Same as 3.2.1.2. below, but with manual acceptance and editing
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FUNCTIONS

FORMS

ATTRIBUTES





Specific interface mechanism does not impact overall SSES architecture given development environment approach is selected --  both approaches work.  Defer pending assessment of GUI “real estate” available.

-	Only supports model based approach

+	Moderate level of effort to implement manual selection and placement controls

++	Provides intuitive, user friendly interface approach

+	Minimum functionality for useful proof-of-concept demonstration

+	Same controls used for manual selection and editing can be leveraged for approval / editing of automatically generated plans

-  	Only supports database approach

- 	May require database skills not currently available in current workforce 

-  	Increased workload relative to GUI approach
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3.2

Select, place,  assess, 

and display the 

performance of 

individual sensors

3

Develop ESS 

designs and assess 

technical 

performance

3.2.1.3

Automatically select 

sensors

•

Rule based expert system 

(M,D)

•

Greedy set covering 

algorithms (M)

•

Network flow / spanning   

tree  algorithms (M)

•

Dynamic programming 

algorithms (M)

•

Stochastic design using 

genetic algorithms or 

simulated annealing (M)
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FUNCTIONS FORMS ATTRIBUTES

+ Conceptually simplest approach

+ Potentially easiest to develop and code

+ Low expected processing time

- Depends on ability to generate broadly applicable selection 

heuristic – not a given

- Solutions not provably optimal

+ Minimum requirement for successful proof-of-concept 

demonstration

+ Conceptually relatively simple approach

o Moderate effort to develop and code

- Solutions will generally not be optimal, and may be relatively poor

- More complicated algorithm

- Higher level of effort to develop and code

+ May be complementary with, and able to leverage network based 

terrain and movement representations

o Processing demand is unclear 

o Not clear whether generated solutions will be provably optimal

- More complicated algorithm

- Significantly higher level of effort to develop and code

- Potentially very high processing demand for larger designs unless 

combined with heuristic that can reduce selection space 

++ Can produce provably optimal solutions

- Significantly  more complicated algorithm

- - Significantly higher level of effort to develop and code, probably not 

executable within project timeframe

++ Scalable processing demand, i.e. can find “best” solution  for given 

analysis budget

++ Can produce multiple “good” solutions

++ Complementary with other potential solutions 

No clear winner at this point.  At a minimum, intend to implement rule 

based approach with option to trade us after remaining SSES 

functionality and architecture have been established and tested.
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3.2

Select, place,  assess, and display the performance of individual sensors

3

Develop ESS designs and assess technical performance

3.2.1.3

Automatically select sensors

Rule based expert system (M,D)



Greedy set covering algorithms (M)



Network flow / spanning   tree  algorithms (M)





Dynamic programming algorithms (M)





Stochastic design using genetic algorithms or simulated annealing (M)
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FUNCTIONS

FORMS

ATTRIBUTES

+	Conceptually simplest approach

+	Potentially easiest to develop and code

+	Low expected processing time

- 	Depends on ability to generate broadly applicable selection heuristic – not a given

-	Solutions not provably optimal

+	Minimum requirement for successful proof-of-concept demonstration

+	Conceptually relatively simple approach

o	Moderate effort to develop and code

- 	Solutions will generally not be optimal, and may be relatively poor

-	More complicated algorithm

-	Higher level of effort to develop and code

+	May be complementary with, and able to leverage network based terrain and movement representations

o	Processing demand is unclear 

o	Not clear whether generated solutions will be provably optimal

-	More complicated algorithm

-	Significantly higher level of effort to develop and code

-	Potentially very high processing demand for larger designs unless combined with heuristic that can reduce selection space 

++	Can produce provably optimal solutions

-	Significantly  more complicated algorithm

- -	Significantly higher level of effort to develop and code, probably not executable within project timeframe

++	Scalable processing demand, i.e. can find “best” solution  for given analysis budget

++	Can produce multiple “good” solutions

++ 	Complementary with other potential solutions 

No clear winner at this point.  At a minimum, intend to implement rule based approach with option to trade us after remaining SSES functionality and architecture have been established and tested.
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3.2

Select, place,  assess, 

and display the 

performance of 

individual sensors

3

Develop ESS 

designs and assess 

technical 

performance

3.2.2

Position and orient 

sensors

3.2.2.1

Manually position 

and orient sensors

•

Drag sensor position / orientation in 

development environment (G+M)

•

Manually edit sensor position / 

orientation in development 

environment (G+M)

•

Manually edit sensor position / 

orientation in database (D)

3.2.2.2

Recommend sensors 

for manual selection

•

Integrated into 3.2.1.3 functionality

39
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- Supports model approach only

- More time consuming than drag & drop

- Does not provide direct visual feedback on sensor coverage

+ Provides more explicit control of sensor placement & orientation

- Supports model approach only

+ Faster and easier than numeric / text editing

+ Intuitive approach familiar to most computer users

+  Can provide direct visual feedback on sensor coverage

- May offer less explicit control of sensor placement & orientation 

than direct editing

Drag & drop and editing are complementary not mutually exclusive –

may use both with drag & drop for gross positioning and editor for fine 

tuning

- Supports database approach only

- Does not provide direct visual feedback on sensor coverage

+ Only apparent option if database approach is selected

FUNCTIONS FORMS ATTRIBUTES
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3.2

Select, place,  assess, and display the performance of individual sensors

3

Develop ESS designs and assess technical performance

3.2.2	

Position and orient sensors

3.2.2.1	

Manually position and orient sensors



Drag sensor position / orientation in development environment (G+M)













Manually edit sensor position / orientation in development environment (G+M)





Manually edit sensor position / orientation in database (D)

3.2.2.2

Recommend sensors for manual selection

Integrated into 3.2.1.3 functionality

39
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-	Supports model approach only

-	More time consuming than drag & drop

- 	Does not provide direct visual feedback on sensor coverage

+	Provides more explicit control of sensor placement & orientation



-	Supports model approach only

+	Faster and easier than numeric / text editing

+	Intuitive approach familiar to most computer users

+ 	Can provide direct visual feedback on sensor coverage

-	May offer less explicit control of sensor placement & orientation than direct editing



Drag & drop and editing are complementary not mutually exclusive – may use both with drag & drop for gross positioning and editor for fine tuning

-	Supports database approach only

- 	Does not provide direct visual feedback on sensor coverage

+	Only apparent option if database approach is selected

FUNCTIONS

FORMS

ATTRIBUTES
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3.2

Select, place,  assess, 

and display the 

performance of 

individual sensors

3

Develop ESS 

designs and assess 

technical 

performance

3.2.3

Assess and display sensor coverage and 

detection performance

3.2.3.1

Model emplaced 

sensor detection 

performance

•

Physics / engineering based sensor 

performance model (M)

•

Sensor performance database (D)

•

Hardcopy sensor performance 

tabular data (P)

3.2.3.1.1

Calculate sensor-to-

target LOS

•

Automatic LOS calculation based 

on terrain elevation grid & feature 

data (M)

•

Automatic LOS calculation based 

on terrain facet & feature data (M)

•

Database LOS lookup (M,D)
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FUNCTIONS FORMS ATTRIBUTES

See discussion of functions 3.1.2, 3.1.3, 3.1.4 – Intend to implement a 

few sensor models for proof-of-concept, and use externally generated  

performance databases for most candidate sensors

- - Only supports manual approach, does not allow 

any type of automation

- - Excessive workload for analyst

- Supports model approach only

+ Native format of DTED / DEM data is elevation grid

++ Matlab mapping toolbox includes line-of-site calculation function 

that operates on grid data

- Supports model approach only

- Additional effort required to design and code facet based line-of-

sight calculation

- May be lower resolution than grid data depending on the size of 

terrain faces vs grid spacing

o Potentially faster or significantly slower than grid based line-of-

sight calculation depending on ability to limit number of faces 

tested

+ Could support either database or model approach

- Does not resolve issue of how line-of-sight is calculated initially

- - Significant up-front cost to calculate line-of-sight data, 

potentially prohibitive storage requirement for large terrain 

maps

+ Potentially faster in execution
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3.2

Select, place,  assess, and display the performance of individual sensors

3

Develop ESS designs and assess technical performance

3.2.3

Assess and display sensor coverage and detection performance

3.2.3.1	

Model emplaced sensor detection performance

Physics / engineering based sensor performance model (M)



Sensor performance database (D)



Hardcopy sensor performance tabular data (P)

3.2.3.1.1	

Calculate sensor-to-target LOS

Automatic LOS calculation based on terrain elevation grid & feature data (M)











Automatic LOS calculation based on terrain facet & feature data (M)















Database LOS lookup (M,D)
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FUNCTIONS

FORMS

ATTRIBUTES





See discussion of functions 3.1.2, 3.1.3, 3.1.4 – Intend to implement a few sensor models for proof-of-concept, and use externally generated  performance databases for most candidate sensors

- - 	Only supports manual approach, does not allow any type of automation

- - 	Excessive workload for analyst

-	Supports model approach only

+	Native format of DTED / DEM data is elevation grid

++	Matlab mapping toolbox includes line-of-site calculation function that operates on grid data

-	Supports model approach only

Additional effort required to design and code facet based line-of-sight calculation

May be lower resolution than grid data depending on the size of terrain faces vs grid spacing

o	Potentially faster or significantly slower than grid based line-of-sight calculation depending on ability to limit number of faces tested

+	Could support either database or model approach

Does not resolve issue of how line-of-sight is calculated initially

- - 	Significant up-front cost to calculate line-of-sight data, potentially prohibitive storage requirement for large terrain maps

+	Potentially faster in execution
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3.2

Select, place,  assess, 

and display the 

performance of 

individual sensors

3

Develop ESS 

designs and assess 

technical 

performance

3.2.3

Assess and display sensor coverage and 

detection performance

3.2.3.1.2

Determine target-to-

sensor propagation 

path losses

•

Automatic propagation path / path 

loss calculation based on terrain 

model / database (M,D)

•

Database path/path loss look-up (D)

•

Manual calculation and entry of path 

losses (P)

3.2.3.1.3

Determine sensor 

azimuth and 

elevation coverage

•

Incorporate azimuth and elevation 

and field-of-view limits directly into 

physics / engineering based sensor 

performance model (M)

•

Incorporate azimuth and elevation 

and field-of-view limits into sensor 

performance data (M,D)
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FUNCTIONS FORMS ATTRIBUTES

Considerations are the same as for 3.1 6 

o Although automated propagation path calculation can be 

implemented for both a model based or database based 

approach, it is effectively only applicable to sensors whose 

performance will be modeled

+  Relatively straightforward to model signal attenuation as a 

function of range and terrain type

+ Can leverage line-of-sight algorithms

+ Lowest workload on analyst / designer 

+ Could support either database or model approach

- Does not eliminate need for model to perform initial propagation 

path / loss calculation

- - Significant up-front cost to calculate loss data, potentially 

prohibitive storage requirement for large terrain maps

+ Potentially faster in execution

- - Only supports manual approach, does not allow any type of 

automation

- - Prohibitive workload for analyst

- - The team has been unable to come up with a 

generalized approach to incorporating field of 

view into detection performance.

+ Supports either model or database  approach

+ Relatively simple to implement explicit field-of-view test

+  Complementary with line-of-sight calculations

+  Allows most accurate representation of  sensors with restricted FoV

(e.g. CCTV)


Microsoft_Office_PowerPoint_Slide40.sldx
SSES Function - Form Alternatives 3.2.3.1

26 March 09

3.2

Select, place,  assess, and display the performance of individual sensors

3

Develop ESS designs and assess technical performance

3.2.3

Assess and display sensor coverage and detection performance

3.2.3.1.2

Determine target-to-sensor propagation path losses

Automatic propagation path / path loss calculation based on terrain model / database (M,D)













Database path/path loss look-up (D)







Manual calculation and entry of path losses (P)

3.2.3.1.3

Determine sensor azimuth and elevation coverage

Incorporate azimuth and elevation and field-of-view limits directly into physics / engineering based sensor performance model (M)



Incorporate azimuth and elevation and field-of-view limits into sensor performance data (M,D)
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FUNCTIONS

FORMS

ATTRIBUTES



Considerations are the same as for 3.1 6 

o	Although automated propagation path calculation can be implemented for both a model based or database based approach, it is effectively only applicable to sensors whose performance will be modeled

+ 	Relatively straightforward to model signal attenuation as a function of range and terrain type

+	Can leverage line-of-sight algorithms

+	Lowest workload on analyst / designer 

+	Could support either database or model approach

Does not eliminate need for model to perform initial propagation path / loss calculation

- - 	Significant up-front cost to calculate loss data, potentially prohibitive storage requirement for large terrain maps

+	Potentially faster in execution

- - 	Only supports manual approach, does not allow any type of automation

- - 	Prohibitive workload for analyst

- -	The team has been unable to come up with a generalized approach to incorporating field of view into detection performance.

+	Supports either model or database  approach

+	Relatively simple to implement explicit field-of-view test

+ 	Complementary with line-of-sight calculations

+ 	Allows most accurate representation of  sensors with restricted FoV (e.g. CCTV)
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SSES Function - Form Alternatives 3.2.3.1 (cont)
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3.2

Select, place,  assess, 

and display the 

performance of 

individual sensors

3

Develop ESS 

designs and assess 

technical 

performance

3.2.3

Assess and display sensor coverage and 

detection performance

3.2.3.1.6

Calculate P

d 

at 

discrete points as a 

function of sensor, 

threat, terrain, and 

environmental 

conditions

•

Perform on-demand P

d

calculations / data 

lookup (M,D)

•

Pre-calculate point-to-point P

d

values and 

populate database (D)

•

Manually calculate P

d 

performance (P)

3.2.3.1.5

Adjust sensor 

performance for 

environmental effects

•

Incorporate environmental factors directly 

into physics / engineering based sensor 

performance model (M)

•

Incorporate environment into sensor 

performance database values / tabular 

data (D)

•

Apply environment dependent correction 

factor to performance determined by 

model / database lookup (D,P)
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FUNCTIONS FORMS ATTRIBUTES

3.2.3.1.4

Calculate terrain type 

effects on sensor 

performance

•

Incorporate terrain type factors directly 

into physics / engineering based sensor 

performance model (M)

•

Incorporate terrain type into sensor 

performance database values / tabular 

data (D)

•

Apply terrain dependent correction factor 

to performance determined by model / 

database lookup (M,D,P)

See discussion of functions 3.1.2 – Intend to model terrain 

factors directly for sensors that are modeled explicitly and 

represent terrain effects via performance data for other 

sensors.

See discussion of functions 3.1.5– Intend to model 

environmental factors directly for sensors that are modeled 

explicitly and represent environmental effects via 

performance data for other sensors.

+ Supports model based or database approaches

++ Low up-front cost and minimal storage requirement

- Potentially slower in execution

+ Supports database approach only

- - High up-front calculation cost and high storage 

requirement

- - May need to recalculate all database values each time 

sensor selection / placement / orientation is changed

- - Only supports manual approach, does not allow 

any type of automation

- - Excessive workload for analyst
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3.2

Select, place,  assess, and display the performance of individual sensors

3

Develop ESS designs and assess technical performance

3.2.3

Assess and display sensor coverage and detection performance

3.2.3.1.6

Calculate Pd at discrete points as a function of sensor, threat, terrain, and environmental conditions

Perform on-demand Pd calculations / data lookup (M,D)

Pre-calculate point-to-point Pd values and populate database (D)

Manually calculate Pd performance (P)

3.2.3.1.5

Adjust sensor performance for environmental effects

Incorporate environmental factors directly into physics / engineering based sensor performance model (M)

Incorporate environment into sensor performance database values / tabular data (D)

Apply environment dependent correction factor to performance determined by model / database lookup (D,P)
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FUNCTIONS

FORMS

ATTRIBUTES

3.2.3.1.4

Calculate terrain type effects on sensor performance

Incorporate terrain type factors directly into physics / engineering based sensor performance model (M)

Incorporate terrain type into sensor performance database values / tabular data (D)

Apply terrain dependent correction factor to performance determined by model / database lookup (M,D,P)











See discussion of functions 3.1.2 – Intend to model terrain factors directly for sensors that are modeled explicitly and represent terrain effects via performance data for other sensors.

See discussion of functions 3.1.5– Intend to model environmental factors directly for sensors that are modeled explicitly and represent environmental effects via performance data for other sensors.

+	Supports model based or database approaches

++	Low up-front cost and minimal storage requirement

-  	Potentially slower in execution

+	Supports database approach only

- -	High up-front calculation cost and high storage requirement

-  -	May need to recalculate all database values each time sensor selection / placement / orientation is changed

- - 	Only supports manual approach, does not allow any type of automation

- - 	Excessive workload for analyst





    Sensor Suite Evaluation System					            SSES





    Sensor Suite Evaluation System					            SSES



"SSES Punction - Form Alternatives






image78.emf
Sensor Suite Evaluation System SSES

SSES Function - Form Alternatives 3.2.3.1 (cont)
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3.2

Select, place,  assess, 

and display the 

performance of 

individual sensors

3

Develop ESS 

designs and assess 

technical 

performance

3.2.3

Assess and display sensor coverage and 

detection performance

3.2.3.1.7

Calculate aggregate 

P

d 

for designated 

areas as a function of 

sensor, threat, 

terrain, and 

environmental 

conditions

•

Pre-calculate area aggregate P

d 

values 

and populate database (D)

•

Manually calculate aggregate area P

d

performance (P)

•

Sample P

d

data over a grid and 

aggregate results (M)

•

Stochastically sample P

d

data at random 

points and compute expected values 

(M)

3.2.3.1.8

Calculate sensor 

internally and 

externally generated 

false alarm rates

•

Physics / engineering based sensor 

false alarm model (M)

•

Sensor false alarm database (D)

•

Hardcopy sensor false alarm tabular 

data (P)
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FUNCTIONS FORMS ATTRIBUTES

- - Only supports manual approach, does not allow 

any type of automation

- - Excessive workload for analyst

- Supports model based approach only

++ Straightforward to implement – basically just involves 

performing point-to-point detection calculation for 

multiple points and aggregating results 

+ Supports database approach only

- - High up-front calculation cost and high storage 

requirement

- - May need to recalculate all database values each time 

sensor selection / placement / orientation is changed

Decision to sample over regular grid vs random gird does not 

impact SSES architecture – will try both and select approach 

with better execution time and accuracy

See discussion of functions 3.1.2, 3.1.3, 3.1.4 and 3.2.3.1 

considerations for false alarm modeling are basically the same as for P

d

modeling – Intend to implement false alarm models for the same 

sensors that use P

d

models, and use false alarm databases for sensors 

that use P

d

database
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3.2

Select, place,  assess, and display the performance of individual sensors

3

Develop ESS designs and assess technical performance

3.2.3

Assess and display sensor coverage and detection performance

3.2.3.1.7

Calculate aggregate Pd for designated areas as a function of sensor, threat, terrain, and environmental conditions

Pre-calculate area aggregate Pd values and populate database (D)



Manually calculate aggregate area Pd performance (P)



Sample Pd data over a grid and aggregate results (M)

Stochastically sample Pd data at random points and compute expected values (M)

3.2.3.1.8

Calculate sensor internally and externally generated false alarm rates

Physics / engineering based sensor false alarm model (M)



Sensor false alarm database (D)



Hardcopy sensor false alarm tabular data (P)
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- - 	Only supports manual approach, does not allow any type of automation

- - 	Excessive workload for analyst

-	Supports model based approach only

++	Straightforward to implement – basically just involves performing point-to-point detection calculation for multiple points and aggregating results 

+	Supports database approach only

- -	High up-front calculation cost and high storage requirement

-  -	May need to recalculate all database values each time sensor selection / placement / orientation is changed

Decision to sample over regular grid vs random gird does not impact SSES architecture – will try both and select approach with better execution time and accuracy



See discussion of functions 3.1.2, 3.1.3, 3.1.4 and 3.2.3.1 considerations for false alarm modeling are basically the same as for Pd modeling – Intend to implement false alarm models for the same sensors that use Pd models, and use false alarm databases for sensors that use Pd database
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SSES Function - Form Alternatives 3.3.1
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3.3

Construct, assess, and 

display the 

performance and cost 

of sensor suites

3

Develop ESS 

designs and assess 

technical 

performance

3.3.1

Construct sensor networks from 

individual sensors

3.3.1.1

Manually select and 

position sets of 

sensors

•

Direct manual selection and 

placement (G+M, D, P)

•

Manual selection and 

placement by rule (G+M,D)

•

•

Manually select sensor type, 

with auto placement (G+M,D) 

3.3.1.3

Form sensor 

networks

•

Shortest path / spanning tree 

algorithms (M)

•

Manually connect sensors 

(M,D,P)

•

Bayesnet algorithms (M)

•

Colored Petri Net algorithms  

(M)

3.3.1.2

Heuristically select 

and position sets of 

sensors

•

Heuristic fill-in of manually 

seeded sensors (M,D)

•

Dynamic programming 

algorithms (M)

•

Spanning tree / network flow 

algorithms (M)
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FUNCTIONS FORMS ATTRIBUTES

++ Applicable to model based, database, and manual 

approaches

++ Lowest development and coding effort

+ Minimum capability required for successful proof of 

concept demonstration

- Provides least reduction in analyst / designer workload

Major challenge is identification and validation of suitable 

heuristics for sensor selection and placement – choice of 

heuristic is not expected to drive architecture so defer this 

decision until basic functionality for manual placement has 

been developed

+ Applicable to model based approach only

+ Complementary with network algorithms for route 

planning and min / max vulnerability routes

+ Can leverage Matlab BGL network analysis tools

++ Applicable to model based, database, and manual 

approaches

++ Lowest development and coding effort

+ Minimum capability required for successful proof of 

concept demonstration

- Provides least reduction in analyst / designer workload

- Do not yet have a clear vision of how Bayesnet or CPN 

algorithms would be implemented 

- Applicable to model based approach only

+ Conceptually relatively straightforward, and easy to code

- - Potentially very high computation costs for sites/designs 

with large number of terrain faces or sensors
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3.3

Construct, assess, and display the performance and cost of sensor suites

3

Develop ESS designs and assess technical performance

3.3.1	

Construct sensor networks from individual sensors

3.3.1.1	

Manually select and position sets of sensors

Direct manual selection and placement (G+M, D, P)



Manual selection and placement by rule (G+M,D)

 

Manually select sensor type, with auto placement (G+M,D) 

3.3.1.3

Form sensor networks

Shortest path / spanning tree algorithms (M)

Manually connect sensors (M,D,P)

Bayesnet algorithms (M)

Colored Petri Net algorithms  (M)

3.3.1.2

Heuristically select and position sets of sensors

Heuristic fill-in of manually seeded sensors (M,D)

Dynamic programming algorithms (M)

Spanning tree / network flow algorithms (M)
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FUNCTIONS

FORMS

ATTRIBUTES



++	Applicable to model based, database, and manual approaches

++	Lowest development and coding effort

+	Minimum capability required for successful proof of concept demonstration

-	Provides least reduction in analyst / designer workload

Major challenge is identification and validation of suitable heuristics for sensor selection and placement – choice of heuristic is not expected to drive architecture so defer this decision until basic functionality for manual placement has been developed

+	Applicable to model based approach only

+	Complementary with network algorithms for route planning and min / max vulnerability routes

+	Can leverage Matlab BGL network analysis tools

++	Applicable to model based, database, and manual approaches

++	Lowest development and coding effort

+	Minimum capability required for successful proof of concept demonstration

-	Provides least reduction in analyst / designer workload



-	Do not yet have a clear vision of how Bayesnet or CPN algorithms would be implemented 

-	Applicable to model based approach only

+	Conceptually relatively straightforward, and easy to code

- -	Potentially very high computation costs for sites/designs with large number of terrain faces or sensors
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SSES Function - Form Alternatives 3.3.2
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3.3

Construct, assess, and 

display the 

performance and cost 

of sensor suites

3

Develop ESS 

designs and assess 

technical 

performance

3.3.2 ,

Assess sensor suite coverage, detection 

performance and cost

3.3.2.1

Represent the 

integration of the 

outputs of multiple 

sensors in various 

architectures

•

Min cost flow (M,D)

3.3.2.2

Apply alternative 

sensor fusion rules

•

Primary sensor with 

confirmation (M,D)

•

Voting algorithms (M,D)

•

Bayesian classification 

algorithms (M,D)

•

Colored petri-net (M,D)
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FUNCTIONS FORMS ATTRIBUTES

3.3.2.3

Determine sensor 

suite fused P

d

for 

discrete points as a 

function of sensor, 

threat, terrain, and 

environment

•

Done via application of 

algorithms in 3.3.2.2 to 

specific sensor-target 

geometries

+ Applicable to model based and database approaches

- Only addresses  sensor connectivity 

+  Lowest development and coding effort

+ Readily supports network routing and cost estimation

+ Minimum capability required for successful proof of 

concept demonstration

+ Only alternative identified so far

Two distinct issues must be addressed: 1) 

connectivity between multiple sensors and 

monitoring site , and 2) sensor data fusion 

+  Simple algorithm with low development and coding 

effort

- Takes simplistic view of sensor fusion, unlikely to 

capture important details

+ Meets minimum objective for proof-of-concept 

demonstration

+ Relatively simple algorithm with manageable 

development and coding effort

o Able to capture some additional sensor fusion details

- More complex algorithm with higher development and 

coding effort – may not be executable within project 

timeframe

+ Allows more sophisticated assessment of sensor fusion 

– provides growth path for follow-on system

+ Supports  robust proof-of-concept demonstration

- - Potentially much greater development and coding effort 

– probably not be executable within project timeframe

- - Team lacks CPN development background

++ Most flexible / highest fidelity modeling approach –

provides best growth path for follow-on system

+ Not necessary for successful proof-of-concept demo
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3.3

Construct, assess, and display the performance and cost of sensor suites

3

Develop ESS designs and assess technical performance

3.3.2	,

Assess sensor suite coverage, detection performance and cost

3.3.2.1	

Represent the integration of the outputs of multiple sensors in various architectures

Min cost flow (M,D)



3.3.2.2

Apply alternative sensor fusion rules

Primary sensor with confirmation (M,D)





Voting algorithms (M,D)





Bayesian classification algorithms (M,D)





Colored petri-net (M,D)
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3.3.2.3

Determine sensor suite fused Pd for discrete points as a function of sensor, threat, terrain, and environment

Done via application of algorithms in 3.3.2.2 to specific sensor-target geometries

+	Applicable to model based and database approaches

Only addresses  sensor connectivity 

+ 	Lowest development and coding effort

+	Readily supports network routing and cost estimation

+	Minimum capability required for successful proof of concept demonstration

+	Only alternative identified so far

Two distinct issues must be addressed: 1) connectivity between multiple sensors and monitoring site , and 2) sensor data fusion 



+ 	Simple algorithm with low development and coding effort

Takes simplistic view of sensor fusion, unlikely to capture important details

+	Meets minimum objective for proof-of-concept demonstration

+	Relatively simple algorithm with manageable development and coding effort

o	Able to capture some additional sensor fusion details

- 	More complex algorithm with higher development and coding effort – may not be executable within project timeframe

+	Allows more sophisticated assessment of sensor fusion – provides growth path for follow-on system

+	Supports  robust proof-of-concept demonstration



- -	Potentially much greater development and coding effort – probably not be executable within project timeframe

- - 	Team lacks CPN development background

++	Most flexible / highest fidelity modeling approach – provides best growth path for follow-on system

+	Not necessary for successful proof-of-concept demo
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3.3
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display the 

performance and cost 

of sensor suites
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designs and assess 

technical 

performance

3.3.2 ,

Assess sensor suite coverage, detection 

performance and cost

3.3.2.4

Determine sensor 

suite aggregate fused 

P

d 

for designated 

areas as a function of 

sensor, threat, 

terrain, and 

environment

•

Represent area  P

d

by terrain 

face centroid point-to-point P

d

(M,D)

•

Aggregate point-to-point 

results over regular grid 

(M,D)

•

Use expected value of Monte 

Carlo point-to-point results 

(M,D)

3.3.2.5

Determine fused false 

alarm rate for the 

sensor suite for 

alternative sensor 

fusion rules

•

Incorporate into 3.3.2.2 

algorithms
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FUNCTIONS FORMS ATTRIBUTES

+  Simplest approach 

+ Essentially no additional development and coding effort 

over basic P

d

algorithm

- - May provide inaccurate aggregate P

d

estimates for large 

terrain faces / if P

d

varies significantly within face

+ Meets basic requirement for proof-of-concept demo

Decision to sample over regular grid vs random gird does not 

impact SSES architecture – will try both and select approach 

with better execution time and accuracy

o Small additional development and coding effort over 

basic Pd algorithm

++ Can provide  accurate aggregate Pd estimates for large 

terrain faces and for cases where Pd varies significantly 

within face

++ Can be used to trigger prompt to analyst / designer to 

subdivide terrain faces if  large variation  in Pd exists
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3.3

Construct, assess, and display the performance and cost of sensor suites

3

Develop ESS designs and assess technical performance

3.3.2	,

Assess sensor suite coverage, detection performance and cost

3.3.2.4

Determine sensor suite aggregate fused Pd for designated areas as a function of sensor, threat, terrain, and environment

Represent area  Pd by terrain face centroid point-to-point Pd (M,D)



Aggregate point-to-point results over regular grid (M,D)



Use expected value of Monte Carlo point-to-point results (M,D)





3.3.2.5

Determine fused false alarm rate for the sensor suite for alternative sensor fusion rules

Incorporate into 3.3.2.2 algorithms
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FUNCTIONS

FORMS

ATTRIBUTES

+ 	Simplest approach 

+	Essentially no additional development and coding effort over basic Pd algorithm

- - 	May provide inaccurate aggregate Pd estimates for large terrain faces / if Pd varies significantly within face

+	Meets basic requirement for proof-of-concept demo

Decision to sample over regular grid vs random gird does not impact SSES architecture – will try both and select approach with better execution time and accuracy

o	Small additional development and coding effort over basic Pd algorithm

++ 	Can provide  accurate aggregate Pd estimates for large terrain faces and for cases where Pd varies significantly within face

++	Can be used to trigger prompt to analyst / designer to subdivide terrain faces if  large variation  in Pd exists
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Display sensor suite 
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d

for specific points

•

Interactive multi-sensor P

d

display in development 

environment (G+M)

•

Multi-sensor P

d
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query tools (D)

•
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display of multi-sensor P

d 
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3.3.3.2

Display sensor suite 
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d
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•
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d
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•

Database query P
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•
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•
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FUNCTIONS FORMS ATTRIBUTES

3.3.3.3

Display sensor 

coverage by sensor 

and type

+ Best fit for GUI based approach

++ Low marginal design and coding effort provided point-

to-point P

d

calculation has been implemented

+  Can leverage same network data structures used for 

terrain partitioning and movement calculations

- Only applicable to database approach

- Requires significant effort to assess P

d

for multiple points 

- Potentially prohibitive calculation and storage requirements

+ Best fit for GUI based approach

++ Provides best support for visualization and 

comprehension 

++ Easy to display and recognize coverage gaps

+  Can leverage same network data structures used for 

terrain partitioning and movement calculations

- - Only supports manual approach, does not allow 

any type of automation

- - Excessive workload for analyst

- Only applicable to database approach

- Requires significant effort to assess P

d

for multiple points 

- Potentially prohibitive calculation and storage requirements

- - Only supports manual approach

- - Significant effort required to prepare and 

position overlays for evolving sensor suite 

design

3.3.3.4

Display sensor 

coverage gaps and 

blind spots
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3.3

Construct, assess, and display the performance and cost of sensor suites

3

Develop ESS designs and assess technical performance

3.3.3

Display sensor suite coverage and detection performance

3.3.3.1

Display sensor suite Pd for specific points

	

	

Interactive multi-sensor Pd display in development environment (G+M)



Multi-sensor Pd database query tools (D)



Manual calculation and display of multi-sensor Pd  (P)

3.3.3.2

Display sensor suite Pd for designated areas

Color coded Pd map overlays in development environment (G)



Database query Pd numeric data (D)

Database query Pd plot data (D)

Multi-layer manual map overlays (P)

47

Anderson, Beres, Shaw, Valadez



FUNCTIONS

FORMS

ATTRIBUTES

3.3.3.3

Display sensor coverage by sensor and type





+	Best fit for GUI based approach

++	Low marginal design and coding effort provided point-to-point Pd calculation has been implemented

+ 	Can leverage same network data structures used for terrain partitioning and movement calculations

-	Only applicable to database approach

-	Requires significant effort to assess Pd for multiple points 

- 	Potentially prohibitive calculation and storage requirements

+	Best fit for GUI based approach

++	Provides best support for visualization and comprehension 

++	Easy to display and recognize coverage gaps

+ 	Can leverage same network data structures used for terrain partitioning and movement calculations

- - 	Only supports manual approach, does not allow any type of automation

- - 	Excessive workload for analyst

-	Only applicable to database approach

-	Requires significant effort to assess Pd for multiple points 

- 	Potentially prohibitive calculation and storage requirements

- - 	Only supports manual approach

- - 	Significant effort required to prepare and position overlays for evolving sensor suite design

3.3.3.4

Display sensor coverage gaps and blind spots
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3.3
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3
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designs and assess 

technical 

performance

3.3.3

Display sensor suite coverage and 

detection performance

•

Same as 3.3.3.3

3.3.3.5

Display sensor suite 

false alarm rate

•

Sensor false alarm numeric data 

(M, D, P)

•

Sensor false alarm frequency 

plots / histograms (M,D,P)
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FUNCTIONS FORMS ATTRIBUTES

+ Best fit for GUI based approach

++ Low marginal design and coding effort provided point-

to-point P

d

calculation has been implemented

+  Can leverage same network data structures used for 

terrain partitioning and movement calculations

- Only applicable to database approach

- Requires significant effort to assess P

d

for multiple points 

- Potentially prohibitive calculation and storage requirements
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3
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3.3.3
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3.3.3.5

Display sensor suite false alarm rate

Sensor false alarm numeric data (M, D, P)



Sensor false alarm frequency plots / histograms (M,D,P)
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FUNCTIONS

FORMS

ATTRIBUTES

+	Best fit for GUI based approach

++	Low marginal design and coding effort provided point-to-point Pd calculation has been implemented

+ 	Can leverage same network data structures used for terrain partitioning and movement calculations

-	Only applicable to database approach

-	Requires significant effort to assess Pd for multiple points 

- 	Potentially prohibitive calculation and storage requirements
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3.4
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display the 
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3

Develop ESS 
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technical 

performance

•

Integrated cost estimation 

tool in development 

environment (G)

•

Integrated cost estimation 

tool in database (D)

•

Automatically populated cost 

estimation spreadsheet (G,D)

•

Manually populated cost 

estimation spreadsheet 

(GD,P)

•

Manual cost estimation from 

tabular / catalogue data (P)

3.4.1

Estimate cost
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FUNCTIONS FORMS ATTRIBUTES

+ Best fit for GUI based approach

++ Low design and coding effort

+ Lowest workload for analyst / designer – costs are 

updated automatically when design changes

+  Can leverage same network data structures used for 

terrain partitioning and movement calculations

- Only applicable for database approach

+  Straightforward to implement

+ Applicable to both GUI and database approaches

++ Low marginal effort to generate cost spreadsheets once 

cost data is generated

+ Reduced workload for analyst / designer

- - Only supports manual approach, does not allow 

any type of automation

- - Excessive workload for analyst

- - Excessive workload for analyst
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3.4
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3

Develop ESS designs and assess technical performance

Integrated cost estimation tool in development environment (G)





Integrated cost estimation tool in database (D)
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Manual cost estimation from tabular / catalogue data (P)

3.4.1

Estimate cost
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FUNCTIONS

FORMS

ATTRIBUTES





+	Best fit for GUI based approach

++	Low design and coding effort

+	Lowest workload for analyst / designer – costs are updated automatically when design changes

+ 	Can leverage same network data structures used for terrain partitioning and movement calculations

-	Only applicable for database approach

+ 	Straightforward to implement

+	Applicable to both GUI and database approaches

++	Low marginal effort to generate cost spreadsheets once cost data is generated

+	Reduced workload for analyst / designer

- - 	Only supports manual approach, does not allow any type of automation

- - 	Excessive workload for analyst

- - 	Excessive workload for analyst
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3.5

Optimize ESS designs

3

Develop ESS 
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technical 

performance
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manage ESS designs 
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performance metrics
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Manually perform, 

ESS design iterations, 

and compare results 

•

Manual design and assessment 

with integrated comparison tools 

in development environment (G)

•

Manual design and assessment 

with integrated comparison tools 

in database (D) 

•

Manual design and assessment 

with off-line comparison of designs 

(P)

3.5.3

Heuristically  

perform, ESS design 

iterations, and 

compare results

•

Automatic implementation of 

manually developed heuristics 

(M,D)

•

Dynamic programming algorithms 

(M,D)

•

Greedy set covering (M)

•

Simulated annealing (M)

•

Genetic algorithms (M)

•

Embedded database (M,D)

•

Off-line database (M,D,P)

•

Manual tabulation and 

management of data (P)
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FUNCTIONS FORMS ATTRIBUTES

SSES Function - Form Alternatives 3.5

+ Best fit for GUI based approach

+ Lowest analyst effort to manage designs

+ Permits juxtaposition of performance metrics and 

design data

+ Relatively low effort required to design and code

+ Supports any approach

- Additional effort required to design and manage off line 

database

- - Only supports manual approach, does not allow 

any type of automation

- - Excessive workload for analyst

+ Best fit for GUI based approach

+ Lowest analyst effort to manage designs

+ Permits juxtaposition of performance metrics and 

design data

+ Relatively low effort required to design and code

- Only supports database approach

- Additional effort required to design and manage off line 

database as well as building comparison tools

- - Only supports manual approach, does not allow 

any type of automation

- - Excessive workload for analyst
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3
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Manual design and assessment with integrated comparison tools in database (D) 
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SSES Function - Form Alternatives 3.5





+	Best fit for GUI based approach

+	Lowest analyst effort to manage designs

+	Permits juxtaposition of performance metrics and design data

+	Relatively low effort required to design and code

+	Supports any approach

- 	Additional effort required to design and manage off line database

- - 	Only supports manual approach, does not allow any type of automation

- - 	Excessive workload for analyst

+	Best fit for GUI based approach

+	Lowest analyst effort to manage designs

+	Permits juxtaposition of performance metrics and design data

+	Relatively low effort required to design and code

-	Only supports database approach

- 	Additional effort required to design and manage off line database as well as building comparison tools

- - 	Only supports manual approach, does not allow any type of automation

- - 	Excessive workload for analyst
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SSES Function - Form Alternatives 4.1.1

26 March 09

4.1

Assess and display 

ESS operational 

performance against 

customer site 

protection 

requirements using 

analytic methods

4

Assess ESS 

operational 

performance

4.1.1

Calculate measures of 

effectiveness for 

threat ingress/egress 

routes

4.1.1.1

Identify intruder 

ingress / egress 

route(s) that 

minimize the time 

required to reach 

defended areas

•

Solve movement rate 

weighted shortest path / 

network flow problem all or 

designated nodes (M)
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security force 
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•
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weighted shortest path / 
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designated nodes (M)

4.1.1.2

Identify intruder 

ingress / egress 

route(s) that 

minimize the  

probability of being 

detected

•

Solve P

d

weighted shortest 

path / network flow problem 

for all or designated nodes 

(M)
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FUNCTIONS FORMS ATTRIBUTES

+ Only feasible approaches identified thus far

+ Mature analysis approach

+ Complementary with terrain network modeling approach

+ Relatively low design and coding effort  to implement

+  Can leverage Matlab graph analysis toolbox
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+	Only feasible approaches identified thus far

+	Mature analysis approach

+	Complementary with terrain network modeling approach

+	Relatively low design and coding effort  to implement

+ 	Can leverage Matlab graph analysis toolbox
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4.1.2.2

Calculate worst case 

cumulative P

d

for 

designated areas

FUNCTIONS FORMS ATTRIBUTES

+ Only feasible approaches identified thus far

+ Relatively low design and coding effort 

+  Can leverage Matlab graph analysis toolbox
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4.1.2.2

Calculate worst case cumulative Pd for designated areas

FUNCTIONS

FORMS

ATTRIBUTES







+	Only feasible approaches identified thus far

+	Relatively low design and coding effort 

+ 	Can leverage Matlab graph analysis toolbox
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FUNCTIONS FORMS ATTRIBUTES

+ Only feasible approaches identified thus far

+ Relatively low design and coding effort 

+  Can leverage Matlab graph analysis toolbox
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+	Only feasible approaches identified thus far

+	Relatively low design and coding effort 

+ 	Can leverage Matlab graph analysis toolbox
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4
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FUNCTIONS FORMS ATTRIBUTES

+ Best fit for GUI based approach

++ Low design and coding effort

+ Lowest workload for analyst / designer – costs are 

updated automatically when design changes

+  Can leverage same network data structures used for 

terrain partitioning and movement calculations

- Only applicable for database approach

+  Straightforward to implement

+ Applicable to both GUI and database approaches

++ Low marginal effort to generate cost spreadsheets once 

cost data is generated

+ Reduced workload for analyst / designer

- - Only supports manual approach, does not allow 

any type of automation

- - Excessive workload for analyst

- - Excessive workload for analyst
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4.2
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4
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Estimate ESS total ownership costs taking into account  all procurement, installation, facilities and operating costs 

Integrated total cost estimation tool in development environment (G)
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+	Best fit for GUI based approach

++	Low design and coding effort

+	Lowest workload for analyst / designer – costs are updated automatically when design changes

+ 	Can leverage same network data structures used for terrain partitioning and movement calculations

-	Only applicable for database approach

+ 	Straightforward to implement

+	Applicable to both GUI and database approaches

++	Low marginal effort to generate cost spreadsheets once cost data is generated

+	Reduced workload for analyst / designer

- - 	Only supports manual approach, does not allow any type of automation

- - 	Excessive workload for analyst

- - 	Excessive workload for analyst
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SSES

Profit and Loss Account

Period 1 Period 2 Period 3 Period 4 Period 5 Period 6 Period 7 Period 8 Period 9 Period 10 Total

Sales

Licenses (incl. training and consulting) 175000 262500 393750 708750 1275750 2296350 4592700 9185400 18370800 36741600 74002600

TOTAL REVENUE 175000 262500 393750 708750 1275750 2296350 4592700 9185400 18370800 36741600 74002600

Cost of Sales

Payment processing 7875 11813 17719 31894 57409 103336 206672 413343 826686 1653372 3330117

Media & documentation 438 656 984 1772 3189 5741 11482 22964 45927 91854 185007

Other direct COS 0 0 0 0 0 0 0 0 0 0 0

TOTAL COST OF SALES 8313 12469 18703 33666 60598 109077 218153 436307 872613 1745226 3515124

GROSS PROFIT 166688 250031 375047 675084 1215152 2187273 4374547 8749094 17498187 34996374 70487477

Expenses

Wages/salaries 200000 200000 200000 300000 300000 300000 400000 400000 400000 400000 3100000

Marketing 80000 80000 80000 100000 100000 100000 150000 150000 150000 150000 1140000

Other expenses 10000 10000 10000 8000 8000 8000 5000 1000 850 850 61700

R&D 525000 250000 100000 100000 100000 100000 100000 100000 100000 100000 1575000

TOTAL OVERHEADS 815000 290000 290000 408000 408000 408000 555000 551000 550850 550850 4826700

NET PROFIT (648313) (39969) 85047 267084 807152 1779273 3819547 8198094 16947337 34445524 65660777

NPV 27,381,512

Phase 1 Phase 2 Phase 3
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Period 1 Period 2 Period 3 Period 4 Period 5 Period 6 Period 7 Period 8 Period 9 Period 10

Yearly Net Cash (648,312.50) (39,968.75) 85,046.88 267,084.38 807,151.88 1,779,273.38 3,819,546.75 8,198,093.50 16,947,337.00 34,445,524.00

Cumulative Cashflow (648,312.50) (688,281.25) (603,234.38) (336,150.00) 471,001.88 2,250,275.25 6,069,822.00 14,267,915.50 31,215,252.50 65,660,776.50

Baseline NPV (589,375.00) (622,407.02) (558,510.05) (376,087.83) 125,089.98 1,129,443.42 3,089,474.84 6,913,945.96 14,101,271.22 27,381,511.85

Phase 1 Phase 2 Phase 3
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SSES Architecture Selection Strategy:
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1

1. Assess potential solution attributes

•

Determine feasibility, utility of architectures

•

Not necessary / desirable to select 

implementation for individual functions at 

this point

2. Select design and data environments

•

Primary drivers for overall SSES 

implementation

•

Shapes / prunes solution space for SSES 

functions and data structure design

3. Select / design core SSES data 

structures and algorithms

4. Select / design implementation for 

individual functions

Sensor Suite Evaluation System SSES

Core SSES Solution Space:

18 March 09

Anderson, Beres, Shaw, Valadez

3

Highly desirable to maintain 

“core” architecture in prototype 

and objective SSES systems

Expect function implementations to 

differ between prototype and objective 

SSES systems – favor simple 

implementations for proof-of-concept 

but provide path to evolve expand 

design 
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SSES Architecture Selection Strategy:

26 March 09

Anderson, Beres, Shaw, Valadez

1

1.	Assess potential solution attributes

Determine feasibility, utility of architectures

Not necessary / desirable to select implementation for individual functions at this point

2.	Select design and data environments

Primary drivers for overall SSES implementation

Shapes / prunes solution space for SSES functions and data structure design

3.	Select / design core SSES data structures and algorithms

4.	Select / design implementation for individual functions





Highly desirable to maintain “core” architecture in prototype and objective SSES systems

Expect function implementations to differ between prototype and objective SSES systems – favor simple implementations for proof-of-concept but provide path to evolve expand design 
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Overarching SSES Solution Considerations 

SSES Team has:

Simulation design and analysis expertise

GUI development expertise

Computer programming expertise

Primarily Matlab with some VBA and Java

Network analysis expertise and tools

Access to DTED elevation data

Military and physical security expertise



SSES Team lacks:

Database design and programming expertise

Expert system design expertise

Significant software architecture expertise

26 March 09

Anderson, Beres, Shaw, Valadez

2
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Core architecture: Design Environment  

GUI based design tool:

Rationale:

Best able to support  to meet stakeholder wants and functional  requirements

Viable approach identified for all major functions

Best fit for model driven data environment  

Most usable by ESS design team without additional training

Best potential to produce “eye catching” prototype / gain support for follow-on development 

Best match for SSES team skill set

26 March 09

Anderson, Beres, Shaw, Valadez

3
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Core architecture: Data Environment  

Primarily model driven, with supporting database components:

Rationale:

Model / simulation provides most flexible and extensible design

Viable modeling approach identified for all major functions

Able to implement simple models for prototype and replace with higher fidelity models as follow on effort

Use “simple” data components for threat, environment, terrain types, sensor performance for some sensors

Allows use of existing modeling and analysis tools:

Network analysis

Queuing theory

Sensor / detection models / theory

Sensor fusion

Provides ability to generate first-order results from first principles

Major obstacle for data driven design is getting / generating the required data and populating databases

Best match for SSES team skill set

26 March 09

Anderson, Beres, Shaw, Valadez

4





    Sensor Suite Evaluation System					            SSES





    Sensor Suite Evaluation System					            SSES



4



Solution Scoring & Symbology

Attribute scoring











No options are automatically disqualified – but …

Solutions scored as – have significant challenges / deficiencies and will only be selected if all other solutions are even worse 

Solution Applicability:

G = Primarily applicable to GUI based design environment

M = Primarily applicable to model driven environment

D = Primarily applicable to database / data driven environment

P = Primarily applicable to manual / procedural design environment

26 March 09

Anderson, Beres, Shaw, Valadez

5

		Symbology		 

		++		Very Positive Attribute

		+		Positive Attribute 

		0		Neutral 

		-		 Negative Attribute

		--		Very Negative Attribute



GUI based design environment is generally associated with model driven approach

Database design environment is generally associated with data driven approach
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SSES Functional Decomposition 

Design & Assess ESS

1 Assess and represent site characteristics

1.2.2 Construct elevation model

3.2.3 Model sensor coverage and Pd

2.1 Classify threats by type & attributes

1.1.1

Terrain types

1.1.1.3 Feature data

1.1.1.2

Topographic data

1.1.1.4  Elevation data

1.1.1.5 Imagery

1.1.1 Get/display/ use terrain and feature data



4.2 Estimate ESS total cost



1.1.2.1 Weather

1.1.2.2 EM/RF interference

1.1.2.3 Traffic

1.1.2.4 Manage environ. data

1.1.2  Get/display/use environment data



1.2.1.1 Partition by terrain type

1.2.1 Construct terrain type map



1.1 Get and use site attribute data



1.2 Construct site model



1.2.3.1 Move rates and dwell times

1.2.3.2 ID Ingress/egress routes

1.2.3 Construct mobility model



1.2.4 Manage site models & data

4 Assess ESS operational performance



3 Develop ESS designs and assess technical performance



2.4.3 Barriers & obstacles

2.4.1 Speed over terrain

2.4.2 Prohib-ited terrain

2.4 Manage threat mobility data



2.5.3 Survivability objectives

2.5.1 Intrusion objectives

2.5.2 Covertness posture

2.5 Represent threat objectives



2 Assess and represent threat characteristics



2.6 Support route planning models

3.1.1 Maintain sensor database

3.1.2 Represent  sensor Pd  

3.1.4 Represent false alarm rate

3.1.3 Represent sensor range

3.1.9 Estimate single sensor cost

3.1 Represent single sensor performance



3.1.5 Environ-mental effects

3.1.6 Represent sensor FOV

3.1.8 Support requirements

3.1.7 Represent scan/revisit times

3.2.1.2 Semi-auto selection

3.2.1.1 Manual selection

3.2.1.3 Auto-matic selection

3.2.1 Select sensors



3.2.2.2 Semi-auto selection

3.2.2.1 Manual selection

3.2.2 Place / orient sensors



3.2 Model emplaced single sensors





3.2.3.1.1 Calculate LOS

3.2.3.1.2 Propagation loss

3.2.3.1 Model detection



3.2.3.1.3 Field of view

3.2.3.1.4 Terrain type

3.2.3.1.5 Environment

3.2.3.1.6 Pd at discrete points

3.2.3.1.7 Area aggregate Pd

3.2.3.1.8 False alarm rate

3.3.1.2 Heuristic selection

3.3.1.1 Manual selection

3.3.1.3 Form networks

3.3.1 Construct sensor networks



3.3 Model  multi-sensor networks





3.3.2.2 Apply sensor fusion

3.3.2.1 Sensor architectures

3.3.2.3 Determine point Pd

3.3.2 Assess coverage, performance, cost



3.3.2.4 Determine area Pd

3.3.2.5 Determine network FAR

3.3.3.2 Area Pd

3.3.3.1Point-to-point Pd

3.3.3.3 Coverage by sensor type

3.3.3 Show coverage, & performance



3.3.3.4 Gaps and blind spots

3.3.3.5 False alarm rate

3.5.1 Manage designs and MOE/MOP

3.5.2 Manually iterate designs

3.5.3 Heuristically iterate designs

3.5 Optimize ESS designs



4.1.2.2 Worst case area Pd

4.1.2.1 Perimeter Pd & Pinterdict

4.1.2.3 Worst case Pkeep-out

4.1.2 Assess vulnerability



4.1.3.2 Min response time routes

4.1.3.1 Max vulnerability routes

4.1.3.3 Cumulative Pd coverage

4.1.3 Display vulnerability



4.1 Analyze 

operational performance





4.1.1.2 Minimum Pd

4.1.1.1 Min ingress / egress time

4.1.1.3 Minimum reaction time

4.1.1 Route specific MOE



Level

1

0

2

3

4

5

4.2.1 Procure, install, operate cost





























2.3 Support sensor  models

2.2 Manage  signature data

2.2.1 Threat type & number

2.2.2 EO/IR signature

2.2.3 Radar signature

2.2.5 Acoustic signature

2.2.4 RF signature







3.4 Estimate Sensor Network Cost

3.4.1 Installed + infrastructure costs
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Anderson, Beres, Shaw, Valadez
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SSES Data Architecture

Raw Image / Map Data

DTED Elevation Data

Core SSES Data Structures

Registered Imagery

Other DEM Data

Registered Elevation Data Grid

Terrain Type Partition Network

































Terrain & Feature  Database

Generic Trafficability Network

































Terrain Obstacle & Feature Data

































Threat Specific Movement Network

Threat Database

Intruder Paths & Dwell Times

Sensor Database

Sensor Lay-down List

































Area sensors

Line sensors

Single Sensor Probability of Detection Network

































Single Sensor False Alarm Rate

































Environment Database

Sensor Network

































Connectivity

Sensor Fusion

Sensor Suite     False Alarm Rate

































































Sensor Suite Probability of Detection Network

































External Data / Databases

ESS Design & Performance Archive



































As requested in the first version of this diagram, where does this input come from and in what format is it?
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Well done, but are you concerned by the size of scope?





The reason I am using the word topology rather than terrain in my discussion with your team is that topology is a field of mathematics related to geometry and algebra. Your work can be considered in part at the beginning stage to be a topological mapping of the space into which chosen sensors will be positioned. Do you agree?
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Next Steps

Refine data structure details

Define software module structure

Required functionality

Data structure interfaces

Algorithm selection

Define external database content and format

Define GUI functionality and designer controls and displays

26 March 09

Anderson, Beres, Shaw, Valadez
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Functional Decomposition and Solution Evaluation Drill-down [“Flow Down”]

26 March 09

Anderson, Beres, Shaw, Valadez
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SSES Function - Form Alternatives 1.1.1

26 March 09

1.

Represent and assess site characteristics

1.1

Obtain, display, and use site attributes and characteristics data

1.1.1

Obtain, display, and manipulate topographic, characteristic, and feature data

1.1.1.1

Classify terrain based on physical characteristics that may affect sensor performance, and threat mobility and detectability

Direct specification of individual terrain characteristics (M,D,P)







Indexed terrain data with exemplars (M,D)







Hybrid - indexed with editable characteristics (M,D)
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FUNCTIONS

FORMS

ATTRIBUTES

++ 	Provides same flexibility in specifying terrain characteristics as direct specification

- 	Increased storage requirements

o	Analyst workload increase depends on number of  terrain regions where characteristics are edited manually



++ 	Provides greatest flexibility in specifying terrain characteristics

- 	Increased storage requirements

- -	Very high analyst workload if terrain characteristics are entered manually for all terrain patches

- 	Limits flexibility in specifying terrain characteristics – can only represent terrain types that are in database

+ 	Reduced storage requirements

++	Low analyst workload to enter terrain data

Be sure to include this analysis in your final report, possibly in an appendix



Obtain your sponsor’s concurrence with your form choices before proceeding further to avoid backtracking.



Add new tasks derived from this analysis into your network schedule

Choice?
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SSES Function - Form Alternatives 1.1.1

26 March 09

1.

Represent and assess site characteristics

1.1

Obtain, display, and use site attributes and characteristics data

1.1.1

Obtain, display, and manipulate topographic, characteristic, and feature data

1.1.1.2

Obtain, display, and manipulate topographic, characteristic, and feature data

Obtain

Manual data entry / editing (G,D,P)



Software enabled manual capture of image / map data (G)

Automated pattern/feature recognition of image data (G,D)

Direct interface with GIS databases and image archives (G,D)



Display / manipulate:

Paper maps with overlays (P)

Hard copy tabular data (P)

Interactive GUI development environment (G)
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FUNCTIONS

FORMS

ATTRIBUTES

- 	Significant development and coding effort required – but supportable within project timeframe

+	Reduced  analyst workload

++	Enables analyst visualization and comprehension 



+ 	Lowest development and coding effort

- 	Highest analyst workload – provides no cognitive or visualization support

++	Significant reduction in analyst workload

- - 	Significant development and coding effort required – not supportable within project timeframe



++	Greatest reduction in analyst workload

+	Increased terrain specification accuracy

- - 	Significant development and coding effort required – not supportable within project timeframe

- 	Only supports manual approach, does not support any type of automation

- - 	Significant effort required to generate map overlays 

-- 	Only supports manual approach, does not support any type of automation

++	Provides greatest support for analyst visualization, comprehension, and manipulation of data

- 	Significant level of effort to design and code, but supportable within project timeframe

 

Good; How important is this to Prof. Chang
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SSES Function - Form Alternatives 1.1.1

26 March 09

1.

Represent and assess site characteristics

1.1

Obtain, display, and use site attributes and characteristics data

1.1.1

Obtain, display, and manipulate topographic, characteristic, and feature data

1.1.1.3

Obtain and represent data on discrete site features and objects that may affect sensor performance or threat mobility

Patch and facet / wire frame models (M)





















Coordinate geometry models (M)













Data base position/shape entry (D)
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FUNCTIONS

FORMS

ATTRIBUTES

++ 	Provides greatest flexibility in specifying feature geometry

- 	Storage requirements proportional to number of feature surfaces

-	Computational effort for line-of-site calculations  proportional to number of feature surfaces

- 	Greater coding effort to implement

- 	Only allows specification of features that can be approximated by simple coordinate geometry equations, e.g. cube, sphere, cone, etc.

+ 	Low storage and computational effort for line-of-site calculations  than for coordinate geometry models

+ 	Relatively simple to implement

- 	Unclear how database position / shape data would be stored and employed – expect database entry would specify either patch & facet or coordinate geometry data similar to model representation





Patch and coordinate geometry approaches are complementary not mutually exclusive – Intend to implement coordinate geometry approach first, with patch model as stretch objective
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SSES Function - Form Alternatives 1.1.1

26 March 09

1.

Represent and assess site characteristics

1.1

Obtain, display, and use site attributes and characteristics data

1.1.1

Obtain, display, and manipulate topographic, characteristic, and feature data

1.1.1.4

Obtain, display, and manipulate site elevation data from external sources

1.1.1.5

Obtain, display, and utilize site imagery data

Software import of DTED data from file / CD (M,D)







Software import of other DEM data from file / CD (M,D)



Direct interface with GIS systems (M,D)



Automated interpolation of map/image contours (M,D)



Manual parsing and entry of elevation data  (P)

File of hardcopy imagery (P)



Image database with display tools (M)
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FUNCTIONS

FORMS

ATTRIBUTES

- - 	Only supports manual approach, does not support any type of automation

- - 	Significant effort required to parse hard copy imagery 	

++	Supports analyst visualization and manipulation of image data

-  	Moderate effort required to implement – leverages Matlab inherent figure display and manipulation tools 	

++ 	Team has access to DTED level I data on CD

++ 	Minimal effort to implement (stand alone) since DTED data import functionality is available in Matlab Mapping Toolbox – additional effort would be required to integrate into GUI

- 	Sufficient to for proof of concept demo

- 	Currently don’t have access to digital elevation map data other than DTED

- 	Potentially significant effort to implement

- 	Single elevation source (i.e. DTED) is sufficient to for proof of concept demo



++	Significant reduction in analyst workload

- - 	Significant development and coding effort required – not supportable within project timeframe

++ 	Allows generation of elevation data with higher resolution and accuracy than DTED data (DTED Level 1 grid spacing ~90m – may not be sufficient for some applications) 

+	Moderate effort to implement (stand alone) since manual image tracing and interpolation functionality is available in Matlab – additional effort would be required to integrate into GUI
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SSES Function - Form Alternatives 1.1.2

26 March 09

1.

Represent and assess site characteristics

1.1

Obtain, display, and use site attributes and characteristics data

1.1.2

Represent environmental characteristics and assess environmental effects on ESS sensor and network performance



1.1.2.1

Represent weather including temperature, precipitation, airborne particulates, and winds

1.1.2.2

Represent electromagnetic and radio-frequency interference that may interfere with sensors and wireless networks

Direct specification of weather parameters (M)



Indexed weather data with standard environments (M,D,P)



Hybrid - indexed environments with editable parameters (M,D)

Direct specification of EM / RF environment by type (M)



Indexed EM / RF with standard densities (M,D,P)



Hybrid – indexed RF environments with editable parameters
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FUNCTIONS

FORMS

ATTRIBUTES

++ 	Provides same flexibility in specifying environment characteristics as direct specification

+	Little increase in analyst workload –update only selected parameters and only if desired





++ 	Provides greatest flexibility in specifying environmental characteristics

-	Increased analyst workload to explicitly specify all environmental parameters 

-	Slightly greater effort required to implement

- 	Limits flexibility – can only represent environments included in database

++	Low analyst workload to enter terrain data

++ 	Provides same flexibility in specifying RF environment characteristics as direct specification

+	Little increase in analyst workload –update only selected parameters and only if desired





++ 	Provides greatest flexibility in specifying RF characteristics

-	Increased analyst workload to explicitly specify all environmental parameters 

-	Slightly greater effort required to implement

- 	Limits flexibility – can only represent RF environments included in database

++	Low analyst workload to enter terrain data
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SSES Function - Form Alternatives 1.1.2

26 March 09

1.

Represent and assess site characteristics

1.1

Obtain, display, and use site attributes and characteristics data

1.1.2

Represent environmental characteristics and assess environmental effects on ESS sensor and network performance



1.1.2.3

Represent personnel, vehicular, and animal traffic that may trigger sensors

1.1.2.4

Maintain a list/database of environmental conditions / factors

Direct specification of traffic density by type



Indexed traffic density with standard densities



Hybrid – traffic density with  editable parameters

Software model environment database (M)





Electronic environment database (D)





Hard copy tabular environment data (P)
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FUNCTIONS

FORMS

ATTRIBUTES

++ 	Provides same flexibility in specifying traffic characteristics as direct specification

+	Little increase in analyst workload –update only selected traffic parameters and only if desired





++ 	Provides greatest flexibility in specifying traffic characteristics

-	Increased analyst workload to explicitly specify traffic parameters 

-	Slightly greater effort required to implement

- 	Limits flexibility – can only represent environments included in database

++	Low analyst workload to enter terrain data

On further review, we determined that “software model environment database” is a misnomer – actual need is to maintain a database of environmental factors / parameters for use by SSES models – e.g. sensor performance models – and trade space is  to maintain internal or external to SSES

- - 	Only supports manual approach, does not support any type of automation

- - 	Significant effort required to parse hard copy imagery 	
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SSES Function - Form Alternatives 1.2.1

26 March 09

1.

Represent and assess site characteristics

1.2

Construct, display, and manipulate site models / analytic representations

1.2.1

Construct, display, and manipulate site terrain characteristics models

Software models with GUI (M+G)





















Database model with query tools (D)















Hard copy tabular data (P)



Hard copy map with terrain shading (P)
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FUNCTIONS

FORMS

ATTRIBUTES

- 	Supports model based approach  only

++ 	Most intuitive / easiest to use approach, interfaces can be similar to common PC based applications, does not require database expertise

+	Allows graphical interface and display

++	SSES team has GUI development and model design expertise

+ 	Provides flexibility in implementing sensor models and logic

+	Candidate Matlab development environment has existing toolboxes for many OR, mapping, and image processing functions

- 	Supports database approach  only

- 	Likely to require database query expertise or additional operator training

- -	SSES team lacks database design,  implementation, and management expertise

- 	SSES team lacks clear vision of how to implement sensor performance, terrain, and threat behavior models using database approach

+	Use of standard database software package (e.g. MS Access) could facilitate interface with GIS and other data, as well as export of design data to documents and presentations



-- 	Only supports manual approach, does not support any type of automation
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SSES Function - Form Alternatives 1.2.1

26 March 09

1.

Represent and assess site characteristics

1.2

Construct, display, and manipulate site models / analytic representations

1.2.1.1

Partition site into regions with homogeneous terrain characteristics

Manual partitioning of terrain map/image data with manual data entry (M+G,D,P)













Software enabled manual partitioning of terrain map/image data with direct data entry (M+G,D,P)















Automated partitioning of terrain map/image data (M)



Automated partitioning of terrain database data (D)
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FUNCTIONS

FORMS

ATTRIBUTES

++ 	Can support model, database, or manual approaches, implementation details would be tailored to terrain representation decision / design

-  	Significant effort required for development of partitioning or data import / export tools – but appears feasible within course timeline

+	Partitioning tools may be able to be leveraged to provide other SSES functionality -- particularly if network representation is selected

++	Significantly reduces workload associated with  terrain model / database construction

+	Complementary with  graphical interface and display

+ 	Can support model or database approaches 

++	Potentially very significant reduction in workload associated with terrain model / database construction	

- -	SSES team lacks clear understanding of how automatic terrain partitioning and map generation could be accomplished

- -	Does not appear to be executable within course timeline

- -	Not necessary for SSES concept demonstration



++ 	Can support model, database, or manual approaches 

++	No effort required for development of partitioning or data import / export tools 

- -  	Potentially very high workload needed to construct terrain models/data and enter into SSES application – may significantly limit size / detail of site representations

-	High potential for data entry errors
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SSES Function - Form Alternatives 1.2.2

26 March 09

1.

Represent and assess site characteristics

1.2

Construct, display, and manipulate site models / analytic representations

1.2.2

Construct, display, and manipulate site terrain elevation models

Terrain elevation data grid model with editor (M+G)

















Terrain elevation data patch model with editor (M+G)











Terrain elevation database with query tools (D)













Hardcopy terrain elevation map (P)



Physical relief map / model (P)
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+ 	Supports model based prototype (directly) and database approach indirectly

+ 	Allows use of DTED grid data directly 

+ 	Simplest to implement – good fit for Matlab graphing functionality

+ 	Keeps elevation data independent of terrain patches – no need to update elevation for changes in terrain partitioning

++	Allows use of existing Matlab mapping toolbox Line-of-site functionality

Terrain partitions will generally not be co-planar so line-of-sight may not be consistent for all points within a terrain partition

+	Computationally efficient since LOS may be calculated on demand 

++ 	Supports both model based and database approaches

- - 	More complex implementation if used for LOS determination

Still need terrain grid data since  source elevation data is in grid format

Requires development of functionality for patch based line-of-site determination

+ 	Aligns elevation data with terrain partitions since by definition partitions are co-planar and have common line-of-sight

Elevation data must be updated whenever terrain partitions change

+ 	Computationally efficient since LOS may be calculated on demand

- 	Only supports database approach

- - 	Most complex implementation since we still need grid or patch model to generate database entries initially and because elevation source data is in grid format, database construction is an extra step

+ 	Computationally inefficient since LOS must be pre-calculated for all sensor-target pairs

-- 	Only supports manual approach, does not support any type of automation

FUNCTIONS

FORMS

ATTRIBUTES
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SSES Function - Form Selection 1.2.3

26 March 09

1.

Represent and assess site characteristics

1.2

Construct, display, and manipulate site models / analytic representations

1.2.3

Construct, display, and manipulate threat dependent trafficability models

Representation



Sparsely connected network model with edge rates/costs (M)



















Point-to-point movement database (D)







Hard copy map with mensuration tools (P)
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++	Supports model / GUI approach directly and is a likely intermediate step for database approach 

++	Analytically tractable, leverages mature network analysis methodologies

++ 	Allows use of existing Matlab BGL network toolbox for analysis

++ 	Natural fit with terrain partition model approach and use of area / boundary sensor types

++	Allows use of threat and terrain independent network topology with threat and terrain specific edge weights

+	Computationally efficient since movement and paths may be calculated on demand 

+	Directly supports graphical display of threat routes 

- 	Only supports database approach

- - 	More complex implementation since use of database does not address how we generate the  model to generate database entries initially – will still require network model or 

- -	Computationally and storage inefficient since movement rates / costs must be pre-calculated for all routes and updated if terrain or threat changes

-- 	Only supports manual approach, does not support any type of automation

Three separate but related issues: 

Form of mobility /trafficability model / database

Selection of dense (all points to all other points)  or sparse (points to immediate neighbors only)  

Method for constructing the model / database  from underlying terrain and threat data



Defer dense / sparse and construction decision pending selection of representation



FUNCTIONS

FORMS

ATTRIBUTES
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SSES Function - Form Alternatives 1.2.3

26 March 09

1.

Represent and assess site characteristics

1.2

Construct, display, and manipulate site models / analytic representations

1.2.3.1

Estimate threat movement rates and expected dwell times

Automated calculation of point-to-point distances and rates using model data (M,D)







Automated calculation of point-to-point distances and rates using database data (D)











Direct interface with GIS system (M,D)





Manual calculation and entry of distances and rates (P)



Software enabled editing of movement rates/costs  (M,D)
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+	Supports both model (directly) and database (indirectly) approaches

++	Straightforward to implement if threat movement rate as a function of terrain is available from model or database

++ Natural fit with partitioned terrain model and network representation 

+	No need to pre-compute distances and rates following terrain map updates

-	Potentially longer run times since  shortest paths and path lengths are computed for each run

+ 	Readily supports with graphical display of distances and paths

++ 	Good enough to demonstrate SSES concept 



-	Only supports database approach

- -	Unclear how distance / rate database would be populated initially --  if distance / rate data is generated with network model database implementation adds additional effort

-	Need to re-calculate distances and rates if terrain map is modified

++ 	Potentially shorter run times since distances and rates are pre-computed

--	Probably not executable within course timeframe

--	Do not currently have access to requisite GIS systems

-	Not necessary to demonstrate SSES concept

-- 	Only supports manual approach

-- 	Does not support any type of automation

-- 	Excessive analyst workload

+	Complementary with both model (directly) and database (indirectly) baseline approaches

+	Provides additional flexibility and mechanism to incorporate analyst judgment

+	 Natural fit with partitioned terrain model and network representation 

-	Minor additional effort required to implement

-	Additional effort required to use – depends on extent of analyst editing



FUNCTIONS

FORMS

ATTRIBUTES
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SSES Function - Form Alternatives 1.2.3

26 March 09

1.

Represent and assess site characteristics

1.2

Construct, display, and manipulate site models / analytic representations

1.2.3.2

Identify feasible ingress and egress routes

Network representation with shortest path algorithms (M,D)













Database look-up (D)



















Tabular data look-up (P)
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+	Can support both model (directly) and database (indirectly) approaches

o	Only feasible if network based terrain and mobility representation is selected but could operate on either terrain model or database

++	Allows fully automated identification and calculation of alternative paths

++  Allows use of mature network analysis techniques -- Can leverage Matlab network BGL package

+	Facilitates calculation of cumulative, path specific detection probabilities

-  	Potentially longer run times since  feasible paths are computed for each run

+ 	Readily supports with graphical display of distances and paths

++ 	Good enough to demonstrate SSES concept 



-	Only supports database approach

- -	Unclear how ingress / egress database would be populated initially

+ 	Requires additional effort if route database is populated using network based model

-	Probably requires recalculation of ingress / egress routes if terrain map is modified

++ 	Potentially shorter run times since ingress / egress routes are pre-computed

- - 	Only supports manual approach

- - 	Does not support any type of automation

- - 	Excessive analyst workload for use

- -	As with database approach, it is not clear how tabular data would be generated initially

FUNCTIONS

FORMS

ATTRIBUTES
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SSES Function - Form Alternatives 1.2.4

26 March 09

1.

Represent and assess site characteristics

1.2

Construct, display, and manipulate site models / analytic representations

1.2.4

Save, recall, and manage site terrain models and data

Embedded model archive (M)



Internal database (M,D)



Off-line database (D,P)
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Data management strategy will flow from selection of top-level approach and data structure design -- Defer selection pending decision on top level approach 

FUNCTIONS

FORMS

ATTRIBUTES
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SSES Function - Form Alternatives 2.1

26 March 09

2.

Assess and represent projected / potential threat characteristics

2.1

Classify threats based on their type and attributes

Manual threat classification (P)









Threat database (P,D,M)







Explicitly model threat characteristics without classification (M)
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FUNCTIONS

FORMS

ATTRIBUTES

+	Supports model,  database, or manual processing approaches

++	Simplest to implement – lookup mobility and sensor performance tables indexed by threat type / behavior 

++ 	Good enough to demonstrate prototype objectives 

Only supports model based approach

+	Supports highest fidelity modeling / analysis of sensor performance

++	Probably required for full implementation of model based performance analysis

- -	Level of effort required to build threat specific models probably not supportable given course timeline

- -	We currently do not have access to intelligence data needed to model threat attributes directly

-	Detailed threat attribute modeling is not critical to successful prototype demonstration



- - 	Only supports manual approach

++	Negligible effort required to implement

- - 	Highest analyst workload for operation

- -	Does not support any type of automation
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SSES Function - Form Alternatives 2.2.1

26 March 09

2.2

Obtain and manage threat classification and quantitative threat signature data

2.2.1.

Represent threat types (e.g. personnel, wheeled vehicles, tracked vehicles, watercraft) and numbers

Software entity models (M)









Threat data base entries (M,D,P)









Physical "toy soldier" models (P)

2.

Assess and represent projected / potential threat characteristics
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- - 	Only supports manual approach

- -	Does not support any type of automation

- - 	Only supports model based approach

- -	Level of effort to design threat entity models and behavior likely to be significant – probably not executable within course timeline

- - 	SSES team currently lacks skills experience for entity design and programming

++	Most flexible, and potentially most realistic modeling approach

++ 	Area of ongoing research – academically interesting approach

-	Not necessary to demonstrate SSES concept

FUNCTIONS

FORMS

ATTRIBUTES

++	Supports model,  database, or manual processing approaches

++	Simplest implementation – Implementation effort scales with the type and amount of data captured – can start simple and scale up

+ 	Adequate to demonstrate SSES concept
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SSES Function - Form Alternatives 2.2.1

26 March 09

2.2

Obtain and manage threat classification and quantitative threat signature data

2.2.5

Represent threat acoustic and seismic emissions including signature dependency on threat speed

2.2.2

Represent threat physical dimensions and visual /  infra-red (IR) characteristics

2.2.3

Represent threat radar cross section (RCS)

2.2.4

Represent threat radio-frequency (RF) emissions

Explicit modeling of signatures and characteristics (M)















Database of signatures and characteristics for use  in sensor models (M)





















Implicitly represent in sensor-threat performance data (M,D,P)

2.

Assess and represent projected / potential threat characteristics
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++	Supports model,  database, or manual processing approaches

-	Lowest fidelity / least flexible approach

++	Simplest to implement (code) – lookup sensor performance based on threat type/behavior, terrain, and environment 

- -	Potentially high-dimensional: requires up-front calculation of sensor performance for all threat / sensor / terrain / environment  combinations

= 	Good enough to demonstrate some but not all prototype objectives 

- -	Links threat characteristics with sensor, terrain and environment characteristics – must update performance database for any changes

Only supports model based approach

+	Supports highest fidelity modeling / analysis of sensor performance

+	Probably required if fully model based sensor performance analysis is selected

- -	Level of effort required to build threat specific signature models probably not supportable given course timeline

- -	We currently do not have access to intelligence data needed to model threat signatures directly

-	Detailed threat signature modeling is not critical to successful prototype demonstration

FUNCTIONS

FORMS

ATTRIBUTES

-	Only supports model based approach

-	Only feasible where sensor performance models are available, or can be constructed

++	Balances implementation complexity and modeling fidelity

+	Threat signature data is decoupled from terrain, environment, and sensor data

++ No deed to pre-compute sensor performance

++ 	Good enough to demonstrate SSES concept 

Signature database + sensor model and implicit sensor performance database approaches are complementary not mutually exclusive – Intend to pursue both approaches
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SSES Function - Form Alternatives 2.3

26 March 09

2.3

Provide threat class and signature data to sensor performance models

Integrated sensor performance model interface (M,D)









Sensor performance model database & query tools (D)









Manual entry and calculation of sensor performance (P)

2.

Assess and represent projected / potential threat characteristics
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FUNCTIONS

FORMS

ATTRIBUTES

++	Minimizes analyst level of effort

++ Supports automated modeling / analysis of sensor performance

+	Probably required if fully model based sensor performance analysis is selected

- 	Moderate level of effort required to build threat – sensor model interfaces



Only supports database based approach

-	Significant level of effort required to populate database

-	Potentially significant analyst level of effort depending on level of automation of database query tools

- - 	Only supports manual approach

- -	Does not support any type of automation





    Sensor Suite Evaluation System					            SSES





    Sensor Suite Evaluation System					            SSES

SSES Function - Form Alternatives 2.4

26 March 09

2.4.3	

Represent mobility effects of barriers and obstacles

2.4.1

Represent threat speed as a function of the type of terrain being traversed

2.4.2	

Represent prohibited terrain types which may not be traversed by specific classes / types of threat

Software terrain dependent threat mobility model (M)



Terrain dependent threat movement rate look-up tables (M, D)



Manual calculation of movement rates (P)

Specify prohibitive threat / terrain dependent mobility network edge costs (M,D)



Specify prohibitive threat / terrain dependent database movement costs (M,D)



Maintain threat-terrain tabu list (M,D, P)

Add obstacle /barrier cost to terrain partitions and / or partition edges (M, D, P)

2.

Assess and represent projected / potential threat characteristics

2.4

Obtain and manage threat mobility data
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- - 	Level of effort required to model threat mobility as a function of terrain type not supportable given course timeline

- -	We lack intel data needed to model threat movement rates

-	Detailed mobility modeling is not important to demonstrating prototype capabilities

+	Supports either model or database approach

++	Simplest and computationally efficient approach

++ 	Good enough to demonstrate prototype objectives

+	Readily extensible to use model based approach in the future if desired

- - 	Only supports manual approach, does not allow any type of automation

- - 	Excessive workload



+	Supports either model (directly)  or database (indirectly) approach

++	Simple to implement – can incorporate directly into movement cost tables / functions

Concept is similar for both model and database approaches but implementation will depend on choice of model or database 



-  	Requires additional effort to generate and check tabu list

-	No obvious advantage over use of punitive network edge costs



+	Only identified solution

FUNCTIONS

FORMS

ATTRIBUTES
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2.5

Represent threat objectives, behaviors and operating constraints

2.5.2

Represent threat covertness posture

2.5.3	

Represent threat survivability / escape objectives

Include behaviors as part of threat characterization data / algorithms (M,D)



Dynamically modify signatures and characteristics based on behavior

Manually specify threat movement paths (P)



Specify both objectives and egress points as sink nodes for two part network flow / shortest path algorithms (M,D)



Specify tabu points / regions based on actual or perceived detection probabilities (M,D)



Maintain threat-terrain tabu list (M,D)

Manually specify threat movement paths (P)



Specify objectives as sink nodes for network flow / shortest path algorithms (M, D)

2.

Assess and represent projected / potential threat characteristics

2.5.1

Represent threat intrusion objectives
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- - 	Only supports manual approach, does not allow any type of automation

- - 	Excessive workload for analyst

++ 	Easy to incorporate analyst expertise and judgment regarding  

+	Supports either model (directly) or database (indirectly) approaches

+	Simple and computationally efficient

+ 	Consistent with network based mobility modeling approach

+	Allows selection of single or multiple objectives (targets)

- 	Does not provide a mechanism to incorporate analyst expertise and judgment beyond selection of geographic objectives

On further review use of tabu data appears to be  complementary with and an extension of  network flow modeling approach rather than a fully functional alternative -- consider use if  source –sink selection combined with movement network does not provide satisfactory results





+	Supports either model (directly) or database (indirectly) approaches

+	Simple implementation by incorporating covertness posture / behavior into movement and detection data – e.g. covert threat has lower Pd and lower movement rate for given terrain 

-  	More complex to implement

-  	Not needed to demonstrate prototype objectives

-	Not feasible if lookup table approach is selected for movement / sensor performance  





FUNCTIONS

FORMS

ATTRIBUTES
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2.

Assess and represent projected / potential threat characteristics

2.6

 Provide mobility and behavior data to threat route planning, and performance assessment functions 

Integrated design environment with direct interfaces (M)

















Database query or software enabled manual data import / export (M,D)







Manual data import / export (P)
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- 	Only supports model based approach

++	Minimizes analyst workload – data is provided automatically

+ 	Complementary with network based terrain representation

-	Significant effort required to design and code, but supportable within project timeframe



+	Supports model based or database approaches

-	Increased analyst workload:

– 	    Small increase if manual action required to load data initially

- -	    Prohibitive if manual action required to export/distribute data

	    for route planning and performance assessment functions

++	Addresses stakeholder interest item

o 	Moderate effort required to design and code, largely shared if other database functionality is implemented

- - 	Only supports manual approach, does not allow any type of automation

- - 	Excessive workload for analyst

Intend to pursue hybrid approach: Maintain external database(s) of threat mobility,  behavior, and signature data; have analyst select database and load data into SSES initially; then use internal data to feed SSES models.  Matab-Excel interface is relatively slow and direct operation on externally saved data will result in significant run-time increase
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3.1

Obtain, display, and manage attribute and performance data on for individual sensor system elements

Manual entry and management of sensor specifications and performance  (M, D,P)





Software supported import of sensor specifications and performance data (M,D,P) 







Web based query of vendor sensor specs & performance (D,M)

3

Develop ESS designs and assess technical performance

3.1.1

Maintain a list/data base of available sensors
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+	Supports either model driven or database  approaches

++	Addresses stakeholder interest item

++ 	Allows external editing of performance data

+	Moderate level of effort required to implement sensor spec import functionality – effort required is probably less than that required to implement integrated editing capability

+	Good enough for proof-of-concept demo

+	Supports model or database approaches

- -	Potentially significant effort required to implement web access tools

-	Currently do not have “live” partner for sample sensor data

- - 	Not necessary to demonstrate  SSES concept

+	Supports model, database , and manual approaches

-	Moderate level of effort required to build integrated editing capability in SSES application

+	Good enough for proof-of-concept demo
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3.1

Obtain, display, and manage attribute and performance data on for individual sensor system elements

3.1.2

Model/represent sensor nominal Pd as a function of threat type/signature and terrain type

3.1.3

Model/represent sensor nominal effective range as a function of threat type/signature and terrain type

Physics / engineering based sensor performance model (M)

























Sensor performance database (M,D)

















Hardcopy sensor performance tabular data (P)

3

Develop ESS designs and assess technical performance

3.1.4

Model/represent sensor nominal false alarm rate
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- - 	Only supports manual approach, does not allow any type of automation

- - 	Excessive workload for analyst

+	Supports either database  (directly) or simplified model (i.e. lookup table data becomes the model) approaches

+	Simplest to implement

+ 	Medium-to-low fidelity analysis approach, can be mitigated if high fidelity models are used to populate database, and multiple factors are considered when accessing the data

-	Do not have performance data for all candidate sensor types and threats

+	Can easily generate “illustrative” data  sets for demonstration purposes

- 	Only supports model based approach

++	Allows highest fidelity modeling of sensor performance

Do not currently have analytic models for all candidate sensor types

+	Do have analytic models for some sensor types

-	Potentially high level of effort to implement sensor models – expect effort to depend on number of  different sensor class models implemented

Engineering model and sensor performance database approaches are complementary not mutually exclusive – Intend to implement a few sensor models for proof-of-concept, and use externally generated  performance databases for most candidate sensors
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3.1

Obtain, display, and manage attribute and performance data on for individual sensor system elements

3.1.5	

Model/represent sensor susceptibility to environmental effects and the effect of environment on Pd, effective range and FAR

Incorporate directly into physics / engineering based sensor performance model (M)











Incorporate directly into sensor performance database values / tabular data (M,D)











Apply environment dependent correction factor to performance determined by model / database lookup (M,D,P)

3

Develop ESS designs and assess technical performance
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+	Supports either database  (directly) or simplified model (i.e. lookup table data becomes the model) approaches

+	Simplest to implement

+ 	Medium-to-low fidelity analysis approach, can be mitigated if high fidelity models are used to populate database, and multiple factors are considered when accessing the data

-	Do not have performance data for all candidate sensor types and threats

+	Can easily generate “illustrative” data  sets for demonstration purposes

- 	Only supports model based approach

++	Allows highest fidelity modeling of sensor performance

Do not currently have analytic models for all candidate sensor types

+	Do have analytic models for some sensor types

-	Potentially high level of effort to implement sensor models – expect effort to depend on number of  different sensor class models implemented

Considerations for incorporation of environmental effects are essentially the same as for the basic model vs. database selection.  For sensor classes where a model is developed it makes sense to incorporate environmental factors into the model.   For sensors that use  externally generated  performance databases environmental factors will be incorporated into the database.

-	No readily available source of performance correction factor data

-	No obvious advantage over database approach since correction factors can simply be applied to the database data
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3.1

Obtain, display, and manage attribute and performance data on for individual sensor system elements

3

Develop ESS designs and assess technical performance

3.1.6

Model/represent sensor field-of-view (azimuth and elevation limits)

Represent explicitly (M)



Incorporate into Pd  performance data (M,D,P)
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Continued on next slide

FUNCTIONS

FORMS

ATTRIBUTES

3.1.7	

Model/represent sensor scan / revisit times



- -	The team has been unable to come up with a generalized approach to incorporating field-of-view into detection performance.

+	Supports either model or database  approach

+	Relatively simple to implement explicit field-of-view test

+ 	Complementary with line-of-sight calculations

+ 	Allows most accurate representation of  sensors with restricted FoV (e.g. CCTV)

Represent explicitly (M)



Incorporate into Pd  performance data (M,D,P)





Aligns with the model vs. database decision for particular sensor classes.  For sensor classes where a model is developed it is straightforward to incorporate scan times factors explicitly into the model.   For sensor “models” that rely on a performance database scan times will be subsumed into the performance data
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3.1

Obtain, display, and manage attribute and performance data on for individual sensor system elements

3

Develop ESS designs and assess technical performance

3.1.8

Represent sensor support requirements including electrical power, communications / connectivity mechanisms, and interfaces

Electronic sensor support requirement database (M,D)























Hardcopy sensor support requirement tabular data (P)

3.1.9

Represent sensor cost data including procurement, installation, and life-cycle operations and support costs
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+	Supports either model or database  approach

+	Relatively simple to  implement – minimal additional effort to add cost data for sensors that use external spec / performance database 

++ 	Allows automated / integrated cost estimation

+ 	Could be extended to automated generation of installation plans / specs in follow on system

- - 	Only supports manual approach, does not allow any type of automation



- 	No reduction in analyst / designer workload
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3.2

Select, place,  assess, and display the performance of individual sensors

3

Develop ESS designs and assess technical performance

3.2.1	

Select sensors from list of available sensors

3.2.1.1	

Manually select sensors

Manually select from pull down menu in development environment (G)





Manually select by drag-and-drop in development environment (G)







Manually select via database query (D)

3.2.1.2	

Recommend sensors for manual selection

Same as 3.2.1.2. below, but with manual acceptance and editing
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Specific interface mechanism does not impact overall SSES architecture given development environment approach is selected --  both approaches work.  Defer pending assessment of GUI “real estate” available.

-	Only supports model based approach

+	Moderate level of effort to implement manual selection and placement controls

++	Provides intuitive, user friendly interface approach

+	Minimum functionality for useful proof-of-concept demonstration

+	Same controls used for manual selection and editing can be leveraged for approval / editing of automatically generated plans

-  	Only supports database approach

- 	May require database skills not currently available in current workforce 

-  	Increased workload relative to GUI approach
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3.2

Select, place,  assess, and display the performance of individual sensors

3

Develop ESS designs and assess technical performance

3.2.1.3

Automatically select sensors

Rule based expert system (M,D)



Greedy set covering algorithms (M)



Network flow / spanning   tree  algorithms (M)





Dynamic programming algorithms (M)





Stochastic design using genetic algorithms or simulated annealing (M)
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+	Conceptually simplest approach

+	Potentially easiest to develop and code

+	Low expected processing time

- 	Depends on ability to generate broadly applicable selection heuristic – not a given

-	Solutions not provably optimal

+	Minimum requirement for successful proof-of-concept demonstration

+	Conceptually relatively simple approach

o	Moderate effort to develop and code

- 	Solutions will generally not be optimal, and may be relatively poor

-	More complicated algorithm

-	Higher level of effort to develop and code

+	May be complementary with, and able to leverage network based terrain and movement representations

o	Processing demand is unclear 

o	Not clear whether generated solutions will be provably optimal

-	More complicated algorithm

-	Significantly higher level of effort to develop and code

-	Potentially very high processing demand for larger designs unless combined with heuristic that can reduce selection space 

++	Can produce provably optimal solutions

-	Significantly  more complicated algorithm

- -	Significantly higher level of effort to develop and code, probably not executable within project timeframe

++	Scalable processing demand, i.e. can find “best” solution  for given analysis budget

++	Can produce multiple “good” solutions

++ 	Complementary with other potential solutions 

No clear winner at this point.  At a minimum, intend to implement rule based approach with option to trade us after remaining SSES functionality and architecture have been established and tested.
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3.2

Select, place,  assess, and display the performance of individual sensors

3

Develop ESS designs and assess technical performance

3.2.2	

Position and orient sensors

3.2.2.1	

Manually position and orient sensors



Drag sensor position / orientation in development environment (G+M)













Manually edit sensor position / orientation in development environment (G+M)





Manually edit sensor position / orientation in database (D)

3.2.2.2

Recommend sensors for manual selection

Integrated into 3.2.1.3 functionality
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-	Supports model approach only

-	More time consuming than drag & drop

- 	Does not provide direct visual feedback on sensor coverage

+	Provides more explicit control of sensor placement & orientation



-	Supports model approach only

+	Faster and easier than numeric / text editing

+	Intuitive approach familiar to most computer users

+ 	Can provide direct visual feedback on sensor coverage

-	May offer less explicit control of sensor placement & orientation than direct editing



Drag & drop and editing are complementary not mutually exclusive – may use both with drag & drop for gross positioning and editor for fine tuning

-	Supports database approach only

- 	Does not provide direct visual feedback on sensor coverage

+	Only apparent option if database approach is selected

FUNCTIONS

FORMS

ATTRIBUTES
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3.2

Select, place,  assess, and display the performance of individual sensors

3

Develop ESS designs and assess technical performance

3.2.3

Assess and display sensor coverage and detection performance

3.2.3.1	

Model emplaced sensor detection performance

Physics / engineering based sensor performance model (M)



Sensor performance database (D)



Hardcopy sensor performance tabular data (P)

3.2.3.1.1	

Calculate sensor-to-target LOS

Automatic LOS calculation based on terrain elevation grid & feature data (M)











Automatic LOS calculation based on terrain facet & feature data (M)















Database LOS lookup (M,D)
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See discussion of functions 3.1.2, 3.1.3, 3.1.4 – Intend to implement a few sensor models for proof-of-concept, and use externally generated  performance databases for most candidate sensors

- - 	Only supports manual approach, does not allow any type of automation

- - 	Excessive workload for analyst

-	Supports model approach only

+	Native format of DTED / DEM data is elevation grid

++	Matlab mapping toolbox includes line-of-site calculation function that operates on grid data

-	Supports model approach only

Additional effort required to design and code facet based line-of-sight calculation

May be lower resolution than grid data depending on the size of terrain faces vs grid spacing

o	Potentially faster or significantly slower than grid based line-of-sight calculation depending on ability to limit number of faces tested

+	Could support either database or model approach

Does not resolve issue of how line-of-sight is calculated initially

- - 	Significant up-front cost to calculate line-of-sight data, potentially prohibitive storage requirement for large terrain maps

+	Potentially faster in execution
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3.2

Select, place,  assess, and display the performance of individual sensors

3

Develop ESS designs and assess technical performance

3.2.3

Assess and display sensor coverage and detection performance

3.2.3.1.2

Determine target-to-sensor propagation path losses

Automatic propagation path / path loss calculation based on terrain model / database (M,D)













Database path/path loss look-up (D)







Manual calculation and entry of path losses (P)

3.2.3.1.3

Determine sensor azimuth and elevation coverage

Incorporate azimuth and elevation and field-of-view limits directly into physics / engineering based sensor performance model (M)



Incorporate azimuth and elevation and field-of-view limits into sensor performance data (M,D)
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Considerations are the same as for 3.1 6 

o	Although automated propagation path calculation can be implemented for both a model based or database based approach, it is effectively only applicable to sensors whose performance will be modeled

+ 	Relatively straightforward to model signal attenuation as a function of range and terrain type

+	Can leverage line-of-sight algorithms

+	Lowest workload on analyst / designer 

+	Could support either database or model approach

Does not eliminate need for model to perform initial propagation path / loss calculation

- - 	Significant up-front cost to calculate loss data, potentially prohibitive storage requirement for large terrain maps

+	Potentially faster in execution

- - 	Only supports manual approach, does not allow any type of automation

- - 	Prohibitive workload for analyst

- -	The team has been unable to come up with a generalized approach to incorporating field of view into detection performance.

+	Supports either model or database  approach

+	Relatively simple to implement explicit field-of-view test

+ 	Complementary with line-of-sight calculations

+ 	Allows most accurate representation of  sensors with restricted FoV (e.g. CCTV)
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3.2

Select, place,  assess, and display the performance of individual sensors

3

Develop ESS designs and assess technical performance

3.2.3

Assess and display sensor coverage and detection performance

3.2.3.1.6

Calculate Pd at discrete points as a function of sensor, threat, terrain, and environmental conditions

Perform on-demand Pd calculations / data lookup (M,D)

Pre-calculate point-to-point Pd values and populate database (D)

Manually calculate Pd performance (P)

3.2.3.1.5

Adjust sensor performance for environmental effects

Incorporate environmental factors directly into physics / engineering based sensor performance model (M)

Incorporate environment into sensor performance database values / tabular data (D)

Apply environment dependent correction factor to performance determined by model / database lookup (D,P)
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3.2.3.1.4

Calculate terrain type effects on sensor performance

Incorporate terrain type factors directly into physics / engineering based sensor performance model (M)

Incorporate terrain type into sensor performance database values / tabular data (D)

Apply terrain dependent correction factor to performance determined by model / database lookup (M,D,P)











See discussion of functions 3.1.2 – Intend to model terrain factors directly for sensors that are modeled explicitly and represent terrain effects via performance data for other sensors.

See discussion of functions 3.1.5– Intend to model environmental factors directly for sensors that are modeled explicitly and represent environmental effects via performance data for other sensors.

+	Supports model based or database approaches

++	Low up-front cost and minimal storage requirement

-  	Potentially slower in execution

+	Supports database approach only

- -	High up-front calculation cost and high storage requirement

-  -	May need to recalculate all database values each time sensor selection / placement / orientation is changed

- - 	Only supports manual approach, does not allow any type of automation

- - 	Excessive workload for analyst
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3.2

Select, place,  assess, and display the performance of individual sensors

3

Develop ESS designs and assess technical performance

3.2.3

Assess and display sensor coverage and detection performance

3.2.3.1.7

Calculate aggregate Pd for designated areas as a function of sensor, threat, terrain, and environmental conditions

Pre-calculate area aggregate Pd values and populate database (D)



Manually calculate aggregate area Pd performance (P)



Sample Pd data over a grid and aggregate results (M)

Stochastically sample Pd data at random points and compute expected values (M)

3.2.3.1.8

Calculate sensor internally and externally generated false alarm rates

Physics / engineering based sensor false alarm model (M)



Sensor false alarm database (D)



Hardcopy sensor false alarm tabular data (P)
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- - 	Only supports manual approach, does not allow any type of automation

- - 	Excessive workload for analyst

-	Supports model based approach only

++	Straightforward to implement – basically just involves performing point-to-point detection calculation for multiple points and aggregating results 

+	Supports database approach only

- -	High up-front calculation cost and high storage requirement

-  -	May need to recalculate all database values each time sensor selection / placement / orientation is changed

Decision to sample over regular grid vs random gird does not impact SSES architecture – will try both and select approach with better execution time and accuracy



See discussion of functions 3.1.2, 3.1.3, 3.1.4 and 3.2.3.1 considerations for false alarm modeling are basically the same as for Pd modeling – Intend to implement false alarm models for the same sensors that use Pd models, and use false alarm databases for sensors that use Pd database
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3.3

Construct, assess, and display the performance and cost of sensor suites

3

Develop ESS designs and assess technical performance

3.3.1	

Construct sensor networks from individual sensors

3.3.1.1	

Manually select and position sets of sensors

Direct manual selection and placement (G+M, D, P)



Manual selection and placement by rule (G+M,D)

 

Manually select sensor type, with auto placement (G+M,D) 

3.3.1.3

Form sensor networks

Shortest path / spanning tree algorithms (M)

Manually connect sensors (M,D,P)

Bayesnet algorithms (M)

Colored Petri Net algorithms  (M)

3.3.1.2

Heuristically select and position sets of sensors

Heuristic fill-in of manually seeded sensors (M,D)

Dynamic programming algorithms (M)

Spanning tree / network flow algorithms (M)
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++	Applicable to model based, database, and manual approaches

++	Lowest development and coding effort

+	Minimum capability required for successful proof of concept demonstration

-	Provides least reduction in analyst / designer workload

Major challenge is identification and validation of suitable heuristics for sensor selection and placement – choice of heuristic is not expected to drive architecture so defer this decision until basic functionality for manual placement has been developed

+	Applicable to model based approach only

+	Complementary with network algorithms for route planning and min / max vulnerability routes

+	Can leverage Matlab BGL network analysis tools

++	Applicable to model based, database, and manual approaches

++	Lowest development and coding effort

+	Minimum capability required for successful proof of concept demonstration

-	Provides least reduction in analyst / designer workload



-	Do not yet have a clear vision of how Bayesnet or CPN algorithms would be implemented 

-	Applicable to model based approach only

+	Conceptually relatively straightforward, and easy to code

- -	Potentially very high computation costs for sites/designs with large number of terrain faces or sensors
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3.3

Construct, assess, and display the performance and cost of sensor suites

3

Develop ESS designs and assess technical performance

3.3.2	,

Assess sensor suite coverage, detection performance and cost

3.3.2.1	

Represent the integration of the outputs of multiple sensors in various architectures

Min cost flow (M,D)



3.3.2.2

Apply alternative sensor fusion rules

Primary sensor with confirmation (M,D)





Voting algorithms (M,D)





Bayesian classification algorithms (M,D)





Colored petri-net (M,D)
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3.3.2.3

Determine sensor suite fused Pd for discrete points as a function of sensor, threat, terrain, and environment

Done via application of algorithms in 3.3.2.2 to specific sensor-target geometries

+	Applicable to model based and database approaches

Only addresses  sensor connectivity 

+ 	Lowest development and coding effort

+	Readily supports network routing and cost estimation

+	Minimum capability required for successful proof of concept demonstration

+	Only alternative identified so far

Two distinct issues must be addressed: 1) connectivity between multiple sensors and monitoring site , and 2) sensor data fusion 



+ 	Simple algorithm with low development and coding effort

Takes simplistic view of sensor fusion, unlikely to capture important details

+	Meets minimum objective for proof-of-concept demonstration

+	Relatively simple algorithm with manageable development and coding effort

o	Able to capture some additional sensor fusion details

- 	More complex algorithm with higher development and coding effort – may not be executable within project timeframe

+	Allows more sophisticated assessment of sensor fusion – provides growth path for follow-on system

+	Supports  robust proof-of-concept demonstration



- -	Potentially much greater development and coding effort – probably not be executable within project timeframe

- - 	Team lacks CPN development background

++	Most flexible / highest fidelity modeling approach – provides best growth path for follow-on system

+	Not necessary for successful proof-of-concept demo
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SSES Function - Form Alternatives 3.3.2

26 March 09

3.3

Construct, assess, and display the performance and cost of sensor suites

3

Develop ESS designs and assess technical performance

3.3.2	,

Assess sensor suite coverage, detection performance and cost

3.3.2.4

Determine sensor suite aggregate fused Pd for designated areas as a function of sensor, threat, terrain, and environment

Represent area  Pd by terrain face centroid point-to-point Pd (M,D)



Aggregate point-to-point results over regular grid (M,D)



Use expected value of Monte Carlo point-to-point results (M,D)





3.3.2.5

Determine fused false alarm rate for the sensor suite for alternative sensor fusion rules

Incorporate into 3.3.2.2 algorithms
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FUNCTIONS

FORMS

ATTRIBUTES

+ 	Simplest approach 

+	Essentially no additional development and coding effort over basic Pd algorithm

- - 	May provide inaccurate aggregate Pd estimates for large terrain faces / if Pd varies significantly within face

+	Meets basic requirement for proof-of-concept demo

Decision to sample over regular grid vs random gird does not impact SSES architecture – will try both and select approach with better execution time and accuracy

o	Small additional development and coding effort over basic Pd algorithm

++ 	Can provide  accurate aggregate Pd estimates for large terrain faces and for cases where Pd varies significantly within face

++	Can be used to trigger prompt to analyst / designer to subdivide terrain faces if  large variation  in Pd exists
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SSES Function - Form Alternatives 3.3.3
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3.3

Construct, assess, and display the performance and cost of sensor suites

3

Develop ESS designs and assess technical performance

3.3.3

Display sensor suite coverage and detection performance

3.3.3.1

Display sensor suite Pd for specific points

	

	

Interactive multi-sensor Pd display in development environment (G+M)



Multi-sensor Pd database query tools (D)



Manual calculation and display of multi-sensor Pd  (P)

3.3.3.2

Display sensor suite Pd for designated areas

Color coded Pd map overlays in development environment (G)



Database query Pd numeric data (D)

Database query Pd plot data (D)

Multi-layer manual map overlays (P)
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FORMS
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3.3.3.3

Display sensor coverage by sensor and type





+	Best fit for GUI based approach

++	Low marginal design and coding effort provided point-to-point Pd calculation has been implemented

+ 	Can leverage same network data structures used for terrain partitioning and movement calculations

-	Only applicable to database approach

-	Requires significant effort to assess Pd for multiple points 

- 	Potentially prohibitive calculation and storage requirements

+	Best fit for GUI based approach

++	Provides best support for visualization and comprehension 

++	Easy to display and recognize coverage gaps

+ 	Can leverage same network data structures used for terrain partitioning and movement calculations

- - 	Only supports manual approach, does not allow any type of automation

- - 	Excessive workload for analyst

-	Only applicable to database approach

-	Requires significant effort to assess Pd for multiple points 

- 	Potentially prohibitive calculation and storage requirements

- - 	Only supports manual approach

- - 	Significant effort required to prepare and position overlays for evolving sensor suite design

3.3.3.4

Display sensor coverage gaps and blind spots
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SSES Function - Form Alternatives 3.3.3
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3.3

Construct, assess, and display the performance and cost of sensor suites

3

Develop ESS designs and assess technical performance

3.3.3

Display sensor suite coverage and detection performance

Same as 3.3.3.3

3.3.3.5

Display sensor suite false alarm rate

Sensor false alarm numeric data (M, D, P)



Sensor false alarm frequency plots / histograms (M,D,P)
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FORMS

ATTRIBUTES

+	Best fit for GUI based approach

++	Low marginal design and coding effort provided point-to-point Pd calculation has been implemented

+ 	Can leverage same network data structures used for terrain partitioning and movement calculations

-	Only applicable to database approach

-	Requires significant effort to assess Pd for multiple points 

- 	Potentially prohibitive calculation and storage requirements
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SSES Function - Form Alternatives 3.3.1
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3.4

Construct, assess, and display the performance and cost of sensor suites

3

Develop ESS designs and assess technical performance

Integrated cost estimation tool in development environment (G)





Integrated cost estimation tool in database (D)





Automatically populated cost estimation spreadsheet (G,D)





Manually populated cost estimation spreadsheet (GD,P)



Manual cost estimation from tabular / catalogue data (P)

3.4.1

Estimate cost
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+	Best fit for GUI based approach

++	Low design and coding effort

+	Lowest workload for analyst / designer – costs are updated automatically when design changes

+ 	Can leverage same network data structures used for terrain partitioning and movement calculations

-	Only applicable for database approach

+ 	Straightforward to implement

+	Applicable to both GUI and database approaches

++	Low marginal effort to generate cost spreadsheets once cost data is generated

+	Reduced workload for analyst / designer

- - 	Only supports manual approach, does not allow any type of automation

- - 	Excessive workload for analyst

- - 	Excessive workload for analyst
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3.5

Optimize ESS designs

3

Develop ESS designs and assess technical performance

3.5.1

Store, recall, and manage ESS designs and associated performance metrics

3.5.2

Manually perform, ESS design iterations, and compare results 	

	

Manual design and assessment with integrated comparison tools in development environment (G)

Manual design and assessment with integrated comparison tools in database (D) 

Manual design and assessment with off-line comparison of designs (P)

3.5.3

Heuristically  perform, ESS design iterations, and compare results

Automatic implementation of manually developed heuristics (M,D)

Dynamic programming algorithms (M,D)

Greedy set covering (M)

Simulated annealing (M)

Genetic algorithms (M)





Embedded database (M,D)

Off-line database (M,D,P)

Manual tabulation and management of data (P)
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SSES Function - Form Alternatives 3.5





+	Best fit for GUI based approach

+	Lowest analyst effort to manage designs

+	Permits juxtaposition of performance metrics and design data

+	Relatively low effort required to design and code

+	Supports any approach

- 	Additional effort required to design and manage off line database

- - 	Only supports manual approach, does not allow any type of automation

- - 	Excessive workload for analyst

+	Best fit for GUI based approach

+	Lowest analyst effort to manage designs

+	Permits juxtaposition of performance metrics and design data

+	Relatively low effort required to design and code

-	Only supports database approach

- 	Additional effort required to design and manage off line database as well as building comparison tools

- - 	Only supports manual approach, does not allow any type of automation

- - 	Excessive workload for analyst

Do not yet have a clear vision of how to do this,  particularly the expected level of effort to develop and code the design heuristic
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SSES Function - Form Alternatives 4.1.1

26 March 09

4.1

Assess and display ESS operational performance against customer site protection requirements using analytic methods

4

Assess ESS operational performance

4.1.1

Calculate measures of effectiveness for threat ingress/egress routes

4.1.1.1

Identify intruder ingress / egress route(s) that minimize the time required to reach defended areas

Solve movement rate weighted shortest path / network flow problem all or designated nodes (M)

4.1.1.3

Identify intruder ingress / egress route(s) that minimize Pd weighted security force reaction times

Solve interdiction probability weighted shortest path / network flow problem all or designated nodes (M)

4.1.1.2

Identify intruder ingress / egress route(s) that minimize the  probability of being detected

Solve Pd weighted shortest path / network flow problem for all or designated nodes (M)
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+	Only feasible approaches identified thus far

+	Mature analysis approach

+	Complementary with terrain network modeling approach

+	Relatively low design and coding effort  to implement

+ 	Can leverage Matlab graph analysis toolbox
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SSES Function - Form Alternatives 4.1.2
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4.1

Assess and display ESS operational performance against customer site protection requirements using analytic methods

4

Assess ESS operational performance

4.1.2

Calculate measures of effectiveness for maximum vulnerability threat routes

4.1.2.1

Calculate mean and minimum site perimeter detection and interdiction probabilities

Find minimum Pd and interdiction probabilities around perimeter network cycles (M)

4.1.2.3

Calculate worst case cumulative interdiction keep-out probabilities for designated areas

Find minimum path values from 4.1.1.3

Find minimum path values from 4.1.1.2
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4.1.2.2

Calculate worst case cumulative Pd for designated areas

FUNCTIONS

FORMS

ATTRIBUTES







+	Only feasible approaches identified thus far

+	Relatively low design and coding effort 

+ 	Can leverage Matlab graph analysis toolbox
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SSES Function - Form Alternatives 4.1.3
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4.1

Assess and display ESS operational performance against customer site protection requirements using analytic methods

4

Assess ESS operational performance

4.1.3

Display site protection measures of effectiveness

4.1.3.1

Display minimum Pd threat ingress / egress routes

Find minimum Pd and interdiction probabilities around perimeter network cycles (M)

4.1.3.3

Display site sensor cumulative detection probability coverage maps

Minimum path value from 4.1.1.3

4.1.3.2

Display minimum response time threat ingress / egress routes

Minimum path value from 4.1.1.2
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+	Only feasible approaches identified thus far

+	Relatively low design and coding effort 

+ 	Can leverage Matlab graph analysis toolbox
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SSES Function - Form Alternatives 4.2
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4.2

Assess ESS total cost

4

Assess ESS operational performance

4.2.1

Estimate ESS total ownership costs taking into account  all procurement, installation, facilities and operating costs 

Integrated total cost estimation tool in development environment (G)





Integrated total cost estimation tool in database (D)







Automatically populated total cost estimation spreadsheet (G,D)



Manually populated total cost estimation spreadsheet (G,D,P)



Manual total cost estimation from tabular / catalogue data (P)
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+	Best fit for GUI based approach

++	Low design and coding effort

+	Lowest workload for analyst / designer – costs are updated automatically when design changes

+ 	Can leverage same network data structures used for terrain partitioning and movement calculations

-	Only applicable for database approach

+ 	Straightforward to implement

+	Applicable to both GUI and database approaches

++	Low marginal effort to generate cost spreadsheets once cost data is generated

+	Reduced workload for analyst / designer

- - 	Only supports manual approach, does not allow any type of automation

- - 	Excessive workload for analyst

- - 	Excessive workload for analyst

Considerations are basically the same as for function 3.4.1 – only difference is addition of installation, facilities and operating costs – expect to implement and 4.2.1 as single module  
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Sensor Suite Evaluation System SSES

Overarching SSES Solution Considerations 

• SSES Team has:

– Simulation design and analysis expertise

– GUI development expertise

– Computer programming expertise



Primarily Matlab with some VBA and Java

– Network analysis expertise and tools

– Access to DTED elevation data

– Military and physical security expertise

• SSES Team lacks:

– Database design and programming expertise

– Expert system design expertise

– Significant software architecture expertise
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Overarching SSES Solution Considerations 

SSES Team has:

Simulation design and analysis expertise

GUI development expertise

Computer programming expertise

Primarily Matlab with some VBA and Java

Network analysis expertise and tools

Access to DTED elevation data

Military and physical security expertise



SSES Team lacks:

Database design and programming expertise

Expert system design expertise

Significant software architecture expertise
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Sensor Suite Evaluation System SSES

Core architecture: Design Environment  

• GUI based design tool:

Rationale:

– Best able to support  to meet stakeholder wants and functional  

requirements



Viable approach identified for all major functions



Best fit for model driven data environment  

– Most usable by ESS design team without additional training

– Best potential to produce “eye catching” prototype / gain support 

for follow-on development 

– Best match for SSES team skill set
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Sensor Suite Evaluation System SSES

Core architecture: Data Environment  

• Primarily model driven, with supporting database components:

Rationale:

– Model / simulation provides most flexible and extensible design



Viable modeling approach identified for all major functions



Able to implement simple models for prototype and replace with higher 

fidelity models as follow on effort



Use “simple” data components for threat, environment, terrain types, 

sensor performance for some sensors

– Allows use of existing modeling and analysis tools:



Network analysis



Queuing theory



Sensor / detection models / theory



Sensor fusion

– Provides ability to generate first-order results from first principles



Major obstacle for data driven design is getting / generating the 

required data and populating databases

– Best match for SSES team skill set
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Core architecture: Data Environment  

Primarily model driven, with supporting database components:

Rationale:

Model / simulation provides most flexible and extensible design

Viable modeling approach identified for all major functions

Able to implement simple models for prototype and replace with higher fidelity models as follow on effort

Use “simple” data components for threat, environment, terrain types, sensor performance for some sensors

Allows use of existing modeling and analysis tools:

Network analysis

Queuing theory

Sensor / detection models / theory

Sensor fusion

Provides ability to generate first-order results from first principles

Major obstacle for data driven design is getting / generating the required data and populating databases

Best match for SSES team skill set
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Sensor Suite Evaluation System SSES

Solution Scoring & Symbology

• Attribute scoring

• No options are automatically disqualified – but …

– Solutions scored as – have significant challenges / deficiencies and will 

only be selected if all other solutions are even worse 

• Solution Applicability:

– G = Primarily applicable to GUI based design environment

– M = Primarily applicable to model driven environment

– D = Primarily applicable to database / data driven environment

– P = Primarily applicable to manual / procedural design environment
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Symbology

++ Very Positive Attribute

+ Positive Attribute

0 Neutral

- Negative Attribute

-- Very Negative Attribute

GUI based design environment is generally associated with model driven approach

Database design environment is generally associated with data driven approach
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Attribute scoring











No options are automatically disqualified – but …

Solutions scored as – have significant challenges / deficiencies and will only be selected if all other solutions are even worse 

Solution Applicability:

G = Primarily applicable to GUI based design environment

M = Primarily applicable to model driven environment

D = Primarily applicable to database / data driven environment

P = Primarily applicable to manual / procedural design environment
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		Symbology		 

		++		Very Positive Attribute

		+		Positive Attribute 

		0		Neutral 

		-		 Negative Attribute

		--		Very Negative Attribute



GUI based design environment is generally associated with model driven approach

Database design environment is generally associated with data driven approach
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SSES Functional Decomposition 

Design & Assess 

ESS

1 Assess and represent 

site characteristics

1.2.2 Construct 

elevation model

3.2.3 Model sensor 

coverage and P

d

2.1 Classify threats 

by type & attributes

1.1.1

Terrain types

1.1.1.3 

Feature data

1.1.1.2

Topographic 

data

1.1.1.4  

Elevation data

1.1.1.5 

Imagery

1.1.1 Get/display/ 

use terrain and 

feature data

4.2 Estimate ESS 

total cost

1.1.2.1 

Weather

1.1.2.2 EM/RF 

interference

1.1.2.3 Traffic

1.1.2.4 

Manage 

environ. data

1.1.2  

Get/display/use 

environment data

1.2.1.1 

Partition by 

terrain type

1.2.1 Construct 

terrain type map

1.1 Get and use 

site attribute data

1.2 Construct site 

model

1.2.3.1 Move 

rates and dwell 

times

1.2.3.2 ID 

Ingress/egress 

routes

1.2.3 Construct 

mobility model

1.2.4 Manage site 

models & data

4 Assess ESS operational 

performance

3 Develop ESS designs and assess 

technical performance

2.4.3 Barriers 

& obstacles

2.4.1 Speed 

over terrain

2.4.2 Prohib-

itedterrain

2.4 Manage threat 

mobility data

2.5.3 Survivability 

objectives

2.5.1 Intrusion 

objectives

2.5.2 Covertness 

posture

2.5 Represent 

threat objectives

2 Assess and represent 

threat characteristics

2.6 Support route 

planning models

3.1.1 Maintain 

sensor database

3.1.2 Represent  

sensor P

d

3.1.4 Represent 

false alarm rate

3.1.3 Represent 

sensor range

3.1.9 Estimate 

single sensor cost

3.1 Represent single 

sensor performance

3.1.5 Environ-

mental effects

3.1.6 Represent 

sensor FOV

3.1.8 Support 

requirements

3.1.7 Represent 

scan/revisit times

3.2.1.2 Semi-

auto selection

3.2.1.1 Manual 

selection

3.2.1.3 Auto-

matic selection

3.2.1 Select 

sensors

3.2.2.2 Semi-

auto selection

3.2.2.1 Manual 

selection

3.2.2 Place / 

orient sensors

3.2 Model emplaced 

single sensors

3.2.3.1.1 

Calculate LOS

3.2.3.1.2 

Propagation loss

3.2.3.1 Model 

detection

3.2.3.1.3 Field of 

view

3.2.3.1.4 Terrain 

type

3.2.3.1.5 

Environment

3.2.3.1.6 P

d

at 

discrete points

3.2.3.1.7 Area 

aggregate P

d

3.2.3.1.8 False 

alarm rate

3.3.1.2 Heuristic 

selection

3.3.1.1 Manual 

selection

3.3.1.3 Form 

networks

3.3.1 Construct 

sensor networks

3.3 Model  multi-

sensor networks

3.3.2.2 Apply 

sensor fusion

3.3.2.1 Sensor 

architectures

3.3.2.3 Determine 

point P

d

3.3.2 

Assess coverage, 

performance, cost

3.3.2.4 Determine 

area P

d

3.3.2.5 Determine 

network FAR

3.3.3.2 Area P

d

3.3.3.1Point-to-

point P

d

3.3.3.3 Coverage 

by sensor type

3.3.3 Show coverage, 

& performance

3.3.3.4 Gaps and 

blind spots

3.3.3.5 False 

alarm rate

3.5.1 Manage 

designs and 

MOE/MOP

3.5.2 Manually 

iterate designs

3.5.3 Heuristically 

iterate designs

3.5 Optimize ESS 

designs

4.1.2.2 Worst case 

area P

d

4.1.2.1 Perimeter 

P

d 

& P

interdict

4.1.2.3 Worst case 

P

keep-out

4.1.2 Assess 

vulnerability

4.1.3.2 Min 

response time 

routes

4.1.3.1 Max 

vulnerability routes

4.1.3.3 Cumulative 

P

d

coverage

4.1.3 Display 

vulnerability

4.1 Analyze 

operational performance

4.1.1.2 Minimum 

P

d

4.1.1.1 Min ingress 

/ egress time

4.1.1.3 Minimum 

reaction time

4.1.1 Route specific 

MOE

Level

1

0

2

3

4

5

4.2.1 Procure, 

install, operate cost

2.3 Support sensor  

models

2.2 Manage  

signature data

2.2.1 Threat 

type & number

2.2.2 EO/IR 

signature

2.2.3 Radar 

signature

2.2.5 Acoustic 

signature

2.2.4 RF 

signature

3.4 Estimate Sensor 

Network Cost

3.4.1 Installed + 

infrastructure 

costs
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SSES Functional Decomposition 

Design & Assess ESS

1 Assess and represent site characteristics

1.2.2 Construct elevation model

3.2.3 Model sensor coverage and Pd

2.1 Classify threats by type & attributes

1.1.1

Terrain types

1.1.1.3 Feature data

1.1.1.2

Topographic data

1.1.1.4  Elevation data

1.1.1.5 Imagery

1.1.1 Get/display/ use terrain and feature data



4.2 Estimate ESS total cost



1.1.2.1 Weather

1.1.2.2 EM/RF interference

1.1.2.3 Traffic

1.1.2.4 Manage environ. data

1.1.2  Get/display/use environment data



1.2.1.1 Partition by terrain type

1.2.1 Construct terrain type map



1.1 Get and use site attribute data



1.2 Construct site model



1.2.3.1 Move rates and dwell times

1.2.3.2 ID Ingress/egress routes

1.2.3 Construct mobility model



1.2.4 Manage site models & data

4 Assess ESS operational performance



3 Develop ESS designs and assess technical performance



2.4.3 Barriers & obstacles

2.4.1 Speed over terrain

2.4.2 Prohib-ited terrain

2.4 Manage threat mobility data



2.5.3 Survivability objectives

2.5.1 Intrusion objectives

2.5.2 Covertness posture

2.5 Represent threat objectives



2 Assess and represent threat characteristics



2.6 Support route planning models

3.1.1 Maintain sensor database

3.1.2 Represent  sensor Pd  

3.1.4 Represent false alarm rate

3.1.3 Represent sensor range

3.1.9 Estimate single sensor cost

3.1 Represent single sensor performance



3.1.5 Environ-mental effects

3.1.6 Represent sensor FOV

3.1.8 Support requirements

3.1.7 Represent scan/revisit times

3.2.1.2 Semi-auto selection

3.2.1.1 Manual selection

3.2.1.3 Auto-matic selection

3.2.1 Select sensors



3.2.2.2 Semi-auto selection

3.2.2.1 Manual selection

3.2.2 Place / orient sensors



3.2 Model emplaced single sensors





3.2.3.1.1 Calculate LOS

3.2.3.1.2 Propagation loss

3.2.3.1 Model detection



3.2.3.1.3 Field of view

3.2.3.1.4 Terrain type

3.2.3.1.5 Environment

3.2.3.1.6 Pd at discrete points

3.2.3.1.7 Area aggregate Pd

3.2.3.1.8 False alarm rate

3.3.1.2 Heuristic selection

3.3.1.1 Manual selection

3.3.1.3 Form networks

3.3.1 Construct sensor networks



3.3 Model  multi-sensor networks





3.3.2.2 Apply sensor fusion

3.3.2.1 Sensor architectures

3.3.2.3 Determine point Pd

3.3.2 Assess coverage, performance, cost



3.3.2.4 Determine area Pd

3.3.2.5 Determine network FAR

3.3.3.2 Area Pd

3.3.3.1Point-to-point Pd

3.3.3.3 Coverage by sensor type

3.3.3 Show coverage, & performance



3.3.3.4 Gaps and blind spots

3.3.3.5 False alarm rate

3.5.1 Manage designs and MOE/MOP

3.5.2 Manually iterate designs

3.5.3 Heuristically iterate designs

3.5 Optimize ESS designs



4.1.2.2 Worst case area Pd

4.1.2.1 Perimeter Pd & Pinterdict

4.1.2.3 Worst case Pkeep-out

4.1.2 Assess vulnerability



4.1.3.2 Min response time routes

4.1.3.1 Max vulnerability routes

4.1.3.3 Cumulative Pd coverage

4.1.3 Display vulnerability



4.1 Analyze 

operational performance





4.1.1.2 Minimum Pd

4.1.1.1 Min ingress / egress time

4.1.1.3 Minimum reaction time

4.1.1 Route specific MOE



Level

1

0

2

3

4

5

4.2.1 Procure, install, operate cost





























2.3 Support sensor  models

2.2 Manage  signature data

2.2.1 Threat type & number

2.2.2 EO/IR signature

2.2.3 Radar signature

2.2.5 Acoustic signature

2.2.4 RF signature







3.4 Estimate Sensor Network Cost

3.4.1 Installed + infrastructure costs
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Well done, but are you concerned by the size of scope?





The reason I am using the word topology rather than terrain in my discussion with your team is that topology is a field of mathematics related to geometry and algebra. Your work can be considered in part at the beginning stage to be a topological mapping of the space into which chosen sensors will be positioned. Do you agree?
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Next Steps

• Refine data structure details

• Define software module structure

– Required functionality

– Data structure interfaces

– Algorithm selection

• Define external database content and format

• Define GUI functionality and designer controls 

and displays
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Functional Decomposition and Solution 

Evaluation Drill-down
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SSES Function - Form Alternatives 1.1.1

26 March 09

1.

Represent and 

assess site 

characteristics

1.1

Obtain, display, and 

use site attributes and 

characteristics data

1.1.1

Obtain, display, and manipulate 

topographic, characteristic, and feature 

data

1.1.1.1

Classify terrain 

based on physical 

characteristics that 

may affect sensor 

performance, and 

threat mobility and 

detectability

•

Direct specification of individual 

terrain characteristics (M,D,P)

•

Indexed terrain data with 

exemplars (M,D)

•

Hybrid - indexed with editable 

characteristics (M,D)

12
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FUNCTIONS FORMS ATTRIBUTES

++ Provides same flexibility in specifying terrain characteristics as 

direct specification

- Increased storage requirements

o Analyst workload increase depends on number of  terrain regions 

where characteristics are edited manually

++ Provides greatest flexibility in specifying terrain characteristics

- Increased storage requirements

- - Very high analyst workload if terrain characteristics are entered 

manually for all terrain patches

- Limits flexibility in specifying terrain characteristics – can only 

represent terrain types that are in database

+  Reduced storage requirements

++ Low analyst workload to enter terrain data
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Represent and assess site characteristics

1.1

Obtain, display, and use site attributes and characteristics data
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Obtain, display, and manipulate topographic, characteristic, and feature data

1.1.1.1

Classify terrain based on physical characteristics that may affect sensor performance, and threat mobility and detectability

Direct specification of individual terrain characteristics (M,D,P)







Indexed terrain data with exemplars (M,D)







Hybrid - indexed with editable characteristics (M,D)
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FUNCTIONS

FORMS

ATTRIBUTES

++ 	Provides same flexibility in specifying terrain characteristics as direct specification

- 	Increased storage requirements

o	Analyst workload increase depends on number of  terrain regions where characteristics are edited manually



++ 	Provides greatest flexibility in specifying terrain characteristics

- 	Increased storage requirements

- -	Very high analyst workload if terrain characteristics are entered manually for all terrain patches

- 	Limits flexibility in specifying terrain characteristics – can only represent terrain types that are in database

+ 	Reduced storage requirements

++	Low analyst workload to enter terrain data
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SSES Function - Form Alternatives 1.1.1

26 March 09

1.

Represent and 

assess site 

characteristics

1.1

Obtain, display, and 

use site attributes and 

characteristics data

1.1.1

Obtain, display, and manipulate 

topographic, characteristic, and feature 

data

1.1.1.2

Obtain, display, and 

manipulate 

topographic, 

characteristic, and 

feature data

Obtain

•

Manual data entry / editing 

(G,D,P)

•

Software enabled manual capture 

of image / map data (G)

•

Automated pattern/feature 

recognition of image data (G,D)

•

Direct interface with GIS 

databases and image archives 

(G,D)

Display / manipulate:

•

Paper maps with overlays (P)

•

Hard copy tabular data (P)

•

Interactive GUI development 

environment (G)
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FUNCTIONS FORMS ATTRIBUTES

- Significant development and coding effort required – but 

supportable within project timeframe

+ Reduced  analyst workload

++ Enables analyst visualization and comprehension 

+  Lowest development and coding effort

- Highest analyst workload – provides no cognitive or visualization 

support

++ Significant reduction in analyst workload

- - Significant development and coding effort required – not 

supportable within project timeframe

++ Greatest reduction in analyst workload

+ Increased terrain specification accuracy

- - Significant development and coding effort required – not 

supportable within project timeframe

- Only supports manual approach, does not support any type of 

automation

- - Significant effort required to generate map overlays 

-- Only supports manual approach, does not support any type of 

automation

++ Provides greatest support for analyst visualization, 

comprehension, and manipulation of data

- Significant level of effort to design and code, but 

supportable within project timeframe
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Represent and assess site characteristics

1.1

Obtain, display, and use site attributes and characteristics data

1.1.1

Obtain, display, and manipulate topographic, characteristic, and feature data

1.1.1.2

Obtain, display, and manipulate topographic, characteristic, and feature data

Obtain

Manual data entry / editing (G,D,P)



Software enabled manual capture of image / map data (G)

Automated pattern/feature recognition of image data (G,D)

Direct interface with GIS databases and image archives (G,D)



Display / manipulate:

Paper maps with overlays (P)

Hard copy tabular data (P)

Interactive GUI development environment (G)
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FUNCTIONS

FORMS

ATTRIBUTES

- 	Significant development and coding effort required – but supportable within project timeframe

+	Reduced  analyst workload

++	Enables analyst visualization and comprehension 



+ 	Lowest development and coding effort

- 	Highest analyst workload – provides no cognitive or visualization support

++	Significant reduction in analyst workload

- - 	Significant development and coding effort required – not supportable within project timeframe



++	Greatest reduction in analyst workload

+	Increased terrain specification accuracy

- - 	Significant development and coding effort required – not supportable within project timeframe

- 	Only supports manual approach, does not support any type of automation

- - 	Significant effort required to generate map overlays 

-- 	Only supports manual approach, does not support any type of automation

++	Provides greatest support for analyst visualization, comprehension, and manipulation of data

- 	Significant level of effort to design and code, but supportable within project timeframe
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SSES Function - Form Alternatives 1.1.1

26 March 09

1.

Represent and 

assess site 

characteristics

1.1

Obtain, display, and 

use site attributes and 

characteristics data

1.1.1

Obtain, display, and manipulate 

topographic, characteristic, and feature 

data

1.1.1.3

Obtain and 

represent data on 

discrete site 

features and objects 

that may affect 

sensor performance 

or threat mobility

•

Patch and facet / wire frame 

models (M)

•

Coordinate geometry models 

(M)

•

Data base position/shape 

entry (D)

14
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FUNCTIONS FORMS ATTRIBUTES

++ Provides greatest flexibility in specifying feature geometry

- Storage requirements proportional to number of feature surfaces

- Computational effort for line-of-site calculations  proportional to 

number of feature surfaces

- Greater coding effort to implement

- Only allows specification of features that can be approximated 

by simple coordinate geometry equations, e.g. cube, sphere, 

cone, etc.

+  Low storage and computational effort for line-of-site calculations  

than for coordinate geometry models

+  Relatively simple to implement

- Unclear how database position / shape data would be stored and 

employed – expect database entry would specify either patch & 

facet or coordinate geometry data similar to model 

representation

Patch and coordinate geometry approaches are complementary not 

mutually exclusive – Intend to implement coordinate geometry 

approach first, with patch model as stretch objective
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1.

Represent and assess site characteristics

1.1

Obtain, display, and use site attributes and characteristics data

1.1.1

Obtain, display, and manipulate topographic, characteristic, and feature data

1.1.1.3

Obtain and represent data on discrete site features and objects that may affect sensor performance or threat mobility

Patch and facet / wire frame models (M)





















Coordinate geometry models (M)













Data base position/shape entry (D)
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FUNCTIONS

FORMS

ATTRIBUTES

++ 	Provides greatest flexibility in specifying feature geometry

- 	Storage requirements proportional to number of feature surfaces

-	Computational effort for line-of-site calculations  proportional to number of feature surfaces

- 	Greater coding effort to implement

- 	Only allows specification of features that can be approximated by simple coordinate geometry equations, e.g. cube, sphere, cone, etc.

+ 	Low storage and computational effort for line-of-site calculations  than for coordinate geometry models

+ 	Relatively simple to implement

- 	Unclear how database position / shape data would be stored and employed – expect database entry would specify either patch & facet or coordinate geometry data similar to model representation





Patch and coordinate geometry approaches are complementary not mutually exclusive – Intend to implement coordinate geometry approach first, with patch model as stretch objective
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SSES Function - Form Alternatives 1.1.1

26 March 09

1.

Represent and 

assess site 

characteristics

1.1

Obtain, display, and 

use site attributes and 

characteristics data

1.1.1

Obtain, display, and manipulate 

topographic, characteristic, and feature 

data

1.1.1.4

Obtain, display, and 

manipulate site 

elevation data from 

external sources

1.1.1.5

Obtain, display, and 

utilize site imagery 

data

•

Software import of DTED data 

from file / CD (M,D)

•

Software import of other DEM 

data from file / CD (M,D)

•

Direct interface with GIS 

systems (M,D)

•

Automated interpolation of 

map/image contours (M,D)

•

Manual parsing and entry of 

elevation data  (P)

•

File of hardcopy imagery (P)

•

Image database with display 

tools (M)
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FUNCTIONS FORMS ATTRIBUTES

- - Only supports manual approach, does not support any type of 

automation

- - Significant effort required to parse hard copy imagery 

++ Supports analyst visualization and manipulation of image data

- Moderate effort required to implement – leverages Matlab

inherent figure display and manipulation tools 

++ Team has access to DTED level I data on CD

++ Minimal effort to implement (stand alone) since DTED data 

import functionality is available in Matlab Mapping Toolbox –

additional effort would be required to integrate into GUI

- Sufficient to for proof of concept demo

- Currently don’t have access to digital elevation map data other 

than DTED

- Potentially significant effort to implement

- Single elevation source (i.e. DTED) is sufficient to for proof of 

concept demo

++ Significant reduction in analyst workload

- - Significant development and coding effort required – not 

supportable within project timeframe

++ Allows generation of elevation data with higher resolution and 

accuracy than DTED data (DTED Level 1 grid spacing ~90m –

may not be sufficient for some applications) 

+ Moderate effort to implement (stand alone) since manual image 

tracing and interpolation functionality is available in Matlab –

additional effort would be required to integrate into GUI
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1.

Represent and assess site characteristics

1.1

Obtain, display, and use site attributes and characteristics data

1.1.1

Obtain, display, and manipulate topographic, characteristic, and feature data

1.1.1.4

Obtain, display, and manipulate site elevation data from external sources

1.1.1.5

Obtain, display, and utilize site imagery data

Software import of DTED data from file / CD (M,D)







Software import of other DEM data from file / CD (M,D)



Direct interface with GIS systems (M,D)



Automated interpolation of map/image contours (M,D)



Manual parsing and entry of elevation data  (P)

File of hardcopy imagery (P)



Image database with display tools (M)
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FUNCTIONS

FORMS

ATTRIBUTES

- - 	Only supports manual approach, does not support any type of automation

- - 	Significant effort required to parse hard copy imagery 	

++	Supports analyst visualization and manipulation of image data

-  	Moderate effort required to implement – leverages Matlab inherent figure display and manipulation tools 	

++ 	Team has access to DTED level I data on CD

++ 	Minimal effort to implement (stand alone) since DTED data import functionality is available in Matlab Mapping Toolbox – additional effort would be required to integrate into GUI

- 	Sufficient to for proof of concept demo

- 	Currently don’t have access to digital elevation map data other than DTED

- 	Potentially significant effort to implement

- 	Single elevation source (i.e. DTED) is sufficient to for proof of concept demo



++	Significant reduction in analyst workload

- - 	Significant development and coding effort required – not supportable within project timeframe

++ 	Allows generation of elevation data with higher resolution and accuracy than DTED data (DTED Level 1 grid spacing ~90m – may not be sufficient for some applications) 

+	Moderate effort to implement (stand alone) since manual image tracing and interpolation functionality is available in Matlab – additional effort would be required to integrate into GUI
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SSES Function - Form Alternatives 1.1.2

26 March 09

1.

Represent and 

assess site 

characteristics

1.1

Obtain, display, and 

use site attributes and 

characteristics data

1.1.2

Represent environmental characteristics 

and assess environmental effects on ESS 

sensor and network performance

1.1.2.1

Represent weather 

including 

temperature, 

precipitation, airborne 

particulates, and 

winds

1.1.2.2

Represent 

electromagnetic and 

radio-frequency 

interference that may 

interfere with sensors 

and wireless networks

•

Direct specification of 

weather parameters (M)

•

Indexed weather data with 

standard environments 

(M,D,P)

•

Hybrid - indexed 

environments with editable 

parameters (M,D)

•

Direct specification of EM / 

RF environment by type (M)

•

Indexed EM / RF with 

standard densities (M,D,P)

•

Hybrid – indexed RF 

environments with editable 

parameters

16
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FUNCTIONS FORMS ATTRIBUTES

++ Provides same flexibility in specifying environment characteristics 

as direct specification

+ Little increase in analyst workload –update only selected 

parameters and only if desired

++ Provides greatest flexibility in specifying environmental 

characteristics

- Increased analyst workload to explicitly specify all environmental 

parameters 

- Slightly greater effort required to implement

- Limits flexibility – can only represent environments included in 

database

++ Low analyst workload to enter terrain data

++ Provides same flexibility in specifying RF environment 

characteristics as direct specification

+ Little increase in analyst workload –update only selected 

parameters and only if desired

++ Provides greatest flexibility in specifying RF characteristics

- Increased analyst workload to explicitly specify all environmental 

parameters 

- Slightly greater effort required to implement

- Limits flexibility – can only represent RF environments included in 

database

++ Low analyst workload to enter terrain data
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1.

Represent and assess site characteristics

1.1

Obtain, display, and use site attributes and characteristics data

1.1.2

Represent environmental characteristics and assess environmental effects on ESS sensor and network performance



1.1.2.1

Represent weather including temperature, precipitation, airborne particulates, and winds

1.1.2.2

Represent electromagnetic and radio-frequency interference that may interfere with sensors and wireless networks

Direct specification of weather parameters (M)



Indexed weather data with standard environments (M,D,P)



Hybrid - indexed environments with editable parameters (M,D)

Direct specification of EM / RF environment by type (M)



Indexed EM / RF with standard densities (M,D,P)



Hybrid – indexed RF environments with editable parameters
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FUNCTIONS

FORMS

ATTRIBUTES

++ 	Provides same flexibility in specifying environment characteristics as direct specification

+	Little increase in analyst workload –update only selected parameters and only if desired





++ 	Provides greatest flexibility in specifying environmental characteristics

-	Increased analyst workload to explicitly specify all environmental parameters 

-	Slightly greater effort required to implement

- 	Limits flexibility – can only represent environments included in database

++	Low analyst workload to enter terrain data

++ 	Provides same flexibility in specifying RF environment characteristics as direct specification

+	Little increase in analyst workload –update only selected parameters and only if desired





++ 	Provides greatest flexibility in specifying RF characteristics

-	Increased analyst workload to explicitly specify all environmental parameters 

-	Slightly greater effort required to implement

- 	Limits flexibility – can only represent RF environments included in database

++	Low analyst workload to enter terrain data
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SSES Function - Form Alternatives 1.1.2

26 March 09

1.

Represent and 

assess site 

characteristics

1.1

Obtain, display, and 

use site attributes and 

characteristics data

1.1.2

Represent environmental characteristics 

and assess environmental effects on ESS 

sensor and network performance

1.1.2.3

Represent personnel, 

vehicular, and animal 

traffic that may trigger 

sensors

1.1.2.4

Maintain a 

list/database of 

environmental 

conditions / factors

•

Direct specification of traffic 

density by type

•

Indexed traffic density with 

standard densities

•

Hybrid – traffic density with  

editable parameters

•

Software model environment 

database (M)

•

Electronic environment 

database (D)

•

Hard copy tabular 

environment data (P)
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FUNCTIONS FORMS ATTRIBUTES

++ Provides same flexibility in specifying traffic characteristics as 

direct specification

+ Little increase in analyst workload –update only selected traffic 

parameters and only if desired

++ Provides greatest flexibility in specifying traffic characteristics

- Increased analyst workload to explicitly specify traffic parameters 

- Slightly greater effort required to implement

- Limits flexibility – can only represent environments included in 

database

++ Low analyst workload to enter terrain data

On further review, we determined that “software model environment 

database” is a misnomer – actual need is to maintain a database of 

environmental factors / parameters for use by SSES models – e.g. 

sensor performance models – and trade space is  to maintain internal 

or external to SSES

- - Only supports manual approach, does not support any type of 

automation

- - Significant effort required to parse hard copy imagery 
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1.1

Obtain, display, and use site attributes and characteristics data
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Represent environmental characteristics and assess environmental effects on ESS sensor and network performance



1.1.2.3

Represent personnel, vehicular, and animal traffic that may trigger sensors

1.1.2.4

Maintain a list/database of environmental conditions / factors

Direct specification of traffic density by type



Indexed traffic density with standard densities



Hybrid – traffic density with  editable parameters

Software model environment database (M)





Electronic environment database (D)





Hard copy tabular environment data (P)
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FUNCTIONS

FORMS

ATTRIBUTES

++ 	Provides same flexibility in specifying traffic characteristics as direct specification

+	Little increase in analyst workload –update only selected traffic parameters and only if desired





++ 	Provides greatest flexibility in specifying traffic characteristics

-	Increased analyst workload to explicitly specify traffic parameters 

-	Slightly greater effort required to implement

- 	Limits flexibility – can only represent environments included in database

++	Low analyst workload to enter terrain data

On further review, we determined that “software model environment database” is a misnomer – actual need is to maintain a database of environmental factors / parameters for use by SSES models – e.g. sensor performance models – and trade space is  to maintain internal or external to SSES

- - 	Only supports manual approach, does not support any type of automation

- - 	Significant effort required to parse hard copy imagery 	
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SSES Function - Form Alternatives 1.2.1

26 March 09

1.

Represent and 

assess site 

characteristics

1.2

Construct, display, 

and manipulate site 

models / analytic 

representations

1.2.1

Construct, display, 

and manipulate 

site terrain 

characteristics 

models

•

Software models with GUI 

(M+G)

•

Database model with query 

tools (D)

•

Hard copy tabular data (P)

•

Hard copy map with terrain 

shading (P)
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FUNCTIONS FORMS ATTRIBUTES

- Supports model based approach  only

++ Most intuitive / easiest to use approach, interfaces can be similar to 

common PC based applications, does not require database expertise

+ Allows graphical interface and display

++ SSES team has GUI development and model design expertise

+  Provides flexibility in implementing sensor models and logic

+ Candidate Matlab development environment has existing toolboxes 

for many OR, mapping, and image processing functions

- Supports database approach  only

- Likely to require database query expertise or additional operator 

training

- - SSES team lacks database design,  implementation, and 

management expertise

- SSES team lacks clear vision of how to implement sensor 

performance, terrain, and threat behavior models using database 

approach

+ Use of standard database software package (e.g. MS Access) could 

facilitate interface with GIS and other data, as well as export of 

design data to documents and presentations

-- Only supports manual approach, does not support any type of 

automation
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1.

Represent and assess site characteristics

1.2

Construct, display, and manipulate site models / analytic representations

1.2.1

Construct, display, and manipulate site terrain characteristics models

Software models with GUI (M+G)





















Database model with query tools (D)















Hard copy tabular data (P)



Hard copy map with terrain shading (P)
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FUNCTIONS

FORMS

ATTRIBUTES

- 	Supports model based approach  only

++ 	Most intuitive / easiest to use approach, interfaces can be similar to common PC based applications, does not require database expertise

+	Allows graphical interface and display

++	SSES team has GUI development and model design expertise

+ 	Provides flexibility in implementing sensor models and logic

+	Candidate Matlab development environment has existing toolboxes for many OR, mapping, and image processing functions

- 	Supports database approach  only

- 	Likely to require database query expertise or additional operator training

- -	SSES team lacks database design,  implementation, and management expertise

- 	SSES team lacks clear vision of how to implement sensor performance, terrain, and threat behavior models using database approach

+	Use of standard database software package (e.g. MS Access) could facilitate interface with GIS and other data, as well as export of design data to documents and presentations



-- 	Only supports manual approach, does not support any type of automation
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SSES Function - Form Alternatives 1.2.1
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1.

Represent and 

assess site 

characteristics

1.2

Construct, display, 

and manipulate site 

models / analytic 

representations

1.2.1.1

Partition site into 

regions with 

homogeneous 

terrain 

characteristics

•

Manual partitioning of terrain 

map/image data with manual 

data entry (M+G,D,P)

•

Software enabled manual 

partitioning of terrain 

map/image data with direct 

data entry (M+G,D,P)

•

Automated partitioning of 

terrain map/image data (M)

•

Automated partitioning of 

terrain database data (D)

19
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FUNCTIONS FORMS ATTRIBUTES

++ Can support model, database, or manual approaches, 

implementation details would be tailored to terrain representation 

decision / design

- Significant effort required for development of partitioning or data 

import / export tools – but appears feasible within course timeline

+ Partitioning tools may be able to be leveraged to provide other SSES 

functionality -- particularly if network representation is selected

++ Significantly reduces workload associated with  terrain model / 

database construction

+ Complementary with  graphical interface and display

+  Can support model or database approaches 

++ Potentially very significant reduction in workload associated with 

terrain model / database construction

- - SSES team lacks clear understanding of how automatic terrain 

partitioning and map generation could be accomplished

- - Does not appear to be executable within course timeline

- - Not necessary for SSES concept demonstration

++ Can support model, database, or manual approaches 

++ No effort required for development of partitioning or data import / 

export tools 

- - Potentially very high workload needed to construct terrain 

models/data and enter into SSES application – may significantly 

limit size / detail of site representations

- High potential for data entry errors
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1.

Represent and assess site characteristics

1.2

Construct, display, and manipulate site models / analytic representations

1.2.1.1

Partition site into regions with homogeneous terrain characteristics

Manual partitioning of terrain map/image data with manual data entry (M+G,D,P)













Software enabled manual partitioning of terrain map/image data with direct data entry (M+G,D,P)















Automated partitioning of terrain map/image data (M)



Automated partitioning of terrain database data (D)
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FUNCTIONS

FORMS

ATTRIBUTES

++ 	Can support model, database, or manual approaches, implementation details would be tailored to terrain representation decision / design

-  	Significant effort required for development of partitioning or data import / export tools – but appears feasible within course timeline

+	Partitioning tools may be able to be leveraged to provide other SSES functionality -- particularly if network representation is selected

++	Significantly reduces workload associated with  terrain model / database construction

+	Complementary with  graphical interface and display

+ 	Can support model or database approaches 

++	Potentially very significant reduction in workload associated with terrain model / database construction	

- -	SSES team lacks clear understanding of how automatic terrain partitioning and map generation could be accomplished

- -	Does not appear to be executable within course timeline

- -	Not necessary for SSES concept demonstration



++ 	Can support model, database, or manual approaches 

++	No effort required for development of partitioning or data import / export tools 

- -  	Potentially very high workload needed to construct terrain models/data and enter into SSES application – may significantly limit size / detail of site representations

-	High potential for data entry errors
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SSES Function - Form Alternatives 1.2.2
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1.

Represent and 

assess site 

characteristics

1.2

Construct, display, 

and manipulate site 

models / analytic 

representations

1.2.2

Construct, display, 

and manipulate 

site terrain 

elevation models

•

Terrain elevation data grid 

model with editor (M+G)

•

Terrain elevation data patch 

model with editor (M+G)

•

Terrain elevation database 

with query tools (D)

•

Hardcopy terrain elevation 

map (P)

•

Physical relief map / model 

(P)
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+  Supports model based prototype (directly) and database approach 

indirectly

+  Allows use of DTED grid data directly 

+  Simplest to implement – good fit for Matlab graphing functionality

+  Keeps elevation data independent of terrain patches – no need to 

update elevation for changes in terrain partitioning

++ Allows use of existing Matlab mapping toolbox Line-of-site 

functionality

- Terrain partitions will generally not be co-planar so line-of-sight 

may not be consistent for all points within a terrain partition

+ Computationally efficient since LOS may be calculated on demand 

++ Supports both model based and database approaches

- - More complex implementation if used for LOS determination

•

Still need terrain grid data since  source elevation data is in grid 

format

•

Requires development of functionality for patch based line-of-site 

determination

+  Aligns elevation data with terrain partitions since by definition 

partitions are co-planar and have common line-of-sight

- Elevation data must be updated whenever terrain partitions change

+  Computationally efficient since LOS may be calculated on demand

- Only supports database approach

- - Most complex implementation since we still need grid or patch 

model to generate database entries initially and because elevation 

source data is in grid format, database construction is an extra step

+  Computationally inefficient since LOS must be pre-calculated for all 

sensor-target pairs

-- Only supports manual approach, does not support any type of 

automation

FUNCTIONS FORMS ATTRIBUTES
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1.

Represent and assess site characteristics

1.2

Construct, display, and manipulate site models / analytic representations

1.2.2

Construct, display, and manipulate site terrain elevation models

Terrain elevation data grid model with editor (M+G)

















Terrain elevation data patch model with editor (M+G)











Terrain elevation database with query tools (D)













Hardcopy terrain elevation map (P)



Physical relief map / model (P)
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+ 	Supports model based prototype (directly) and database approach indirectly

+ 	Allows use of DTED grid data directly 

+ 	Simplest to implement – good fit for Matlab graphing functionality

+ 	Keeps elevation data independent of terrain patches – no need to update elevation for changes in terrain partitioning

++	Allows use of existing Matlab mapping toolbox Line-of-site functionality

Terrain partitions will generally not be co-planar so line-of-sight may not be consistent for all points within a terrain partition

+	Computationally efficient since LOS may be calculated on demand 

++ 	Supports both model based and database approaches

- - 	More complex implementation if used for LOS determination

Still need terrain grid data since  source elevation data is in grid format

Requires development of functionality for patch based line-of-site determination

+ 	Aligns elevation data with terrain partitions since by definition partitions are co-planar and have common line-of-sight

Elevation data must be updated whenever terrain partitions change

+ 	Computationally efficient since LOS may be calculated on demand

- 	Only supports database approach

- - 	Most complex implementation since we still need grid or patch model to generate database entries initially and because elevation source data is in grid format, database construction is an extra step

+ 	Computationally inefficient since LOS must be pre-calculated for all sensor-target pairs

-- 	Only supports manual approach, does not support any type of automation

FUNCTIONS

FORMS

ATTRIBUTES
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SSES Function - Form Selection 1.2.3
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1.

Represent and 

assess site 

characteristics

1.2

Construct, display, 

and manipulate site 

models / analytic 

representations

1.2.3

Construct, display, 

and manipulate 

threat dependent 

trafficability models

Representation

•

Sparsely connected network 

model with edge rates/costs 

(M)

•

Point-to-point movement 

database (D)

•

Hard copy map with 

mensuration tools (P)
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++ Supports model / GUI approach directly and is a likely intermediate 

step for database approach 

++ Analytically tractable, leverages mature network analysis 

methodologies

++ Allows use of existing Matlab BGL network toolbox for analysis

++ Natural fit with terrain partition model approach and use of area / 

boundary sensor types

++ Allows use of threat and terrain independent network topology with 

threat and terrain specific edge weights

+ Computationally efficient since movement and paths may be 

calculated on demand 

+ Directly supports graphical display of threat routes 

- Only supports database approach

- - More complex implementation since use of database does not 

address how we generate the  model to generate database entries 

initially – will still require network model or 

- - Computationally and storage inefficient since movement rates / 

costs must be pre-calculated for all routes and updated if terrain or 

threat changes

-- Only supports manual approach, does not support any type of 

automation

Three separate but related issues: 

1. Form of mobility /trafficability model / database

2. Selection of dense (all points to all other points)  or sparse (points 

to immediate neighbors only)  

3. Method for constructing the model / database  from underlying 

terrain and threat data

Defer dense / sparse and construction decision pending selection of 

representation

FUNCTIONS FORMS ATTRIBUTES
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1.

Represent and assess site characteristics

1.2

Construct, display, and manipulate site models / analytic representations

1.2.3

Construct, display, and manipulate threat dependent trafficability models

Representation



Sparsely connected network model with edge rates/costs (M)



















Point-to-point movement database (D)







Hard copy map with mensuration tools (P)
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++	Supports model / GUI approach directly and is a likely intermediate step for database approach 

++	Analytically tractable, leverages mature network analysis methodologies

++ 	Allows use of existing Matlab BGL network toolbox for analysis

++ 	Natural fit with terrain partition model approach and use of area / boundary sensor types

++	Allows use of threat and terrain independent network topology with threat and terrain specific edge weights

+	Computationally efficient since movement and paths may be calculated on demand 

+	Directly supports graphical display of threat routes 

- 	Only supports database approach

- - 	More complex implementation since use of database does not address how we generate the  model to generate database entries initially – will still require network model or 

- -	Computationally and storage inefficient since movement rates / costs must be pre-calculated for all routes and updated if terrain or threat changes

-- 	Only supports manual approach, does not support any type of automation

Three separate but related issues: 

Form of mobility /trafficability model / database

Selection of dense (all points to all other points)  or sparse (points to immediate neighbors only)  

Method for constructing the model / database  from underlying terrain and threat data



Defer dense / sparse and construction decision pending selection of representation



FUNCTIONS

FORMS

ATTRIBUTES
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SSES Function - Form Alternatives 1.2.3
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1.

Represent and 

assess site 

characteristics

1.2

Construct, display, 

and manipulate site 

models / analytic 

representations

1.2.3.1

Estimate threat 

movement rates 

and expected dwell 

times

•

Automated calculation of 

point-to-point distances and 

rates using model data (M,D)

•

Automated calculation of 

point-to-point distances and 

rates using database data (D)

•

Direct interface with GIS 

system (M,D)

•

Manual calculation and entry 

of distances and rates (P)

•

Software enabled editing of 

movement rates/costs  (M,D)
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+ Supports both model (directly) and database (indirectly) 

approaches

++ Straightforward to implement if threat movement rate as a function 

of terrain is available from model or database

++ Natural fit with partitioned terrain model and network 

representation 

+ No need to pre-compute distances and rates following terrain map 

updates

- Potentially longer run times since  shortest paths and path lengths 

are computed for each run

+  Readily supports with graphical display of distances and paths

++ Good enough to demonstrate SSES concept 

- Only supports database approach

- - Unclear how distance / rate database would be populated initially --

if distance / rate data is generated with network model database 

implementation adds additional effort

- Need to re-calculate distances and rates if terrain map is modified

++ Potentially shorter run times since distances and rates are pre-

computed

-- Probably not executable within course timeframe

-- Do not currently have access to requisite GIS systems

- Not necessary to demonstrate SSES concept

-- Only supports manual approach

-- Does not support any type of automation

-- Excessive analyst workload

+ Complementary with both model (directly) and database 

(indirectly) baseline approaches

+ Provides additional flexibility and mechanism to incorporate analyst 

judgment

+ Natural fit with partitioned terrain model and network 

representation 

- Minor additional effort required to implement

- Additional effort required to use – depends on extent of analyst 

editing

FUNCTIONS FORMS ATTRIBUTES
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1.

Represent and assess site characteristics

1.2

Construct, display, and manipulate site models / analytic representations

1.2.3.1

Estimate threat movement rates and expected dwell times

Automated calculation of point-to-point distances and rates using model data (M,D)







Automated calculation of point-to-point distances and rates using database data (D)











Direct interface with GIS system (M,D)





Manual calculation and entry of distances and rates (P)



Software enabled editing of movement rates/costs  (M,D)
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+	Supports both model (directly) and database (indirectly) approaches

++	Straightforward to implement if threat movement rate as a function of terrain is available from model or database

++ Natural fit with partitioned terrain model and network representation 

+	No need to pre-compute distances and rates following terrain map updates

-	Potentially longer run times since  shortest paths and path lengths are computed for each run

+ 	Readily supports with graphical display of distances and paths

++ 	Good enough to demonstrate SSES concept 



-	Only supports database approach

- -	Unclear how distance / rate database would be populated initially --  if distance / rate data is generated with network model database implementation adds additional effort

-	Need to re-calculate distances and rates if terrain map is modified

++ 	Potentially shorter run times since distances and rates are pre-computed

--	Probably not executable within course timeframe

--	Do not currently have access to requisite GIS systems

-	Not necessary to demonstrate SSES concept

-- 	Only supports manual approach

-- 	Does not support any type of automation

-- 	Excessive analyst workload

+	Complementary with both model (directly) and database (indirectly) baseline approaches

+	Provides additional flexibility and mechanism to incorporate analyst judgment

+	 Natural fit with partitioned terrain model and network representation 

-	Minor additional effort required to implement

-	Additional effort required to use – depends on extent of analyst editing



FUNCTIONS

FORMS

ATTRIBUTES
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SSES Function - Form Alternatives 1.2.3
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1.

Represent and 

assess site 

characteristics

1.2

Construct, display, 

and manipulate site 

models / analytic 

representations

1.2.3.2

Identify feasible 

ingress and egress 

routes

•

Network representation with 

shortest path algorithms 

(M,D)

•

Database look-up (D)

•

Tabular data look-up (P)
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+ Can support both model (directly) and database (indirectly) 

approaches

o Only feasible if network based terrain and mobility representation is 

selected but could operate on either terrain model or database

++ Allows fully automated identification and calculation of alternative 

paths

++  Allows use of mature network analysis techniques -- Can leverage 

Matlab network BGL package

+ Facilitates calculation of cumulative, path specific detection 

probabilities

- Potentially longer run times since  feasible paths are computed for 

each run

+  Readily supports with graphical display of distances and paths

++ Good enough to demonstrate SSES concept 

- Only supports database approach

- - Unclear how ingress / egress database would be populated initially

+  Requires additional effort if route database is populated using 

network based model

- Probably requires recalculation of ingress / egress routes if terrain 

map is modified

++ Potentially shorter run times since ingress / egress routes are pre-

computed

- - Only supports manual approach

- - Does not support any type of automation

- - Excessive analyst workload for use

- - As with database approach, it is not clear how tabular data would 

be generated initially

FUNCTIONS FORMS ATTRIBUTES
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1.

Represent and assess site characteristics

1.2

Construct, display, and manipulate site models / analytic representations

1.2.3.2

Identify feasible ingress and egress routes

Network representation with shortest path algorithms (M,D)













Database look-up (D)



















Tabular data look-up (P)
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+	Can support both model (directly) and database (indirectly) approaches

o	Only feasible if network based terrain and mobility representation is selected but could operate on either terrain model or database

++	Allows fully automated identification and calculation of alternative paths

++  Allows use of mature network analysis techniques -- Can leverage Matlab network BGL package

+	Facilitates calculation of cumulative, path specific detection probabilities

-  	Potentially longer run times since  feasible paths are computed for each run

+ 	Readily supports with graphical display of distances and paths

++ 	Good enough to demonstrate SSES concept 



-	Only supports database approach

- -	Unclear how ingress / egress database would be populated initially

+ 	Requires additional effort if route database is populated using network based model

-	Probably requires recalculation of ingress / egress routes if terrain map is modified

++ 	Potentially shorter run times since ingress / egress routes are pre-computed

- - 	Only supports manual approach

- - 	Does not support any type of automation

- - 	Excessive analyst workload for use

- -	As with database approach, it is not clear how tabular data would be generated initially

FUNCTIONS

FORMS

ATTRIBUTES
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SSES Function - Form Alternatives 1.2.4
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1.

Represent and 

assess site 

characteristics

1.2

Construct, display, 

and manipulate site 

models / analytic 

representations

1.2.4

Save, recall, and 

manage site terrain 

models and data

•

Embedded model archive (M)

•

Internal database (M,D)

•

Off-line database (D,P)
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Data management strategy will flow from 

selection of top-level approach and data 

structure design -- Defer selection 

pending decision on top level approach 

FUNCTIONS FORMS ATTRIBUTES
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1.

Represent and assess site characteristics

1.2

Construct, display, and manipulate site models / analytic representations

1.2.4

Save, recall, and manage site terrain models and data

Embedded model archive (M)



Internal database (M,D)



Off-line database (D,P)
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Data management strategy will flow from selection of top-level approach and data structure design -- Defer selection pending decision on top level approach 

FUNCTIONS

FORMS

ATTRIBUTES
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SSES Function - Form Alternatives 2.1
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2.

Assess and 

represent projected 

/ potential threat 

characteristics

2.1

Classify threats 

based on their type 

and attributes

•

Manual threat classification (P)

•

Threat database (P,D,M)

•

Explicitly model threat 

characteristics without 

classification (M)
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FUNCTIONS FORMS ATTRIBUTES

+ Supports model,  database, or manual processing approaches

++ Simplest to implement – lookup mobility and sensor performance 

tables indexed by threat type / behavior 

++ Good enough to demonstrate prototype objectives 

- Only supports model based approach

+ Supports highest fidelity modeling / analysis of sensor performance

++ Probably required for full implementation of model based 

performance analysis

- - Level of effort required to build threat specific models probably not 

supportable given course timeline

- - We currently do not have access to intelligence data needed to 

model threat attributes directly

- Detailed threat attribute modeling is not critical to successful 

prototype demonstration

- - Only supports manual approach

++ Negligible effort required to implement

- - Highest analyst workload for operation

- - Does not support any type of automation
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2.

Assess and represent projected / potential threat characteristics

2.1

Classify threats based on their type and attributes

Manual threat classification (P)









Threat database (P,D,M)







Explicitly model threat characteristics without classification (M)

25

Anderson, Beres, Shaw, Valadez



FUNCTIONS

FORMS

ATTRIBUTES

+	Supports model,  database, or manual processing approaches

++	Simplest to implement – lookup mobility and sensor performance tables indexed by threat type / behavior 

++ 	Good enough to demonstrate prototype objectives 

Only supports model based approach

+	Supports highest fidelity modeling / analysis of sensor performance

++	Probably required for full implementation of model based performance analysis

- -	Level of effort required to build threat specific models probably not supportable given course timeline

- -	We currently do not have access to intelligence data needed to model threat attributes directly

-	Detailed threat attribute modeling is not critical to successful prototype demonstration



- - 	Only supports manual approach

++	Negligible effort required to implement

- - 	Highest analyst workload for operation

- -	Does not support any type of automation
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SSES Function - Form Alternatives 2.2.1
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2.2

Obtain and manage 

threat classification 

and quantitative 

threat signature data

2.2.1.

Represent threat 

types (e.g. personnel, 

wheeled vehicles, 

tracked vehicles, 

watercraft) and 

numbers

•

Software entity models (M)

•

Threat data base entries 

(M,D,P)

•

Physical "toy soldier" models 

(P)

2.

Assess and 

represent projected 

/ potential threat 

characteristics

26

Anderson, Beres, Shaw, Valadez

- - Only supports manual approach

- - Does not support any type of automation

- - Only supports model based approach

- - Level of effort to design threat entity models and behavior likely to 

be significant – probably not executable within course timeline

- - SSES team currently lacks skills experience for entity design and 

programming

++ Most flexible, and potentially most realistic modeling approach

++ Area of ongoing research – academically interesting approach

- Not necessary to demonstrate SSES concept

FUNCTIONS FORMS ATTRIBUTES

++ Supports model,  database, or manual processing approaches

++ Simplest implementation – Implementation effort scales with the type 

and amount of data captured – can start simple and scale up

+  Adequate to demonstrate SSES concept
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2.2

Obtain and manage threat classification and quantitative threat signature data

2.2.1.

Represent threat types (e.g. personnel, wheeled vehicles, tracked vehicles, watercraft) and numbers

Software entity models (M)









Threat data base entries (M,D,P)









Physical "toy soldier" models (P)

2.

Assess and represent projected / potential threat characteristics
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- - 	Only supports manual approach

- -	Does not support any type of automation

- - 	Only supports model based approach

- -	Level of effort to design threat entity models and behavior likely to be significant – probably not executable within course timeline

- - 	SSES team currently lacks skills experience for entity design and programming

++	Most flexible, and potentially most realistic modeling approach

++ 	Area of ongoing research – academically interesting approach

-	Not necessary to demonstrate SSES concept

FUNCTIONS

FORMS

ATTRIBUTES

++	Supports model,  database, or manual processing approaches

++	Simplest implementation – Implementation effort scales with the type and amount of data captured – can start simple and scale up

+ 	Adequate to demonstrate SSES concept
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